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Abstract:  Mobile ad-hoc networks are dynamic in nature, resource constraint and vulnerable to security threats due to the 
absence of centralized infrastructure. It is always a challenging task to secure communication between nodes of the MANET 
and in sub-groups of the MANET.  MANET adopts two kinds of approaches Public key cryptography and Identity based 
cryptography.  In this paper, we propose a novel method that employs public key cryptography techniques to perform sub-group 
operations efficiently in MANET. In Public Key Infrastructure(PKI), the Central/Certificate Authority(CA) manages the keys, 
but in MANET there is no CA, we need to distribute the role of CA to the nodes itself. We adopt distributed Public Key 
Infrastructure (PKI) in setting up of the MANET. For this purpose, we employ symmetric bivariate polynomial along with secret 
sharing technique.  
Keywords:  MANET, bivariate polynomial, subgroups, secret sharing technique, threshold cryptography, public key 
infrastructure 

I. INTRODUCTION 
Mobile ad-hoc network is a infrastructure-less, self-organized, dynamic and resource constraint network [1]. The participating 
entities are known as mobile nodes. These nodes roam freely and every node has its own communication range [2]. If two or more 
node’s communication range overlap, then nodes can communicate with each other. Due to the dynamic nature of the network, new 
nodes join, some nodes may leave the network and few may fail to function. The nodes are energy limited as they are battery 
powered devices. Many security threats exist to MANETS such as eaves-dropping, interception, denial of service and routing 
attacks [3][4]. Public Key Infrastructure (PKI) [5] uses encryption and authentication by digital certificates for a secure 
communication. The distributed Public Key Infrastructure is adopted in this paper, to make the MANET completely de-centralized. 
A (t, n) threshold scheme[6][7][8] is applied in distributing CA power to the nodes of the MANET [9]. In our proposal, we discuss a 
technique to perform sub-group operations efficiently and suggest a certification scheme for sub-groups derived from BLS signature 
scheme[10]. 

A. Attacks on MANET [11] 
In MANETS, there are two types of attacks namely Active and Passive. Passive attacks capture information in transmission and 
active attacks cause damage to the network by interrupting the normal flow of operations. Harmful/Malicious nodes cause both 
active and passive attacks. A malicious node does not authenticate itself to other  nodes. Since the mobile nodes share a wireless 
medium, the messages transmitted can be eavesdropped or fake messages may be injected. As one-hop connectivity is maintained 
among neighbouring nodes, the attacker can perform traffic analysis and traffic monitoring attacks. Other attacks such as denial of 
service and SYN flooding can also take place. 

B. Distributed PKI 
Public key cryptography(PKC)[12] provides security services such as confidentiality, integrity, authentication, non-repudiation, 
encryption and digital signatures. Public key infrastructure(PKI)[5] manages digital certificates that are important in establishing 
public key cryptography. In Public Key Infrastructure(PKI), a central/certificate authority(CA) has the sole power to issue 
certificates and maintain keys. The CA has a secret key ‘s’, which it uses to sign the certificates. In MANET, the role of the CA 
cannot be assigned to a single node, as it may leave the network or fail to function. So the role of the CA has to distributed to the 
nodes of the MANET [9], this is achieved using a (t,n) threshold secret sharing scheme, where the MANET secret ‘s’ is distributed 
as shares to the nodes. 

C. Threshold Cryptography 
As MANET is a decentralized network, the master secret key ‘s’ of the PKI is distributed among the nodes of the MANET using 
secret sharing scheme. One such secret sharing technique is the Shamir’s secret sharing scheme[8]. In this scheme, a dealer 
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distributes a secret ‘s’ among n entities. Each entity receives a share privately from the dealer. To reconstruct the secret ‘s’, it uses a 
(t, n) threshold access structure, where t out of n shares are required. Shamir’s secret sharing scheme can be adopted to MANETS. 
The role of the dealer is distributed to the nodes of MANET itself. This is achieved by using a symmetric bivariate polynomial. 

 

D. Related Work 
One common issue faced by MANET when applying cryptography is, how to distribute the role of CA or trusted authority, many 
proposals use secret sharing technique to distribute secret key ‘s’ of CA or trusted authority to secure MANET. Zhou and Haas[6] 
were the first to propose distributed CA for MANETS. Kong et al.[13] also worked on a similar technique to distribute trust among 
the nodes. However, their particular RSA threshold scheme was proved insecure[14][15]. In previous works, bi-variate polynomials 
have already been used to dynamically to allow new nodes joining the network without the need of any external trusted entity[16]. 
Anzai et al.[17] and Herranz et al.[18] constructed decentralized, flexible, dynamic group key distribution schemes by using 
polynomials in two variables. Saxena et al.[19] used similar procedure to set up pairwise keys in a non-interactive approach for a 
mobile ad-hoc setting. 
Aggregate signature algorithm for MANET was proposed by Daxing et al. [20] using bilinear pairing and Multi user setting 
signature with tight security was proposed by Hanaoka et al. [21] based on BLS signature [10].  
Our work is extension to node authentication using BLS signature by nc kumar et al.[22] and related to the cryptographic techniques 
proposed for MANETs by Herranz et al. [18]. Our paper proposes the use of bivariate polynomial over a trivariate polynomial to 
perform subgroup operations. The authors in [18] have used trivariate polynomial to perform subgroup operations. In our proposal, 
we run the same protocol as in setup phase to perform subgroup operations. This reduces the computational overhead and also the 
signature algorithm used is from nc kumar et al.[22] which is lightweight. 

II. SELF-ORGANIZED PKI AND SECRET SHARING TECHNIQUE 
In self-organized PKI for MANETS, the role of Public Key Infrastructure is completely distributed among the nodes of the MANET 
using shamir secret sharing scheme [8]. Blakley [7] and Shamir [8] were the first to introduce secret sharing techniques. A secret 
sharing scheme contains a dealer and a set P = {p1, p2,..., pn} of n participants. The dealer has a secret ‘s’ and wants to distribute the 
share of the secret corresponding to the participant pi privately. A valid subset p ( for : p ⊂ P) of atleast t number of participants 
holding valid partial shares can reconstruct the original secret ‘s’. The t is called threshold number and (t, n) is called as the 
threshold access structure[8]. In our paper, we use Shamir’s secret sharing technique that uses a (t, n) threshold access structure[8]. 
Shamir’s secret sharing scheme uses (t, n) threshold access structure by polynomial interpolation. Let Zq be a finite field with q > n 
and let ‘s’ ∈ Zq be the secret. The dealer picks a polynomial P(x) of degree at most t−1, where the constant term of P(x) is ‘s’ and 
alother coefficients of P(x) are selected uniformly and independently at random from Zq. i.e., 

.  
Every participant pi is publicly associated to a field element ai. Distinct participants are mapped to distinct field elements. The dealer 
privately sends to participant ui the value si = P(ai), for i = 1, 2,…., n. Without loss of generality, we can assume that the set of 
participants willing to recover the secret ‘s’ is p1, p2,..., pn. The secret ‘s’ can be obtained as 

   for     
 are the Lagrange coefficients. It is proven that any combination of less than t participants obtain no information about ‘s’.  

III. OUR PROPOSAL 
This section is divided into three major phases namely Setup, Key Generation, Subgroup operations. 

A. Setup 
In this phase every node ni receives partial share si of the MANET secret ‘s’. There are some parameters that are public: an additive 
group G of prime order q, generated by some element P and a collision-resistant hash functions h:(0,1)*Zq, where we assume that 
the discrete logarithm problem (i.e., computing the integer ‘s’ from the value sP) is hard [21]. The following protocol is run by the 
nodes. 
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1) Let n be the number of nodes in the MANET, t be the threshold and k be the founding number of nodes for t ≤ k ≤n. 
2) Every founding node chooses a bivariate polynomial fi(x, z), symmetric in x, z and the max degree of polynomial is t-1. 
3) Every node ni computes fij(h(nj), z) for all other founding nodes and itself, 1 ≤ i,j ≤ k. 
4) Now every node secretly sends computed fij(h(nj), z) to corresponding node nj . Furthermore, node ni includes the value yi = 

fi(0)∗P in each of these messages. 
5) Finally every node has values received from other founding nodes and also it’s own value fii(h(ni), z) with it. Then every node ni 

computes fi(z) = f(h(ni), z) = ∑j€kfji(h(ni), z). 
6)  Now every node ni has partial secret si = fi(0) and a secret equation f(h(ni), z). 
7) The public key of the MANET is pk= ∑yi  for i=(1……n). 
The MANET secret function f(x, z) = ∑j€kfi(x, z) and MANET secret key is s = f(0, 0) are safe and hidden.This secret information 
can only be reconstructed if and only if there are at-least t nodes having partial share of MANET secret. For a new node nw trying to 
join the network, it has to request at-least t nodes for the values fiw(h(ni), h(nw)). When t nodes accept the node nw request, then they 
send fiw(h(ni), h(nw)) to node nw. Now node nw has t values and these values are used in Lagrange’s interpolation to derive a secret 
polynomial corresponding to node nw, Lagrange’s interpolation is applied as follows: 
fw(z) = f(h(nw), z) = ∑nj€n Πni€n,ni≠nj (z − h(ni))/ (h(nj) − h(ni)) ∗ f(h(ni), h(nw)) 
The partial secret of node nw is fw(0) and secret polynomial of node nw is fw(z) i.e., f(h(nw), z) 

B. Key Generation 
After every node ni has received a partial secret si, then the nodes run RSA key generation protocol to generate a public (pki) and 
private (ski) key pair. The private key (ski) is kept secret with the node ni and public key (pki) is made available to all other nodes. 
The public key pki is used to encrypt messages that are sent to node ni, and the node ni uses its private key ski to decrypt messages 
and also to sign. 
A threshold number of nodes can sign a certificate. The public key is associated with the node identity in the certificate. This 
certificate management can be done as in [22]. 

C. Sub-Group Operations 
Every node ni has a secret univariate polynomial as well as a secret share of the MANET. If t’ (for t’<t) nodes want to form a 
subgroup they run the same protocol as the ‘setup’. This is achieved as follows: 
1) Every node ni has a secret univariate polynomial f(h(ni), z) in degree ‘t-1’. 
2) The nodes that want to form a subgroup eliminate higher order variables greater than t’-1. 
3) Every node ni computes fij(h(ni), h(nj)) for remaining nodes of subgroup and itself, 1 ≤ i, j ≤ t’. 
4) Now every node secretly sends computed fij(h(ni), h(nj)) to corresponding node nj. Furthermore, node ni includes the value yi = 

fi(0)∗P in each of these messages. 
5) Finally every node in the subgroup has values received from other nodes and also it’s own value fii(h(ni), h(ni)) with it. 
6) Then every node ni computes fi(h(ni), h(nj)) = (i, j)  t’ fji(h(nj), h(ni)). 
7) Now every node ni has partial secret si’ = fi(h(ni), h(nj)) corresponding to the subgroup. 
The public key and secret key corresponding to the subgroup are pksg=yi for i=(1…..t’). and si’ respectively. The secret shares of 
subgroup can be used to sign/decrypt subgroup messages, this can be achieved using the protocol in nc kumar et al [22]. Which uses 
bls signature, that is efficient for resource constraint networks such as MANET. 

IV. CONCLUSIONS 
In this paper, we proposed a new scheme that performs subgroup operations efficiently in decentralized PKI based MANETS. In our 
scheme the nodes of the MANET holds a secret share and every node chooses its own public and private keys. Our scheme uses a 
bivariate polynomial in setting up the MANET in a distributed manner and a univariate polynomial to perform subgroup operations 
to reduce the communication overhead. 
Thus, other interesting and desirable properties for a MANET such as threshold operations involving subgroups of nodes can be 
implemented and proactive security techniques can be used to support long-lived MANET. 
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