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Image and Text Spam Mail Filtering System

Ms’ Deshmukh S. S.!, Ms. Borhade S. B?, Ms” Swami M.M.?, Ms.Dhole P. B. *, Ms. Manglekar S.M®

Abstract: Spam mail is not only a waste of time for the recipients but can also spread harmful messages and viruses worms. It is
also harmful for machine, it is not secure. In transmitting information, text is always used in image spam. Spam mail takes lot of
space of inbox; it is time consuming and irritating process to manually filter spam and legitimate mail. Therefore in this study, |
classify mail images by the configuration of letters text and images. In this system | have proposed a spam detection method that
uses sober operators for edge detection and a multiple filter using Sobel operators and AOCR, This is beneficial for identifying
spam mail. With the wide application of E-mail for communication, unwanted email means spam mail has become a major
problem for E-mail users. This is also major problem for internet users.

Key terms: Spam, Ham, OCR, SVM, NB, DT, Rfn, Rfp

I. INTRODUCTION

To prevent email spa both end users and administrators of email systems use various anti spam techniques. No one technique is a
complete solution to the spam problem, and each has trade-off be-tween incorrectly rejecting legitimate email vis. Common uses for
mail filters include organizing incoming email and removal of spam and computer viruses. [1]. The spam filtering is actually to
classify the E-mails into ham and spam.

This needs to use the theory of Bayes to predict whether the received E-text mail is spam or not and it use AOCR to predict weather
the received image mail is spam or not and according to the correctly classified E-mails. It consist of implementation of system
which put all text and image spam emails in spam box and ham email in user inbox without manual intervention.

Il. LITERATURE REVIEW
Literature review mainly divided in to two parts. Various algorithms for filtering image spam mails are NDD, SIFT, TR-FILTER,
AOCR various algorithm for filtering text spam mails are as SVM,KNN,DT,BAYESIAN.[1].

A. Various Algorithms For Filtering Text spam

1) Emails

a) SVM: SVM is based on the structural risk minimization with the error-bound analysis. [5]. Technique of Classification: Using a
kernel function, SVM are an alter-native training method for polynomial, radial basis func-tion. Less memory and time is
required for SVM since in SVM we can discard all non-support vectors without any problem.

b) KNN: It is also known as a lazy algorithm. The ken model finds a group of k observations in the training set that are closest to
the test example, and bases the assignment of the target class on the predominance of a particular class in this
neighbourhood.More memory is needed as we need to store all training data. More time might be needed as in the worst case,
all data points might take point in decision.[13].

c) DT: Decision tree is a simple structure where non-leaf nodes represent the conditional tests of attributes or features and leaf
nodes contain the class label in which each data predicted into.Tree-shaped structures that rep-resent sets of decisions. These
decisions generate rules for the classification of a dataset. Cost much time to build classifier. More memory is required.
Stability of the tree structure is the matter of concern. [11].

d) BAYESIAN: Bayesian networks are graphical rep-presentation for probabilistic relationships among a set of random variables.
The basic idea is to use the joint probabilities of words and categories to estimate the probabilities of categories given a
document. Memory Required is Less since the complete Bayesian network structure is constructed only from the induced
conditional independence and dependence information. Time Required is Less[1][2]. Particular words have particular
probabilities of occurring in spam and legitimate e-mail [2],[5],[10]. The filter doesn't know these probabilities in advance, and
must first be trained so that it can build them up. Bayesian filters automatically induce or learn a spam classifier from a set of
manually classified examples of spam and legitimate (or ham) messages (the training collection). After training, the word
probabilities (also known as liklihood functions) are used to compute the probability that an e-mail with particular set of words
in it belongs to either category. Each word in the e-mail contributes to the email's spam probability, or only the most interesting
words. Then, e-mail's spam probability is computed and if the total exceeds a certain threshold (say 95%), the filter will mark
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the e-mail as spam. The learning process takes as input the training collection, and consists of the following steps:
Pr(W|S) - Pr(5)
S) - Pr(S) + Pr(W|H) - Pr(H)

Pr(S|W) = B

Where

Pr(S|W) is the probability of the word.

Pr(W|S) probability that the word appears in spam mail.

Pr(S) is the overall probability that any given message is spam.

Pr(H) is the overall probability that any given message is ham.

Pr(W|H) is the probability that the word appears in ham messages.

Recent statistics show that the current probability of any message being spam is 80%, at the very least:

Pr(S) = 0.8:Pr(H) = 0.2

All these individual probabilities will be combined to obtain a combined probability which will be the probability of that mail. That
is calculated by the formula

p= P2 PN
pip2--py 4+ (L=pi)(1=p2)---(1 = pw)

P=Probability that the message is spam.
P1=P(S|W1) (Individual probability of first word)
This combined probability of the spam mail is given to the fourth and last module i.e. Spam Detection.

B. Spam detection.

1) A threshold value for all our mails is decided.

2) Then threshold is compared with the calculated combined probability.
3) If combined probability > Threshold

Then that mail is spam.

Else that mail is ham and we put it in user’s inbox.

C. Various Algorithms for filtering Image spam Emails

1) NDD: Near duplicate detection Methodology Firstly, extract the features of the detected image, Secondly, compare the features
of it with the features in two feature databases, by calculating their similarity, and respectively count the numbers of images that
are similar to it in two DB. Finally, judge it is spam or ham by the numbers. Advantages of Near-Duplication is likely to
perform well in abstracting base templates, when given enough examples of various spam templates in use .Disadvantages This
technology may not be advanced enough for recognizing spam from random images with-out any explicit instructions or rules.
May require user intervention. Time required Slightly more because image has to be compared with Ham and Spam dictionary

2) SIFT: Scale Invariant Feature Transform in this methodology When a new email comes, the filter sys-tem will extract the
features of the image(s) from the e-mail and search for a matching candidate from the User-Specified Image Content(USIC)
feature blacklist. If there is one, the e-mail will be blocked as spam. Other-wise it will be judged by user. The advantages of
SIFT is the users are responsible for making rules for spam and ham. Disadvantages This technology may require user
intervention. It also requires More time because user intervention is needed.

3) TR FILTER: The main idea of the text-region ex-traction method is that text often contrasts a lot with background. A region
with massive intensity changes (i.e., edges) would be potentially a text region. The advantages of TR filter is its simplicity,
detection using only TR-filter still achieves slightly better detection accuracy (i.e.79 percent).It Requires slightly higher
computational time. Slightly lower accuracy and computational time

4) OCR: Optical Character Recognition (OCR) is a technology that to analyze the characters in pictures and convert them to texts.
OCR is software which takes image as an input and recognizes the text in the given image as an output. For character
recognition, offline or online, there are two basic types of core OCR algorithm. Optical Character Recognition (OCR) is a
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process of converting printed or handwritten scanned documents into ASCII characters that a computer can recognize. In other
words, automatic text recognition using OCR is the process of converting an image of textual documents into its digital textual
equivalent. Developing an OCR is a very difficult task, It can be used in detecting spam mail by checking the worlds in the
image.

D. Advantages of Bayesian Algorithm

Advantage of Bayesian classification Compared to other classification filtering, Bayesian classification method has the following

advantages

1) Better than the other algorithms in efficiency. Bayesian classification algorithm to scan all the training samples again, and
statistics for each word in the normal email and spam in the number of occurrences of each Token after the query just once
again, the last Token for each product or additive. The SVM method requires scanning multiple training samples.

2) In storage, Bayesian classification algorithm only needs to store the number of words, rather than the actual message. Thus,
very little storage space, but the resulting data can be shared between users without considering privacy of message.

3) Bayesian classification methods continue to receive a single message with the incremental update, you can adapt to the
evolution of forms of spam. Changes in the content of spam was more, Bayesian classification methods can be collected from
users under the guidance of recently received spam features, effectively

I1l. SYSTEM ARCHITECTURE
The proposed system takes input as a user mails. User mail is input to the text or image identification block. In this block a decision
is taken weather the mail contains text or image. If the mail contains text then it is directly given to Bayesian filter else the text from
image is detected and then it is given to spam detection block.

Spam Alodule 2
Datactor -Excract dve text from the lnnage antachment of the c-mail wsing OCR.
13 ACR it ienpl emoented nting Testerace
. I Image -Tesserace is an epdcal characier recognddon engine for various
e-Mails scan Mall | 1ext kxtraction *p Fyema. -~
STessdBis a JNA wrapper for Desseract DUK APL I provides
character recogniton support For common image formats,
J Alsdule d
~First rhe hady nf a0l the madlvis concidersd.
3 Dayesianlilter ~Zuw we comsider each word of the meail & find ihe probabilivy of each
Is Text word uring bayesixn s lgorithns_
L Ado-dule 4
i ~Afeer Combining individual probabilities ifit is greater than the
Spam Detection Fhrechald them it i 3 sparm mail.
<Ifit iy lesa than the threshold then it i 2 legitima e mail.
l
-Emailiare recrived and scanmedl
ITit contaims image, then image i given
OCR (L= Opeical cha racter legitimate mails

recogniranonl.
If the connil has text then itis direedy
given to Bawesian fileer.

1) This is the system architecture diagram of our system.

It has total 4 modules scan mail, text extraction, Bayesian filter, spam detection.

Input-All mails

Output -Legitimate mails.

2) Module 1:Scan mail

a) This module will accept the username and password from the user and login to our system.
b) Then the system is interfaced to the server (ex. Gmail) and mails are retrieved.
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c) If the mail contains image then it is given to model 2 i.e. Text extraction and if it contains only text it is given to model 3 i.e.
Bayesian filter.
3) Module 2: Text extraction
a) Text is extracted from image in this module with the help of OCR (optical character recognition) which is a ready software.
OCR is implemented using tesseract.
b) The extracted text is then given to the module3 i.e. Bayesian filter.
4) module 3: Bayesian filter
a) This is the main module of our system.
b) In this algorithm we consider only the body of our mail.
c) We find out the probability of each word in the body of an email by the formula
pspam=rbad/rbad+rgood
Where,
pspam is the probability of the word.
rbad is the probability of that word in spam database
rgood is the probability of that word in ham database
4) All these individual probabilities will be combined to obtain a combined probability which will be the probability of that mail.
That is calculated by the formula
pspam=pposproduct / pposproduct + pnegproduct
Where,
pspam is the combined probability of the mail
pposproduct is the product of all the individual probabilities of the words in the mail
i.e. pposproduct=pspaml * psapmz2 *....*pspamn
where, psapm1 is the probability of 1st word in the mail and so on.
pnegproduct= (1-pspam1) * (1-pspam2)*...*(1-pspamn)

5) Module 4:Spam detection.We already consider a threshold value for all our mailsWe compare the calculated combined
probability with the threshold valuelf combined probability > ThresholWe say that mail is spam.Else we conclude that mail is
ham and we put it in user’s inbox.

IV. EXPECTED RESULT DISCUSSION
Image Text Spam mail filtering system takes user mail as input, the mail can have text as well as image. In this system the text from
image is identified with the help of AOCR Bayesian is useful to detect the words in email are spam or not. Expected result is email
is classified as spam or ham without user interaction. This system currently works on one single machine, in future it will work on

network.
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V. CONCLUSION

This system is developed to text and image spam emails. It extracts the body of the email and using Bayesian algorithm it finds out
whether the email is spam or legitimate mail. Unlike the current technique (DNSBLs, used to publish the addresses of computers or
networks linked to spamming; most mail server software can be configured to reject or flag messages which have been sent from a
site listed on one or more such lists), in image and text spam mail filtering system the focus is on the content of the email. If the
email contains spam words then only it is labeled as spam.

This system works only for text emails and the emails that contains image, pdf, text file as an attachment. It is not applicable to any
zipped file. It only focuses on the content of the email and not on the subject or URLS present in the emails.
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