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Abstract: Cloud computing is a benevolent paradigm which drives the current world but the security threats makes its
ratification slower. Fully Homomrphic Encryption(FHE) is a solution to this problem and it also permits the Cloud users to
perform mathematical computations on ciphers without deciphering. By adopting FHE, Cloud computing can provide
“Computation-As-A-Service” without loss of security, privacy and confidentiality. But the current internet based services suffers
to provide a secure access control over the heirloom resources. This paper is an extension of our conference paper in [23]. The
secret data is encrypted using Symmetric Fully Homomorphic Encryption based on Smith Normal Form. And it addresses a hew
technique which provides access control over the encrypted data using XACML for constituting the access policies(SFHE-ACC).
Keywords: Fully Homomrphic Encryption, Access Control, Extensible Access Control Markup Language, Fibonacci-P number.

I. INTRODUCTION
Cloud computing is a growing technology evolved from cluster, grid and utility computing. Cloud computing provides “Everything-
as-a-service” as “pay-per-use”, to the end user. The users of cloud can share resources from anywhere through connected devices at
any time. A cloud computing model can be visualized as distributed parallel computing over data center resources rather than
centralized computing at data centers. The three classes of cloud called Public, Private and Hybrid clouds can be employed over
Intranets as well as in open Internet. Cloud computing is gaining its popularity through its scalable, durable, flexible, highly
available, inexpensive and on-demand computing resources regardless of its complexity and volume. Though cloud has many
advantages, it has many problems too. Level of security is the success factor of a new technology [26]. Data privacy and security is
the primary threat faced by cloud model in this data centric world. The conventional encryption techniques can ensure security and
confidentiality over the cloud data and such an environment do not supports Computation-As-A-Service since, the encrypted data
must be decrypted for performing operations on it.
Encryption technique with homomorphic property is called Homomorphic Encryption (HE) which supports performing operations
on the encrypted data. Homomorphic encryption can be used in an open and un trusted network where the data is to be kept
confidential but involved in some computations. Let d be a confidential data, the resultant of an encryption function Enc(d) is the
cipher C, Dec(C) is the decryption function and f is an arithmetic function on C then by homomorphic encryption,

Dec (f (C)) =f (d)

For example, let f be an integer addition and C1 and C2 are the ciphers of the plain text d1,d2 respectively then,

Dec (C1+C2) =d1+d2
The homomorphic encryption technique can provide privacy, security and confidentiality over cloud data without loss of
computation-as-a-service. Consequently the critical cloud applications can be accessed by the end user, without affecting the
security and privacy. But to prevent the access of everything by all end users, the cloud must stipulate some control over the access.
Attribute Based Encryption (ABE) a cryptographic primitive, realizes access controls cryptographically[22]. ABE encapsulates the
user’s private key with the access policy. Variations of ABE are Key Policy-ABE (KP-ABE) and Cipher Text Policy-ABE (CP-
ABE). Both KP-ABE and CP-ABE differs by the place of encapsulating access policies, whether in the cipher or in the key. But CP-
ABE has a fore deal of protecting confidential cipher text even on a compromised data server [7]. This paper is an extension of [23].

A. Literature Survey

From 1970 onwards the data are secured by privacy homomorphism [21] and are only partial homomorphic systems. They support
either addition or multiplication but not both. In 2009 Craig Gentry [5] proposed a new scheme called Fully Homomorphic
Encryption [FHE] system, supporting all possible operations on ciphers and this scheme is based on Ideal Lattices. Later on several
variations and advancements of Craig’s method was developed ([4], [6], [7].[8], [9], [11], [12], [15]) with Lattices in background.
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All these techniques are initially developed as Partial Homomorphic Systems and later on transformed into FHE system using
techniques called Bootstrapping. Thus making the system having computational complexity and impractical because of larger key
size, cipher size and noise generation. An approach in [16] introduced a new FHE scheme based on integers to overcome the above
said problems. Since then several variations of integer and Linear algebra based Homomorphic schemes are evolving. Some of the
techniques used in Fully Homomorphic Encryption scheme and their problems are given below:

S.no Techniques used Problems
1 | Vector based Learning With Errors (LWE)
2 Polynomial based Polynomial LWE (PLWE)
3 Ring based Ring base LWE (RLWE)
4 | Squashing technique | Sparse Subset Sum Problem (SSSP)
5 Lattice based Bounded Distance Decoding Problem (BDD)
6 Integer based Approximate Greatest Common Divisor Problem (ASCD)
7 Polynomial based Polynomial Coset problem (PCP)

Identity Based Encryption (IBE) was introduced in 1985[24]. The identity in IBE was replaced with an attribute set in Attribute
Based Encryption (ABE) [25]. ABE supports fine-grained access control system by encapsulating user’s private key with the access
policy and it was classified as KP-ABE and CP-ABE [26]. Both differs by the place of embedded access policies, whether in the
cipher or in the key. First CP-ABE was proposed in 2007[27]. Goyal et al., [28] proposed a CP-ABE based on number theory.
Gentry, Sahai and Waters achieved the first Identity Based Fully Homomorphic Encryption (IBFHE) and Attribute Based Fully
Homomorphic Encryption (ABFHE) [28]. An extension of this work is done by Clear and Mc Goldrick([29], [30]) called multi-
identity IBFHE. But these schemes are not “pure” that is the operations are in limited depth.

B. Our Contribution

The proposed scheme is an extension of [23] in which a new FHE scheme using Q} matrices as symmetric keys was introduced. It
is based on linear algebra concept and the homomorphic property of the system was achieved through Smith Normal Form (SNF).
In the prior work [31] the security and privacy of the cloud data is preserved with a very small key size of order of O (1), a fixed
cipher text size and through this proposed work, access control over the cipher text is enforced. The proposed system involves the
following entities of cloud: Cloud Owner (CO), Cloud User (CU) and Cloud End-User (CEU). The owner of the cloud resources is
CO, the tenants are the CU and CEU are authorized users who are allowed to perform operations on the cipher text on behalf of the
CU without decrypting. Thus the problem of key management and key sharing can be avoided.

The symmetric FHE scheme in [31] protects the encrypted data and CEU are allowed to perform operations over the cipher without
decryption. When this scheme is used in a private cloud, the CEU will access over the entire data server of encrypted data. Thus the
necessity to provide a controlled access over the data server arises. Moreover in the CP-ABE schemes the end users can decrypt the
cipher.

The proposed scheme modifies this concept by allowing the CEU only to access the cipher and restricted to decrypt. The access
policy is expressed in Extensible Access Control Markup Language (XACML), it is attached to the cipher and any access which is
satisfied to the policy can only gain access the cipher to operate on it. The access policy of CEU is decided by their location, IP
address, time and number of times they have accessed the cipher. Thus the proposed scheme, Symmetric Fully Homomorphic
Encryption with Access Control over the Cipher Text (SFHE-ACC) provides an encrypted, controlled access over cipher texts
stored in a private cloud for its CEU.

C. Organization

The rest of the paper is organized as follows: Section Il presents the preliminary concepts. Section Il introduces the encryption and
decryption process. Section 1V discusses the access control over encrypted cipher, Section V deals with the security analysis,
Section VI involves some discussions and Section VII concludes the paper.
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I1. PRELIMINARIES
A. Access Control

Permission to access a resource is called Authentication and selective restriction to a resource is called Access Control (AC) [24].
The set of rules that define the conditions under which an access may take place is called Access Control Policy [25]. In other words
Access Control is a process of mediating every user requests to the resources of a system and determining whether the request
should be denied or granted, it involves two steps: authentication and authorization. A system must ensure availability, reliability
and safety. In Discretionary Access Control (DAC) the access permissions are determined by the owner, Mandatory Access Control
(MAC) the access request of user is controlled centrally and it is designed using information flow control. A combination of MAC
and DAC is called Roll Based Access Control (RBAC). A special case of MAC is called Multilevel Access Control which has
different implementations based on the context. Many access policy structures are found in the literature ([22], [26], [27], [28], [29],
[30]), but the recent structures are XML based and they are attracting the interest of the researchers. The Organization for the
Advancement of Structured Information Standard’s (OASIS) Extensible Access Control Markup Language (XACML) is a XML
based access control policy frameworks. XACML is a general purpose access control policy specifying language. In XACML
access control and authorization policies for XML objects can be expressed with the help of a core scheme and a namespace. From
XACML policy file the following functions can be performed:

1) A simple resource access request.

2) Whether the subject is allowed to login to access a resource.

3) Toallow the subject to login on a specific time, date, specific IP address and even location based on city or country.

XACML produces the following responses for an access request: Permit, Deny, Indeterminate and Not Applicable. XACML can be
used to represent a broad range of access policies.

The proposed scheme translates all the integers in a Ring Zyto operations on matrix M, (Zy), where N is nonprime and it is product
of 2m numbers. The scheme is made CPA secure by a security parameter denoted by A and to withstand » number of plain text
attacks, m and 4 are selected such that #=m Inpoly(7) where poly(7) is a fixed polynomial in A. This scheme involves 2m odd, mutual
prime numbers pl; and p2; 1<i<m, let fi=p1; p2; and N=[[2, fiwhere N is a RSA type modulus of unknown factorization. Primality
testing of a number takes only polynomial time, thus choosing 2m odd mutual prime numbers, which involves a time complexity of
O(m) that is O(poly(%)). By making the large integer factorization infeasible, factoring N in polynomial time is also infeasible.

IIILENCRYPTION AND DECRYPTION TECHNIQUES
The encryption and decryption system translates all the integers in a Ring Zyto operations on matrix My (Zy), where N is nonprime.
This scheme involves 2m odd, mutual prime numbers p1; and p2;, 1< i<m, let fi=pl; p2and N=[]2, f; where N is a RSA type
modulus of unknown factorization and it is the product of 2m numbers [23]. The security parameter is denoted by 4 and to withstand
n number of plain text attacks, m and A are selected suchthat, y=m In poly (1) where poly (2) is a fixed polynomial in 2 and the secret
data x is translated to a matrixM, (Zy). The system involves the following three algorithms where n1, n2 are any two arbitrary
integer key pairs, x is the data to be encrypted, P is the Fibonacci P-number and C is the cipher text:
Keygen (P, (n1,n2)) — QF! and QX?
Enc (x, (QF* andQR?)) — C
Dec(C, ((QF")™ and(QF*)™)) — x
Where all the above are modulo N operations.
A. Addition: Dec (Enc (d1) + (Enc (d2)) mod N=d1+d2
B. Subtraction: Dec (Enc (d1) - (Enc (d2)) mod N=d1-d2
C. Multiplication: Dec (Enc (d1) x (Enc (d2)) mod N=d1xd2

IV.ACCESS CONTROL OVER THE CIPHER
The Cloud User encrypts the private data using the secret key as explained in Section 3, and the access policy for the each known
CEU is constructed in XACML with policy attribute values described in Table.2.
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TABLE 2

ATTRIBUTES OF CEU AS EXPRESSED IN ACCESS PoLICY
S. No. | Policy Attributes Description
1 Access ID Unique ID for each CEU to be keyed in during data access
2 Subject Name or role of the CEU
3 Object Resource allowed for access
4 Action Access rights like READ,COPY,PRINT
5 Max. Access Time The maximum number of accesses
6 IP address To confirm that the CEU access the data from preferred machine
7 Time The time allotted for CEU to access
8 Location The city or country from which CEU is allowed for access
9 Duration The start and expiry date of data access

The XACML file is encapsulated into ACP Object and stored in ACP server of the CU and the secret data is encrypted by the CU
which is stored in the Cloud. Services to CEU are provided by the Cloud Service Provider (CSP) who is restricted to access the ACP
server. The CSP validates the CEU by storing only the Access ID and password in a local server and on validating the CEU it
collects the test-attributes of CEU like Access ID, IP address, Location and time, date of login through cookies and communicates
them to the CU. The CU verifies the XACML access policy stored in ACP server of CU, when there is a match the response is
“allow” and the requested data in encrypted form is sent to the CEU otherwise the response will be “deny”.

The software components of Cloud User which performs the validation of access rights of a CEU are described below:

A. Access Policy Verification
The Cloud End User request is processed by the CUwith the software components, Access Control Policy Enforcement (ACPE),
Access Control Policy Decision Point (ACPDP) and ACP-File handler.

B. Access Control Policy Enforcement
ACPE receives the request from CSP and forwards the test-attributes to the ACPDP to make decisions based on ACP Object. And
sends response to the CSP based on ACPDP.

C. Access Control Policy Decision Point
ACPDP searches for an ACP Object whose Access ID matches with the Access ID of the test-attributes, when there is a match it
validates the access policy attributes with the test-attributes. On successful validation it initiates the ACP File-Handler.

D. ACP File-Handler

The number of access on an object by a subject is maintained by the ACP File-Handler using a counter. When the decision made by
the ACPDP is “allow”, it gives a command to the ACP File-Handler to handle this issue by sending Max. Access Time attribute.
ACP File-Handler, increments its counter and compares with the Max. Access Time. When the counter value is greater than the
Max. Access Time, it issues an error message to ACPDP, thus the CEU is not allowed to access the specified object.
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V. SECURITY ANALYSES
The security of the system is discussed based on the characteristics of cloud and also of secure outsourcing of the secret data.

A. Confidentiality
Data ever remains encrypted for the CEU and it can be decrypted only by the CU. Since, the secret key is private to the CU, the
reverse engineering process is impossible. The confidentiality of the data is preserved and unauthorized data access is restricted.

B. Scalability

By selecting the required amount of storage resources, the massive, secret and encrypted data can be stored successfully. It is easy to
revise or update the access rules because they are expressed in XACML. And the existing structures like, ACL, Access Matrix and
S0 on needs to be entirely revised.

C. Security

The security of the system is guaranteed by Fully Homomorphic Symmetric Key Encryption with Smith Normal Form [23]. In a
hybrid cloud environment, the data owner has to perform major computations on the stored private data, thus the workload
increases. Enough manpower could solve this problem but, the secrecy leverages. Thus the proposed system can be employed in
such situations without loss of privacy and secrecy.

D. Data Outsourcing

Government organizations, private companies spread across continents and even military networks can use this scheme withassured
security, confidentiality, authorization with access control. Data outsourcing is supported by this system, so hosted services can be
delivered through internet to the data consumers.

VI.DISCUSSIONS AND FUTURE WORK

Most of the social networks based on Cloud Computing architecture are built so as to provide security and confidentiality towards
its user’s information. Though the private data can be made secure through encryption techniques, some form of access control must
be enforced in the Cloud. For data sharing and collaboration, the encryption technique and key management suffices to be strong
and secure. When the system is homomorphically encrypted the key management and distribution can be excluded but a secure
access control mechanism must be provided over the end user to operate on the encrypted data. The present paper addresses a new
Symmetric Homomorphic encryption scheme and an access control mechanism over the encrypted data. Thus the data is restricted
from unauthorized access.

This approach is beneficial because it enhances information privacy, improved data security and eliminates the burden of data owner
for computations over the encrypted data with access control without decrypting.

VII. CONCLUSION
In this paper we have presented a simple Fully Homomorphic Encryption technique based on symmetric key. It also provides a new
method to control the access of multiple cloud users. Cloud computing can optimize the utilization of computer resources in a cost
effective manner. But due to broad access and distributed architecture, cloud computing has data security, confidentiality and access
control as its main challenges. The new FHE scheme discussed in this paper solves the above said problems without computational
overhead. This scheme finds its application in customized advertisements, real-time health analysis, mining from large datasets,
outsourcing forensic image recognition and for a financial corporation which requires financial privacy.
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