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Abstract: In this paper, a multimodal biometric system which combines features of face, fingerprint and iris to overcome
numerous limitations of unimodal biometric systems is presented. The quality of face, fingerprint and iris images are firstly
enhanced using a series of pre-processing techniques such segmentation, normalization etc. Then the features of all these
three traits are extracted from the pre-processed images. This approach has been tested on a Casia database consisting of 90
images and shows promising results as compared to other techniques.
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I. INTRODUCTION

A biometric system provides automatic recognition of an individual based on some sort of unique feature or characteristic of the
individual. The system is based on fingerprints, facial features, voice, hand geometry, handwriting, the retina and iris.
Biometrics is derived from Bio (means life) and Metrics (means system used for measurement). This means that biometrics is
the technology of measuring and analysing physiological or biological characteristics of living body for identification and
verification purposes. Unimodal biometric systems face a variety of problems such as noisy data, intra-class variations,
restricted degrees of freedom, non-universality, spoof attacks and unacceptable error rates. The limitations imposed by
unimodal biometric systems can be overcome by using multiple sources of information for establishing identity. Such systems
are known as multimodal biometric systems. These systems are more reliable due to the presence of multiple independent pieces
of evidence. Spoofing is not possible in multimodal biometric system because it would be difficult for an impostor to spoof
multiple biometric traits of a genuine user simultaneously.

Multimodal system is a combination of two or more than two biometric traits of an individual for the identification purposes.
Use of multimodal biometric system provides high security as compared to unimodal biometrics. A number of approaches have
been proposed and developed for the multimodal biometric authentication system. C.N Dinakardas et.al [1] discussed a
multimodal system in which they use PCA(Principal Component Analysis), fisher face projection, minutia extraction and LBP
(Local Binary Pattern) for Face ,Fingerprints and lIris traits. Le Hoang Thai and Ha Nhat Tam [2] discussed the standardized
fingerprint model which is used to synthesize the template of fingerprints. John G. Daugman [3] was the first who proposed the
Iris Recognition algorithm in 1990s and got US patent for his work. K.Kryszczuk et al.[4] have demonstrated a method of
performing multimodal fusion using unimodal classifier data, signal quality measures, and reliability estimates. The example of
face and speech modalities was taken so that the proposed method can be effectively applied to multimodal biometric fusion.
Nadir Naurain Dawoud and Brahim Belhaouari Samir [5] examined wavelet functions in order to choose the best wavelet for
face classification process and for finding the optimal number of levels of decomposition. All these systems provide efficient
results but have complexity in the algorithm and time consuming also. So, the aim of this work is to reduce the complexity and
improve the efficiency.

The structure of the remaining paper is divided into 4 sections. Implemented work has been detailed in section Il. Section 111
gives the result evaluation of the methodology. Finally it is concluded in section V.

Il. IMPLEMENTATION

In this paper a novel combination of face, fingerprint and iris biometrics are presented. MATLABR2007b is used to implement
this. These three classifiers perform better individually but fail under certain conditions. In the case of fingerprint recognition a
poor quality fingerprint image may create problem due to cuts and scars present on the finger. So from Fingerprint image
extraction of minutiae points becomes difficult. The problem can also arise at the time of iris image acquisition where while
giving the iris image exposure of light can disturb the user. Thus to overcome this problem all three recognizers are combined at
matching score level and final decision about person’s uniqueness is made.

Iris, fingerprint and face biometrics perform superior due to their accuracy, reliability and simplicity as compared to other
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available biometric traits. These properties make iris, fingerprint and face recognition most promising solution to the society.
The process begins with pre-processing of the acquired images which removes the effect of noise. Then, features are extracted
for the training and testing images and matched to find the similarity between feature sets. The matching scores generated from
the individual recognizers are passed to the decision module where a person is declared as genuine or an imposter. In the next
section a brief overview is described about the face, fingerprint and iris. Then all three individual recognizers combined together
for the fusion. Figure 1 illustrates the flow chart of the algorithm used in the system. The steps of the process are briefly shown
in this.

Image Enhancement of
Face, Iris and Fingerprint

}

Segmentation/Normalization
Individually
Feature Extraction
Individually

'

Fusion ‘

Hamming Distance (HD)

Calculation
Threshold (Th.)
<
Authorized Unauthorized
Person Person

Figl: Flow chart of the algorithm

A. Iris Recognition
Iris is a unique feature of each individual which remains unchanged over the life. In the center of the eyeball a circular black
disk is pupil which dilates when exposed light and contracts in dark. Iris is the portion between the dark pupil and the white
sclera and contains the flowery pattern unique to each individual. The eye image is digitized and then the unique characteristics
are extracted from the digitized image by using some image processing techniques and other algorithms. Then that unique
feature is matched with the features stored in the database and the person is identified.
J.G.Daugman [3] proposed automated iris recognition system in which to extract texture phase structure information of the iris,
the concept of multi-scale quardrature wavelets is used, XOR operator is used to generate a 2048 bit iris code and compares the
difference between a pair of iris representations by computing their Hamming distance. To characterize the texture of the iris the
zero-crossing representation of 1-D wavelet transform at various resolution levels of a virtual circle on an iris image has been
calculated in[7] by W.W.Boles and B.Boashah. The important steps involved in iris recognition are:
1. Segmentation
2. Normalization
1) Segmentation: Segmentation is the first step of the iris recognition. Basically it is the process of localizing the iris portion i.e.
the area between the pupil (dark portion of the eye) and the sclera (white portion of the eye). In this process Canny Edge
Detection (CED) and Circular Hough Transform (CHT) have been used to localize the iris in the eye image[9].
a) Canny Edge Detection (CED): It is a widely used edge detection technique. A Gaussian filter is used to suppress the
high frequency signals in the canny edge detection. From Gaussian filter a smoothened image is obtained.Figure 2
describes the original image of eye and output after the threshold.
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Fig 2: (a) Original image and (b) Output image after threshold

Gradient operator is applied on this smoothened image to obtain the first order partial derivatives. In the last of the canny
edge detection process the false edges removed by thresholding the output of Non Maxima Suppression (NMS).
b) Circular Hough Transform (CHT): After the CED, CHT is applied to obtain the contours of iris and pupil. CHT gives
the boundary of the iris and the pupil, which are related by the following expression.
x4+ yi=R?
(> .27) are the centre coordinates of the circle and ‘R’ is the radius.

2) Normalization: After the segmentation of iris normalization is performed. Daugman’s Rubber Sheet Model [3]is used for

normalization of iris as shown in figure 3.
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Fig.3: Daugman’s rubber sheet model
Using this model, the Cartesian coordinates (x, y) are converted into polar coordinates (R,#). After normalization the iris
portion became rectangular in shape with fixed sizes for all the iris images. After that, the region of interest has been obtained.
The normalized image is shown in Fig. 4(a).

(©
Fig.4: (a) Normalized image (b) Region of interest and (c) Enhanced normalized image
After achieving normalization, region of interest is obtained by eliminating the iris portion that is occluded by the upper and the
lower eyelids. Then the image is enhanced by using Gaussian filter. Fig. 4 (b) shows the resultant image for region of interest
and (c) enhanced normalized image.

B. Fingerprint Recognition

Another one of the most widely used biometric trait is Fingerprint. Fingerprint recognition is one of the most popular and well-

known biometrics. Because of their uniqueness, fingerprints have been used for recognition for over a century. Recently

fingerprint recognition is becoming automated (i.e. a biometric) due to advancements in computing capabilities. The major steps

involved in fingerprint recognition using minutiae matching approach after image acquisition are:

1. Image Enhancement

2. Minutiae Extraction

1) Image Enhancement: Some time a fingerprint image may be corrupted due to various kinds of noises such as creases,
smudges and holes. So, it is very difficult to recover the true ridge/valley structures. So we need to improve the quality of
the fingerprint image in these regions. Therefore, a well known enhancement algorithm is used to improve the clarity of
ridges/valley structures of fingerprint images in recoverable regions. For the Image enhancement the process starts with
segmentation of input fingerprint image. CED technique is used for segmentation. For pre-specified mean and variance
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normalization is used. From the normalized input fingerprint image the orientation image is estimated.

2) Minutiae Extraction: The enhanced fingerprint image is binarized and submitted to the thinning algorithm which reduces
the ridge thickness to one pixel wide. The skeleton image is used to extract minutiae points which are the points of ridge
endings and bifurcations. The location of minutiae points along with the orientation is extracted and stored to form feature
set. For extraction of minutiae points eight connected pixels are used.

C. Face Recognition

The least intrusive and fastest biometric technology is the face recognition. This technology works with the recognition of
human face. Unlike other recognition systems in which people need to place their hands on a reader or precisely position their
eye in front of the scanner, face recognition system takes picture of people’s face as they enter a defined area.After that
normalization is done which is the process used to make all the images of same size. For the face recognition normalization is
done before the feature extraction and then a Gaussian filter is used to remove the noise from images.

D. Feature Extraction

After normalization, the features of the normalized image are extracted. In the implemented algorithm, wavelet transform
function is used for the features extraction of iris, Fingerprint and face images. Using 2-D Reverse bio-orthogonal wavelet
transform (RBWT) Multi level decomposition has been performed. The extracted features from normalized images get stored in
the coefficients of the wavelet transform. The next level of decomposition is performed on the coefficients of the previous level
in the case of multilevel decomposition.

E. Fusion

Fusion is done after pre-processing and feature extraction of all three individual traits. Fusion is a process which is used to
combine all the extracted features for the better results because no individual trait can provide 100% accuracy. The results
generated from the individual traits are good but the problem arises due to exposure to light, variation in background and
presence of cuts and scars on finger ,the user is not able to give his/her image during iris, face and fingerprint recognition. Thus
to overcome the problems faced by individual traits of iris, face and fingerprint, a novel combination is proposed for the
recognition system. The integrated system also provides anti spoofing measures by making it difficult for an intruder to spoof
multiple biometric traits simultaneously. For the fusion of biometric template we simply take the assumption that the coefficient
which are greater than zero are taken as +1 and the coefficient which are less than zero are taken as -1. Then we simply add the
coefficients of all the traits

F. Template Matching

For matching purpose Hamming Distance (HD) has been calculated between the two templates. A threshold level is set 0.043.
If the hamming distance between the two templates is less than the threshold, then the templates are considered to be of the
same person. If the hamming distance is greater than that threshold, then the templates are of different persons. Hamming
distance is calculated by taking exclusive-OR of the two inputs as shown below:

AXOREB
Total lengih of A

Hamming Distance (HD) =

III.LRESULTS AND DISCUSSION

To build our virtual multimodal database, we have chosen 90 images. The technique is applied for ten folder containing thirty
images of each face, fingerprint and iris. Then, each sample of the images are randomly combined with one sample of the
fingerprint, iris and face databases. The algorithm achieved 0% of Fault Rejection Rate, 0.024% of Fault Acceptance Rate and
99.98% Correct Recognition Rate .The correct recognition rate (CRR) is achived by using following formula [6][9].

F2R% + FRR%
(R% =100 - ———
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The area under ROC curve is the reliability measure. Results show that high performance was obtained by the proposed scheme
when compared to other multimodal biometric systems. We compare wavelet transform technique in terms of sensitivity and
specificity in terms of Receiver Operating Characteristics Curve (ROC). Fig. 7 shows the results. From the results shown in the
graph, it is clear that Wavelet transform works more efficiently than PCA System which was used by Dinakardas CN et al [1].
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Fig.7: Receiver Operating Characteristics (ROC) curve
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The receiver operating characteristics (ROC) curve is used for performance evaluation in this multimodal biometric fusion. As
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ROC curve is the measure of sensitivity and specificity so the curve is created by plotting the true positive rate against the false
positive rate at the various threshold settings.

In the following table comparison is done between proposed algorithm and pre-existing algorithm used for multimodal
biometric system by Dinakardas CN et al. in the terms of area under curve (AZ), Standard Deviation (S.D) and 95% confidence

Interval (CI).

TABLE I: Comparison of proposed algorithm with pre-existing algorithm

Methods\Paramters Az S.D 95% CI
PCA+Fisherface [1] 0.96096 | 0.96208 | 0.99430
PCA+LBP[1] 0.01393 | 0.01373 | 0.00850
Our method 0.93365 | 0.93516 | 0.93220

IV.CONCLUSION

This paper implemented an multimodal recognition algorithm with a new approach which includes 2-D RBWT used for
extracting the features. The algorithm gives a high correct recognition rate with low FAR and FRR. Comparison of proposed
algorithm with some well known algorithms is shown in Table I. It is clear from Table I that the performance of the proposed
algorithm is better than Dinakardas CN et.al multimodal recognition system [1].
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