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Abstract: In the past decade, mobile devices and its application have experienced a tremendous growth, and users are in need of
higher data rates and better-quality services every year. Connection between users and services in mobile networks has to pass
through required set of middleboxes. The complex routing is one serious problem. In this paper, software defined network is
used which enables policy based aware routing in mobile networks. The policy aware routing with trust evaluation algorithm is
proposed. The main objective is to steer traffic flows to maximize the total amount of traffic and quality of service constraints. In
the simulation scenario, the existing work is compared with proposed work. It is inferred that parameters like packet delivery,
throughput, energy consumption, latency performance can be enhanced compared to conventional method

L. INTRODUCTION

3G uses packet switching rather than circuit switching because of demands from the users. Maobile broadband technologies are now
an important part of the communication infrastructure even for most of the developing world. The QoS issues related to the
deployment of multimedia services in cellular technologies are then considered and analyzed through the inclusion of the
communication technology and application related parameters along with number of users in QoS evaluations discussed [1].
Providing high quality is very challenging. Author’s used multilevel broker which will have information about available network
resources thus guarantees the quality of service [2,3]. The mobile network has to achieve end to end QoS guarantee which is
provided by cross layer design which decompose function into modular components in OSI layer where it achieves high data rate,
less delay and user fairness for next generation wireless networks was discussed [3]. The Wideband Code Division Multiple Access
was upgraded to High Speed Packet Access and then to 4G which serves more number of users and it provides high data rate for
new applications. Each middlebox is deployed as a separate device, these resources cannot be amortized across applications even
though their workloads offer natural opportunities to do so. Consolidated middlebox architecture which systematically explores
opportunities for consolidation and provides new opportunities for resource savings via application multiplexing, software reuse,
and spatial distribution was discussed [4]. Traditional network architectures are ill-suited to meet the requirements of today’s end
users. In SDN, the control and data planes are decoupled. SDN is dynamic and flexible network architecture that provides network
reliability and security as it is centrally controlled using software applications [5]. SDN simplifies network devices. Network
operators can programmatically configure this simplified network rather having thousands of lines of configurations [6,10]. The
growth of a middleware framework which support the operation of adaptive Wireless Sensor Networks applications with real-time
application and dependability requirements. Middleware need to possess attributes of availability, reliability, safety, integrity and
maintainability in order to fulfill the parameters of real time applications. Dependability objectives are achieved by adaption process
so that middleware that support dependability and timeliness requirements was proposed which meets the attributes effectively [7].
The complex routing is one of the serious problem in wireless networks so they proposed both offline planning and online routing
problem in SDN. The offline planning is one where demands are specified and the aim is to identify whether there is enough
capacity in the network to handle demands. In online routing, flow request is given one at a time to steer the flow to maximize the
amount of traffic accepted over time [8]. Mobile data is continuing to grow exponentially and is taking up a larger portion of total
Internet traffic in recent years. The latest 4G LTE network uses an all-IP evolved packet core (EPC), but the network structure is
still hidden from the public Internet, and mobile traffic from/to a mobile user equipment (UE) must pass through special NE
including nodes, serving gateways, packet data network gate-way (PGW), and certain middleboxes in a specific manner. So here
they have proposed a policy aware routing with log competitive algorithm to improve the quality of service [10].
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As demands on the data center rapidly grow, so too must the network also grow. However, the network also become complex with
the addition of hundreds or thousands of network devices that must be configured and managed. IT has also relied on link
oversubscription to scale the network, based on predictable traffic patterns;

But, in today’s virtualized data centers, traffic patterns are incredibly dynamic and therefore unpredictable. To overcome all these
problem, we go for software defined networking with virtualization of nodes is chosen.

SDN decouples the data and control planes, and routing decisions are made in a centralized manner rather than hop-by-hop. For
each traffic flow, the controller not only selects the best NE, but can also specify the best route to take. This gives SDN the ability to
steer traffic in fine granularity to enforce policy-based routing, meet QoS requirements of various applications, and perform
network-wide resource optimizations as well. Therefore, SDN becomes a promising candidate to enhance mobile networks.

The main functional requirements are

The first requirement is designated by message forwarding. It is about the successful delivery of messages to final destinations in
spite of the eventual disruption originated by handovers (or handoffs).

These handovers, traditionally justified by node mobility, in the future network environment uses dynamic selection of an
alternative Network Attachment Point (NAP) which offer higher connectivity quality than the one being used.

The second requirement is the route update that characterizes how fast a new routing path is propagated across the network,
including the mobility agents or correspondent nodes, after a node has moved to other NAP. Ideally, the packets should be delivered
with success to their final destinations in spite of these being mobile terminals faster

The third requirement is concerned with how efficiently the technology manages handovers, minimizing packet loss, network
overhead and delay. In this way, the handover process should not disrupt the quality associated to traffic flows used by the mobile
terminal.

The fourth requirement is related with security. The mobility management solution should not introduce any new security
vulnerabilities. As an example, the client privacy should be always guaranteed

Our contributions are

A. Policy aware routing to maximize total traffic accepted over time to achieve better Quality of Service with the help of software
defined network

B. Trust Evaluation algorithm ensures that every communicating nodes are trustworthy during authorization, authentication. This
makes the security services more reliable and robust. Moreover, it will improve the system performance by increasing the
cooperation among nodes. To evaluate the trustworthiness of the neighbors, a node not only monitors their explicit observations
but also communicate with other nodes to exchange their opinions.

C. Aware routing -Trust Evaluation Algorithm ensures that maximum data is transmitted over time and nodes are trustworthy
during communication

1. DESIGN MOTIVATION
In a SDN, Packets are sent to the nodes from a controller, an application which is running on a server at different place, and the
nodes query the controller for assistance and to provide with information about traffic which they are handling.
With the help of SDN, the network manager can change any node's rules which is necessary at time like -- prioritizing, de-
prioritizing or even blocking specific types of packets with a very granular level of control.
In SDN, a network administrator can control traffic from a central control console without need of touching every switch and can
deliver service. The key technologies for SDN are separation of planes, network virtualization and programmability.
At first SDN merely focuses on separation of data plane and control plane, which makes decision about how packets should flow
through the network.
When a packet reaches the node, it decided where to forward the packet. The node sends every packet going to the same from a
destination along the same path and treats all the packets the exact same way.
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Routing in networks using SDN
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A. Design Goals

1) Flexible policy enforcement through SDN. Fine-grained control should be exercised to steer data flows through NE deployed
throughout the network.

2) Providing truly end-to-end QoS guarantees. QoS optimization should be pushed to both ends of data flows rather than on a hop-
by-hop basis. Competitive network resource optimization has been carried out in a distributed way and settled at sub-optimal
heuristic solutions, yet it can be further explored in a centralized manner.

3) The trust evaluation algorithm attains confidentiality and authentication of packets in routing layer and flexible enough to trade
security for energy consumption. It is also attack tolerant to facilitate the network to resist attacks and device compromises
besides assisting the network to heal itself by detecting and recognizing and eliminating the source of attacks

Internet
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B. Algorithm

1) Existing Method

a) Policy Aware Routing: A major objective of mobile traffic steering is to maximize the total amount of traffic accepted over time
in a policy-aware manner without violating any node/link capacity, operational budget, or QoS constraints. In this section, we
formulate a variant of the well-known maximum multi-commodity flow problem and incorporate other techniques to meet
policy awareness and QoS constraints was formulated. The author formulated the problem as a mixed integer programming
problem. We use a binary variable xdp to indicate whether path p is chosen for flow d. When a request enters the system, it is
either accepted for the entire duration and carried on a single path or is rejected.

A
Oé:E E hatazap

Maximize d pePq (1a)
Subject to D % < 1. ¥d (35
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Constraint(1la) seeks to maximize the total accepted traffic over time. Constraint(1b) ensures that each flow is allocated at most
once. Constraint(1c) ensures budget constraint. Constraint(1d) ensures QoS enforcing constraints.

C. Proposed Method

1) Aware Routing-Trust Evaluation Algorithm (Artea): Trust management ensures that every communicating nodes are
trustworthy during authorization, authentication. The methods for attaining trust information and defining each node’s
trustworthiness are referred to as trust models. A trust model is mostly used for higher layer decisions such as routing and data
aggregation, cluster head election and key distribution. Even though there are lots of designs in trusty models, their
implementation has attracted nearly no attention. In Cluster wireless sensor networks (LEACH, EEHC, EC), clustering
algorithms can efficiently improve the network scalability and throughput. In clustering algorithms, each node is bound in
clusters, and within each cluster, a node with strong computing power is selected as cluster head (CH). The clustering algorithm
constructs a multilevel WSN structure, after several recursive iterations. This structure enables the restriction of bandwidth
consuming network operations such as flooding only to the intended clusters. Existing trust systems such as GTMS, HTMP,
ATRM are failing to focus on the resource efficiency and dependability of the system. To achieve all these, need an efficient
Trust Evaluation System for Wireless Sensor Networks is proposed in this paper. A weighted trust evaluation is used to detect
the compromised nodes by monitoring its reported data. This paper focus on the dependable trust evaluating approach for
cooperation between cluster heads. The indirect way of trusting a node is calculated by cluster head. Thus, each member in the
cluster does not need to maintain the feedback from other members. This method will eliminate the possibility of a bad-
contagious attack by compromised sensor nodes.

1. NETWORK ARCHITECTURE

@sxy mmcH

Cluster based WSN consisting of multiple clusters, that each node in the clustered WSN model can be determined as a Cluster Head
(CH) or Sensor Node (SN) or Forwarding Node (FN). Cluster Head directly interacted by their Sensor Node. Cluster Head can
transmit the combined data to the central base station or the destination node (or sink node) through other Cluster Head. It is
assumed that nodes are organized into clusters with the help of a proposed cluster scheme. A number of SNs are organized as a
group and it is controlled by a CH. Hence, every sensor node communicates only with its CH. Let us consider the CHs and BSs are
trustful and won’t be compromised. Each CH provides two-way communications. One with sensor node and another with base
station. BS provide multihop routing packets from SNs and CHs within their range. Based on the information obtained from the
SNs, CHs compute the aggregation result and informs the information to BSs. It is important for CHs to monitor whether the
information collected from the SNs are correct or not.

_ 10 Xf1m(At) 1
Sl,m(At) - Kfl,m(M)"'ng(At)) (\/gl,m(M))l
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A. SN-to-SN Direct Trust

Sensor node calculates the trust value of its neighbors based on direct trust and feedback trust. Direct trust is calculated by the
number of successful communication and unsuccessful communication. Let us consider node [ transmits a message to cluster head
4 via nodem . Node a checks whether the node m transmit the message to CH 4 . If node a does not listen the retransmission of
the packet within a threshold time from its neighboring node m, then @ will be considered as communication failure.

where At is a window of time as time elapses, the window adds newer experience but forgets the previous old experience.fl,m (At) js
the total number of successful cooperation?

9im(Bt) = 0 is the total number of unsuccessful interactions of node [ with m during time At. If fim(Bt) #0 and

Gim(At) — 0, we set S;m(A) =10. When there is no

interactions between node land m during time At, the sum of fum(At) and gy ;n(At) is 0. Sim(At) s ysed for calculating the SN-
to-SN direct trust method.

Calculate trust value

Start communicate

nodes check
communication

no Successful yes
communication

Unsuccessful

communication QR . Succes_sfu_l
Select nodes communication

B.  CH-to-SN feedback trust

WTES-WSN does not utilize a broadcast-based strategy and instead sets the indirect trust value is based on the feedback reported by
the CH about a specific node. Thus, each SN does not need to share trust information with its neighbors. This action has effective
reduction of the effect of malicious value, thereby reducing the networking risk in an open WSN environment. For example, if a
node @ wants to communicate with node m, the transmitter node checks whether it has any previous communication with the
destination node during a specific time interval. If the previous communication record exists, then @ makes a decision directly.
Otherwise node a will send a feedback request to its Cluster Head 4.

S1m(AY) s also considered as Pnm (A, It is very helpful for calculating the CH-to-SN indirect trust method. Consider that there
are (V= 1) sensor nodes in a cluster. Within the cluster the CH ch will periodically transmit the request packet. Every SNs in the
cluster will forward their trust values toward other SNs to ch . The equation of Denm (A) s defined as

Depm(A8) = [10 X H(B(plc, e))] Q)

Where P denotes the posterior probabilities of binary events
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(¢, €). ¢ is the amount of negative feedback towards the node m. H(B (ple,€) is the probability expectation value of beta distribution
Bplc,e) H(B(plc,e) = (c+1)/(c+e+2)

With an increase in the number of unsuccessful interactions 1/v/91m(At) rapidly equals to 0. This feature effectively avoids
sudden attacks from malicious nodes with higher accumulated trustworthiness.

C. CH-to-CH direct trust

The selection of CH is a very important for dependable communication. Because CH can forward the aggregated data to the central
BS through CHs. In CH-to-CH communication, the direct trust value is calculated according to the number of successful and
unsuccessful interactions. When a CH 4 wants to communicate with another CH ¢ , it will send a feedback request to the BS. The
BS periodically collects all CHs for their trust ratings on their neighbors. After receiving the results from the CHs, the BS will
combine them to form an effective trust value. Thus, this mechanism can greatly reduce the network communication overhead and
improve the system efficiency. For example, if a Cluster Head 4 wants to interact with another Cluster Head 4, 4 initially
calculates CH-to-CH direct trust for x based on past communication records with 4 during specific time interval. Meanwhile &
sends a feedback request to the BS. After receiving the request, the BS will send a response message to

4, in which ¢’s feedback trust value is combined. Then 4 will combine these trusted sources into a group trust detection, after &
will make a final decision based on 9’s group trust value. The direct trust value between Cluster Head & toward another Cluster
Head 9 is defined as:

Cb'q(At)= < 10 XFp,q(At) ) 1

)

where Gb,q(A0) # 0. Fpq(At) and Gpq(A) gre the total number of successful and unsuccessful interactions of CH b with CH q
during time window At respectively. When Fpq(A8) # 0 gng Gpq(AL) = 0 Chyq (A) is set as 10.

BS-to-CH feedback trust: Let us consider 2 number of

CHs exists in a network. Within the cluster, the base station bswill periodically broadcast the request packet. All CHs in the
network will transmit their trust values toward other CHs to

bs. Similar to the previous method, enhanced beta probability density function is used to determine for BS-to-CH feedback trust.

10xH(B(pld,0))+Cy ¢ (AL)
Lbs,q (At) = [ 2

2 ] Where P denotes the posterior probabilities of binary events
(d, ), dis the positive feedback and o is the amount of negative feedback. The probability expectation value of beta distribution
function (pld, @) is;

d+1
d+o+2 (5)

H(B(pld, o)) =

Cyq isthe average value of aggregates feedback from (d + @) CHs in network?

— _ 28t ey gt
Cyq (A8) = d+o (6)

Where Cv.4(A8) is the feedback of CH ¥ toward CH 4. This technique considers the quality of each feedbackCy.q(At) with the
amount of feedback (d + o)
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IV. SIMULATION RESULT
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A. Throughput Comparison
From the above simulation result shows the comparison graph. It is inferred that throughput of proposed scheme is better than
existing method.
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B. Energy Comparison

The simulation of energy consumption of both the methods were shown. It is observed that energy consumption is less compared to
existing scheme.

The above graph is the simulated output for energy consumption
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C. Packet Delivery Comparison
xgraph
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The above results show the comparison graph. It is inferred that packed delivery is higher in proposed scheme compared the
conventional method for the packet delivery rate.
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D. Delay Comparison

The above figure shows the comparison graph of packet delivery delay for the proposed system to existing method. It is notified that
delay in the packet delivery is less compared to existing method.

It is observed that the simulated results improved performance in energy consumption, throughput, packet delivery, latency
compared to existing method.
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V. CONCLUSION

Middleboxes have become ubiquitous in wide area networks. Simple routing of flows from node to node along shortest path has
been replaced by policy aware paths that have to pass through middleboxes. In this paper, we reveal the infrastructure difficulties
and routing problems in the current mobile networks is analyzed. In this paper we proposed an SDN-based architecture to address
the potential bottlenecks and challenges of next generation mobile networking through ARTEA with software defined networking.
The simulation has been performed to investigate various parameters like packet delivery and throughput which has been increased
and parameters like latency and energy consumption are reduced which is better than existing method.
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