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Abstract: Security is the basic requirement for the today’s world. Everything is connected to internet and there is very basic need
for the confidentiality of data. If someone stole user’s credentials, then he/she will able to access personal data of user. Tradition
way of securing the system is only by using password and it is not so secure in today’s world. So now the focus is diverted
towards the high secure module for securing the one’s credentials that do not rely exclusively on some sequence of characters.
So, in this paper we proposed a system based on Biometric authentication where a real time image is captured and compare with
our database image and authentication is done on the basis of that only. Biometric authentication provides secured platform to
protect our confidential data. For more security of credentials of user, we are using encryption and decryption algorithm and
biometric face authentication. For the detection of image and matching of image with the stored image Viola jones and
hamming distance algorithm are used respectively.

Keywords: Face detection, Face recognition, viola jones, hamming distance

I. INTRODUCTION
Authentication is a critical part of any trustworthy computing system; it ensures that only individuals with verified identities can log
on the system or access system resources. In addition, authentication also serves as the first step for many other security purposes,
such as key management and secure group communication. Passwords or smartcards have been the most widely used authentication
methods due to easy implementation and replacement; however, memorizing a password or carrying a smartcard, or managing
multiple passwords/smartcards for different systems (one for each system), is a significant overhead to users. In addition, they are
artificially associated with users and cannot truly identify individuals. More seriously, they can be lost or stolen, resulting in
impersonation and other security breaches.
Traditionally based on something that one has (key, magnetic or chip card) or one knows (PIN, password), identity verification has
achieved more reliable verification and identification well-known as biometrics [1]- [2]. One of the most natural biometric is face
recognition. Mostly developed for surveillance camera in public places, researchers tend to develop biometrics application in order
to achieve higher degree of security. Universality, uniqueness, permanence, measurability, and performance are following factors
need to be satisfied by biometric identifiers [3]. Face recognition's ability to identify a person without the object's cooperation has
made face recognition as one of the most considered biometrics applications despite face recognition lack of uniqueness and
performance compare to other biometrics applications.
As a result, biometrics is becoming a promising authentication/identification method because it binds an individual with his identity
and overcomes the main shortcomings inherent in the use of passwords and smartcards. Biometrics is a technology which uses
physiological or behavioral characteristics to identify or verify a person. Typical characteristics used for authentication include
fingerprint, face, and iris. Here in this work we are using Face for the biometric authentication and encryption and decryption is
used to encrypt or decrypt the credentials.
A conventional biometric authentication system consists of two phases: enrollment and verification During the enrollment phase, a
biometric feature set is extracted from user’s biometric data i.e. image is captured during the registration process and a template is
created and stored. During the verification phase, the face is detected using the face detection algorithm and the face is matched with
the stored database image using the matching algorithm and the credentials are also encrypted for providing the more security to the
system. The query template is matched against the stored template(s) for authentication. Compared to password/smartcard-based
authentication approaches, biometrics-based solutions have many desired features such as being resistant to losses incurred by theft
of passwords and smartcards, as well as user-friendliness. Biometrics bears a user’s identity and it is hard to be forged.

Il. LITERATURE REVIEW
Over the years many contributions were done to the field of face detection and recognition. G. Yang came up with Multi resolution
rule method. This knowledge based method used the structural nature of the face for detection [4]. Feature based method uses the
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facial features [5][6], skin color [7][8]and combined multiple features [9] of the face for better accuracy and detection speed. In
order to increase the detection speed, the accuracy is sacrificed. For this, a steady and uniformly scaled images using template
matching method was employed. Predefined face templates [10] and deformable templates [11] were incorporated which was
completely based on the template (a predefined structure) without using learning. Appearance based methods gives faster detection
speeds, more accurate results and adaptive nature that could distinguish a face from a non-face in any environmental conditions.
Neural networks [12] is commonly used model for getting the desired results.

A very fast and accurate approach to detect an object was devised by viola and Jones[18] in the year 2001. Nowadays, this method
is used in cell phone cameras, security perimeters and also in our paper we are detecting face using viola jones method. Due to the
use of Haar features and adaboost machine learning computational speed increased. And within a millisecond a face can be detected
in a frame. Further improvements were done by Lienhart and Maydt [19] in the year 2002.In this method, firstly, the value of all
pixels in greyscale images which are in black accumulated. Then, they subtracted from the total of white boxes. Finally, the result
will be compared to the defined threshold and if the criteria is met, the feature considers a hit.

111.PROPOSED WORK
First we collect user’s data at the time of registration and also capture its multiple facial images. This data and images are stored in
database in encrypted form. Whenever the user login along with the credentials we again capture the image of user’s face and we
compare that current image of user with stored database images. If its credentials and image both matched, then the system allows
user to login workspace.
In this work we proposed secured authentication for processing and securing our data. Firstly, we took all the user’s registration
details and then we encrypt the user’s credentials using the DES Algorithm so that encrypted data is stored in the database.

LOGIN WITH USER
DETAILS AND IMAGE

Face Detection

COLLECT USER DETAILS
CREATE DATASET FACE | FRAMED FACE
FOR REGISTRATION OF IMAGES
Background
Substration

Pre-Processing

| PROCESSED FACE I-]: { EXTRECTED FACE |

Form DataSet

I QUERY DATASET l
I TRANING DATASET |

Query Image Perform Traning

4.| TRAINED CLASSIFER l‘—

Face Recongnition

l RESULT |

|

| USER WORKSPACE I

Fig.1 Block Diagram of System

The main parts of the algorithm are as follows:

1) Fractioning of the text into 64-bit (8 octet) blocks;

2) Initial permutation of blocks;

3) Breakdown of the blocks into two parts: left and right, named L and R;
4) Permutation and substitution steps repeated 16 times (called rounds);
5) Re-joining of the left and right parts then inverse initial permutation
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Now, we take the image of user during registration and stored that image in a folder and encrypted folder name and stored in the
database. When user login then he/she need to take the current image of face and that image is compared with the image which is
taken during the registration. If this image matched with the stored image, then user able to login into the system.

For this detection of face we are using viola jones algorithm. Viola jones algorithm uses the 4 steps for detection of face:

A

First it detects the simple rectangular features, called Haar-like features.

Haar like features are used to detect variation in the black and light portion of the image. This computation forms a single rectangle
around the detected face. Based on the color shade near nose or forehead a contour is formed. Some commonly used

Haar features are:

1) Two rectangle feature.

2) Three rectangle feature.

3)

B.
C.

D.

Four rectangle feature.

Fig.2 Viola Jones detects features
Also uses Integral image for rapid features detection.
It uses AdaBoost machine-learning method.
Then cascade classifier to combine many features efficiently A. Haar like features Haar like features are used to detect variation
in the black and light portion of the image. This computation forms a single rectangle around the detected face. Based on the
color shade near nose or forehead a contour is formed.

After the detection of face we need to match the facial image with the stored database image. There is the basic requirement for the
matching of image in any biometric authentication. For this matching of image, we are using hamming distance method.
In hamming distance algorithm there are following steps involved in it:

1)
2)
3)
4)
5)
6)
7)

8)

First we took the current image and stored database image and use resize function to resize our images according to the
requirement.

Then we convert the colored images into black and white images i.e. RGB to gray.

Now we convert the gray scale images into binary format. Then these binary format images compared with each other.

Ensure the two strings are of equal length. The Hamming distance can only be calculated between two strings of equal length.
String 1: 1001 0010 1101" String 2: 1010 0010 0010"

Compare the first two bits in each string. If they are the same, record a "0" for that bit. If they are different, record a "1" for that
bit. In this case, the first bit of both strings is "1," so record a "0" for the first bit.

Compare each bit in succession and record either 1" or "0" as appropriate. String 1: 1001 0010 1101" String 2: "1010 0010
0010" Record: "0011 0000 1111"

Add all the ones and zeros in the record together to obtain the Hamming distance. Hamming distance =
0+0+1+1+0+0+0+0+1+1+1+1 =6

We have set the threshold hamming distance i.e. 20 if the hamming distance is smaller than 20 then the image is matched if it is
greater than the 20 then the image is not matched and the login is discarded.
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IV.RESULT
This project consists of two modules registration and login module. Below fig shows Registration module. To use this biometric
system first user has to register with its details and image.

Emailld

Password

pos dd/mmiyyyy
MobileNo
Image =
-] =)
compt T s ot thors:
L s imtiriconl

Fig.1- Registration Form

After registration is successful. The system will have to create image dataset of that particular user. For creation of dataset, user will
upload 12 real time images.

-

Fig.2-Creating Image Dataset

After uploading images, one by one image will pass to matlab for feature extraction. Each image will have converted to gray scale
image and stored in database. Below Figure shows images stored in database.

s B B A

B3 B3 B3 B3
B8 B8 BB BB

Fig.3-Image Dataset
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Now, user can login through Login module which is shown below. For login user has to enter his/her details and its real time image.

3

Login

Fig.4-Login Form

Before passing this real time image for matching we have to extract features and detect face. After feature extraction the image will
convert to gray scale image. If the real time image matched with the images stored in database user can login to system.
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Fig.5 — Face Detection

After login user will see welcome page and there are different options like drive, upload files, update profile as shown in figure.

Home

Welcome to BioMetric Security System

A face recognition system is a computer application capable of identifying or verifying a
person from a digital image or a video frame from a video source. One of the ways to do this
is by comparing selected facial features from the image and a face database. It is typically
used in security systems and can be compared to other biometrics such as fingerprint or eye
iris recognition systems.Recently, it has also become popular as a commercial identification

and marketing tool

Fig.6 — Welcome Page
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Upload file option is used to upload user’s confidential data which he/she wants to secure. We can upload MS word documents,
PPT’s, PDF, Images, Videos, etc.

[ Bio-MetricSecuritySyster X e - o
€ & C | O localhost8080/BioMetricSecuritySysyt adF % 0

= \ —l -l y ) : j -l . M)
Bio-Metric Security SystemJ X F
a VL _ “ °

Upload Files T

Upload File

Select
File:

Choose File No file chosen

Fig.7 — File Upload Page

The all uploaded data store in Drive and we can access it any time. There are three options in drive view, download and delete.

== O S [mg]

U"O u‘O O & O

. |l=§‘|

OBBO O8O0

el

Fig.8-Stored Files

V. CONCLUSION
In this paper, we developed a system to evaluate the face detection and face recognition methods. This method signifies the
importance and utility for different applications. Since this method is progressive, more and more advancements are made every day
to achieve accurate and true face detection. For applications such as employee details, member details and criminal record uses the
frontal views of the face. This proposed face detection biometric system uses viola jones technique for detection of face and
hamming distance algorithm for face recognition is efficient and secure. Also hamming distance algorithm is not affected by the
noise, it can handle scaling and it is able to the transform into matrix which the basic need for the matching of any shape.
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