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Abstract: The cloud computing is happening technology which is most commonly used now days. As more and more users are
accessing the cloud the cloud security is under danger. In order to resolve the problem the security mechanism within the cloud
has to be implemented. Cloud is prone to number of attacks. Most common attack over the cloud is DDOS. It is distributed
Daniel of service. The main operation of the DDOS is to block the resources which are present over the cloud. The cloud
computing will depend over the sensors. The sensors have very limited memory. In order to resolve the problem proposed work is
suggested. In existing system measures are not taken in order to prevent the attack or to resolve the problem permanently. In the
proposed system using cloud sim tool, White List will be maintained that indicate the services which are required within system.
The services which are not in the white list will be blocked.
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L. INTRODUCTION

A Distributed denial of service (DDOS) attack is a DOS attack utilizing multiple distributed attack sources. Typically, the attackers
use a large number of controlled bots distributed in different locations to launch a large number of DOS attacks against a single
target or multiple targets. With the rapid development of bot nets in recent years, the attack traffic scale caused by DDOS
attacks has been increasing, with the targets including not only business servers, but also internet infrastructures such as
firewalls, routers and DNS system aswell as network bandwidth, the attack influence sphere has also become broader. The
remainder of this paper is organized as follows. We are also describes variety of available DDOS algorithms.

Cloud computing provides a wide range of computing resources from servers and storage to enterprise applications. Cloud
computing is a hosting environment that is immediate, flexible, scalable, secure and available. The computing resources from cloud
can be easily and quickly accessed and released after use with very less management effort. The concept of Cloud Computing can
be used in mabile applications running on SMDs to boost up their performance. With the integration and support of Cloud
Computing into the complex mobile applications, the term Mobile Cloud Computing (MCC) arises.

A. Cloud and Services Provided

The cloud computing is one of the most commonly used technology. The cloud is used in order take a backup of the data which is
used in case of mobiles and other devices. As cloud is exposed to more and more users, the security is becoming a issue. There exist
data centers in case of the cloud. The data center is the one which is going to provide the resources to the user. the work load is
distributed in case of cloud. This is known as Load Balancing. In case of Load Balancing the load will be equally distributed among
the large number of data centers. No data center will going to get partial load. If data center goes down it is possible to ensure that
work is not going to be stopped. The work will be continuously down through the other centers. In cloud computing load balancing
will ensure that one resource is not overwhelmed or underutilized. The architecture of cloud will involve the following layers

B. Cloud Service Model

Cloud computing is a delivery of computing where massively scalable I1T-related capabilities are provided —as a service across the

internet to numerous external clients. This term effectively reflects the different facets of the Cloud Computing paradigm which can

be found at different infrastructure levels.

Cloud Computing is broadly classified into three services: —”laaS", "PaaS" and "SaaS". Cloud Computing have some different

utility services.

The various service models are as follows:

1) IlaaS (Infrastructure as a service) model: laaS is the delivery of technology infrastructure as an on demand scalable service. The
main concept behind this model is virtualization where user have virtual desktop and consumes the resources like network,
storage, virtualized servers, routers and so on, supplied by cloud service provider. . Usage fees are calculated per CPU hour,
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data GB stored per hour, network bandwidth consumed, network infrastructure used per hour, value added services used, e.g.,
monitoring, auto-scaling etc. Examples: Storage services provided by AmazonS3, Amazon EBS. Computation services:
AmazonEC2, Layered tech and so on.

2) PaaS (Platform as a service) model: It refers to the environment that provides the runtime environment, software deployment
framework and component on pay to enable the direct deployment of application level assets or web applications. PaaS is a
platform where software can be developed, tested and deployed. It means the entire life cycle of software can be operated on a
PaaS. This service model is dedicated to application developers, testers, deployers and administrators. Examples: Google App
Engine (GAE), Microsoft Azure, IBM Smart Cloud, Amazon EC2, salesforce.com and jelastic.com and so on.

3) SaaS (Software as a service): SaaS is a model of software deployment where an application is hosted as a service provided to
customers across the Internet. Through this service delivery model end users consume the software application services directly
over network according to on-demand basis. For example, Gmail is a SaaS where Google is the provider and we are consumers.

C. Cloud Security
In spite of its popularity, however, cloud computing has raised a range of significant security and privacy concerns which hinder its
adoption in sensitive environments. The transition to cloud computing model exacerbate security and privacy challenges, mainly
due to its dynamic nature and the fact that in this model hardware and software components of a single service span multiple trust
domains. In the cloud, data and services are not restricted within a single organization's perimeter. This dynamism of data introduces
more risk and complicates the problem of access control.
Therefore, compared with the traditional models, in cloud computing model ensuring confidentiality and integrity of the end-users'
data is far more challenging. Moreover, cloud services are usually multi-tenancy services, meaning that a single infrastructure,
platform, or software provides its services to multiple mutually untrusted parties simultaneously. Therefore, confidentiality of these
parties' data need to protected against each other. However, in some cases these parties may want to collaborate and share some data
with each other in a controlled manner and thus there should be a mechanism that allows them to collaborate. Layered architecture
of cloud computing requires different levels of security considerations. In this work we are mainly concerned with the problem of
identity management and access control in application and service level. We introduce a set of multi-party protocols specifically
designed for cross-domain integrated cloud services. The main objective of these protocols is to provide more visibility and control
to the end-user and close the gap between capabilities of existing solutions and new requirements of cloud based requirements.

Even though, the virtualization and Cloud Computing delivers wide range of dynamic resources, the security concern is generally

perceived as the huge issue in the Cloud which makes the users to resist themselves in adopting the technology of Cloud

Computing. Some of the security issues in the Cloud are discussed below:

1) Integrity: Integrity makes sure that data held in a system is a proper representation of the data intended and that it has not been
modified by an authorized person. When any application is running on a server, backup routine is configured so that it is safe in
the event of a data-loss incident. Normally, the data will backup to any portable media on a regular basis which will then be
stored in an off-site location.

2) Availability: Availability ensures that data processing resources are not made unavailable by malicious action. It is the simple
idea that when a user tries to access something, it is available to be accessed. This is vital for mission critical systems.
Availability for these systems is critical that companies have business continuity plans (BCP*s) in order for their systems to
have redundancy.

3) Confidentiality: Confidentiality ensures that data is not disclosed to unauthorized persons. Confidentiality loss occurs when data
can be viewed or read by any individuals who are unauthorized to access it. Loss of confidentiality can occur physically or
electronically. Physical confidential loss takes place through social engineering. Electronic confidentiality loss takes place when
the clients and servers aren’t encrypting their communication.

D. DDos Localization

Distributed denial of services attack usually occurs in wireless networks. It is an attack where multiple systems comprise together
and target a single system causing a denial of service. A denial of service (DOS) is an attack with a purpose of preventing legitimate
users from using a specified network resource such as website, web service or computer system. A DDOS attack is distributed a
large scale attempt by malicious users to flood the victim network with an enormous numbers of packets. DDOS is composed as
shown in Fig. First attacker build a network of vulnerable nodes which are used to initiate the attack. The vulnerable nodes called
handler and agents. These handler and agents are then installed with tools called attack tools, which allow the handler and agents to
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carry out attacks under the control of the attacker. The attacker motivates the handler to start the attack, the handler then motivate
the agents. The agents flood the victim.

As the Internet becomes an integral part in many people’s lives, the need to keep servers protected, online, and available has become
increasingly important. In recent years, denial-of-service (DoS) attacks and distributed DoS (DDoS) attacks have become more
sophisticated and effective at obstructing this availability. In 2000, several online companies such as eBay, Amazon.com,
CNN.com, and Yahoo were all affected by a large scale DDoS attack. During this attack, their websites were rendered virtually
unreachable to many Internet users, resulting in severe financial losses, in addition to the many unsatisfied customers. In 2002,
several root Domain Name System (DNS) servers were brought down by yet another DDoS attack .

= Control Traffic

—> Flood Traffic

AAAAAA Handler

Handler

=

| Agent | Agent ‘ ...... Agent

| Agent | ...... IAgcnl l

Fig Representing DDOS attack

1. LITERATURE REVIEW
The proposed system is using Cloud Computing, Security mechanisms, DDos localization techniques to detect malicious users. All
of these are described in this section.
(Alani 2014)Cloud computing referred to the delivery of on-demand computing resources everything from applications to data
centers—over the Internet on a pay-for-use basis. By using this service you can use any resource without being present there. In
healthcare it plays a vital role because we can easily access the cloud resources by using internet. People have no time to visit the
healthcare places.
(Assuncdo et al. 2014) Cloud is used to manage large amount of data. Health care system requires lots of space to maintain the data
of patient and cloud is the one of the best way. As cloud have lot of storage space and it is easy to access data from there by using
single click. With this facility there is no need to be present there. Any mobile user can access the data of cloud.
(Mohammed et al. 2014) By building an Android platform based mobile application for the healthcare domain, which uses the idea
of Internet of Things (1oT) and cloud computing we can provide a facility to the peoples. The whole data can be uploaded to the
user's private centralized cloud or a specific medical cloud, which keeps a record of all the monitored data and can be retrieved for
analysis by the medical personnel. Though the idea of building a medical application using 0T is good and cloud help the user to
diagnose his disease.
(Guilloteau et al. 2012) Privacy is increasingly important in the online world. It is widely accepted that cloud computing has the
potential to make the information of user private. The secure processing of personal data in the cloud is a huge challenge. Adoption
of privacy-enhancing technologies to support such activities in the cloud will help in handling personal data at the international
level.
(Zissis and Lekkas 2012) From the security perspective, a number of unchartered risks and challenges have been introduced from
this relocation to the clouds, deteriorating much of the effectiveness of traditional protection mechanisms. As a result to evaluate
cloud security by identifying unique security requirements and to present a viable solution that eliminates these potential threats is
required. We can use specific security characteristics within a cloud environment. The proposed solution calls upon cryptography,
specifically Public Key Infrastructure operating in concert with SSO and LDAP, to ensure the authentication, integrity and
confidentiality of involved data and communications.(Wang et al. 2009) Cloud Computing has been envisioned as the next-
generation architecture of IT Enterprise. In contrast to traditional solutions, IT services are under proper physical, logical and
personnel controls; Cloud Computing moves the application software and databases to the large data centers, where the management
of the data and services may not be fully trustworthy. This unique attribute, however, poses many new security challenges which
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have not been well inferred. In this article, we focus on cloud data storage security, which has always been an important aspect of
quality of service. Unlike most prior works, the new scheme further supports secure and efficient dynamic operations on data
blocks, including: data update, delete and append. Extensive security and performance analysis shows that the proposed system is
highly efficient and resilient against Byzantine failure, malicious data modification attack, and even server colluding attacks.

(Wang et al. 2012) Cloud computing economically enables the exemplar of data service outsourcing. However, to protect data
privacy, sensitive cloud data have to be encrypted before outsourced to the commercial public cloud, which makes effective data
exertion service a very challenging task. Although traditional searchable encryption techniques allow users to securely search over
encrypted data through keywords, they support only Boolean search and are not yet sufficient to meet the effective data utilization
need that is immanently demanded by large number of users and huge amount of data files in cloud.

(Ning, Liu, and Yang 2015) The Internet of Things (loT) is becoming an attractive system paradigm to realize interconnections
through the physical, cyber, and social spaces. During the interactions among the ubiquitous things, security issues become
noteworthy, and it is significant to establish enhanced solutions for security protection. In this work, we focus on an existing U2loT
architecture (i.e., unit 10T and ubiquitous 10T), to design an aggregated-proof based hierarchical authentication scheme (APHA) for
the layered networks. Concretely, 1) the aggregated-proofs are established for multiple targets to achieve backward and forward
anonymous data transmission; 2) the directed path descriptors, homomorphism functions, and Chebyshev chaotic maps are jointly
applied for mutual authentication; 3) different access authorities are assigned to achieve hierarchical access control. Meanwhile, the
BAN logic formal analysis is performed to prove that the proposed APHA has no obvious security defects, and it is potentially
available for the U2loT architecture and other 10T applications.

(Lonea, Popescu, and Tianfield 2013) This paper is focused on detecting and analyzing the Distributed Denial of Service (DDoS)
attacks in cloud computing environments. This type of attacks is often the source of cloud services disruptions. Our solution is to
combine the evidences obtained from Intrusion Detection Systems (IDSs) deployed in the virtual machines (VMs) of the cloud
systems with a data fusion methodology in the front-end. Specifically, when the attacks appear, the VM-based IDS will yield alerts,
which will be stored into the Mysql database placed within the Cloud Fusion Unit (CFU) of the front-end server. We propose a
quantitative solution for analyzing alerts generated by the IDSs, using the Dempster-Shafer theory (DST) operations in 3-valued
logic and the fault-tree analysis (FTA) for the mentioned flooding attacks. At the last step, our solution uses the Dempsters
combination rule to fuse evidence from multiple independent sources. Keywords: cloud computing, cloud security, Distributed
Denial of Service (DDoS) attacks, Intrusion Detection Systems, data fusion, Dempster-Shafer theory.

(Yu et al. 2014) Cloud is becoming a dominant computing platform. Naturally, a question that arises is whether we can beat
notorious DDoS attacks in a cloud environment. Researchers have demonstrated that the essential issue of DDoS attack and defense
is resource competition between defenders and attackers. A cloud usually possesses profound resources and has full control and
dynamic allocation capability of its resources. Therefore, cloud offers us the potential to overcome DDoS attacks. However,
individual cloud hosted servers are still vulnerable to DDoS attacks if they still run in the traditional way. In this paper, we propose
a dynamic resource allocation strategy to counter DDoS attacks against individual cloud customers. When a DDoS attack occurs, we
employ the idle resources of the cloud to clone sufficient intrusion prevention servers for the victim in order to quickly filter out
attack packets and guarantee the quality of the service for benign users simultaneously. We establish a mathematical model to
approximate the needs of our resource investment based on queueing theory. Through careful system analysis and real-world data
set experiments, we conclude that we can defeat DDoS attacks in a cloud environment.

A. Problem Definition

During the last few years, there has been a sharp increase in the number of network-based computer attacks. This has lead many
researchers to study this field in great depth in order to develop novel methods that are capable of eliminating this threat from
today’s computer networks. This chapter presents a summary of some of the most recent work on the mitigation techniques of
common DoS and DDoS attacks. The work that is summarized in this chapter deals primarily with attacks on the transport layer,
attacks on the network layer, and a thorough introduction to the concept of the mitigation technique known as client puzzles. It is
very difficult to secure data from intruders. Now in our proposed system we detect the malicious nodes as well as correct them.

It is very difficult to detect the intruder in cloud computing to find the malicious user. The malicious user can detect the data from
the cloud environment. So in our proposed system we will detect the intruders in cloud network as well as stop them to steal the
data.
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B. Proposed System

DDOS algorithm is a distance based algorithm. DDOS localization algorithm is created for detecting and removing wormhole
attack. In our algorithm we have included distance based algorithm also. In cloud system malicious nodes steal the data without
authorization of user. The malicious node then act in place of the other node. The malicious activity performed by the node will
make the actual node to be accounted for and punished. In order to resolve the problem random key will be utilized. The DVHOP
with random key hence is proposed.

1) Algorithm
In the proposed algorithm we will consider the following steps
a) Generate random Ids for the nodes.
b) Assign the Ids to the nodes.
c) Detect the malicious Entry
d) If Malicious(Node) then
e) Block the node
Else
f)  Move onto next step in sequence
End of if
g) Calculate localization Error
h) Stop
The above algorithm will be used to determine whether the attack has occurred on the node or node. If attack does occur on the
system than node which is malicious is blocked. Otherwise node is allowed to perform the suggested operation. In the end
localization error will be calculated. From the experiment it is proved that localization error in case of proposed system is less as
compared to the previous algorithm.

C. Ddos And Localization Algorithm
The DDOS algorithm is a range free algorithm. In this algorithm distance between nodes is not important. As long as it is possible to
transfer the data, then data can be transferred. The DDOS algorithm is divided into following steps

Unknown node and compute nodes each beacon minimum hops.

1) Beacon nodes broadcast their locations to the neighbours of information packets, including the jump number field is initialized
to 0. Receiving node records to each beacon nodes having the minimum number of hops, ignoring a beacon node from the same
large number of hops a packet. Then hop count plus one, and forwarded to the neighbours. Through this method, all nodes in
the network to be able to record each beacon node under the minimum number of hops.

2) Compute unknown node and beacon node's actual hop distance. Each beacon nodes according to the first stage record other
beacon nodes position information and the distance hops, using the equation (1) estimate the average hop actual distance. 2)
Calculate and obtain the unknown node average hop distance. Beacon nodes by saving the coordinates of the other beacon
nodes and the minimum number of hops using the equation (1) in the network calculate the average hop distance:

Y

\/(x, -x; F == )
z‘ > hop,

::_:’

¢; =

D. Equation 1 Calculate The Average Hop Distance

Here x and Y are the co-ordinates of the beacon nodes.

3) Using trilateration measurement or maximum likelihood estimation method to calculate its own position. Unknown node uses the
second phase to each record jump distance beacon nodes using trilateration measurement or maximum likelihood estimation method
to calculate their coordinates. There exist more accurate equation which can be used in order to enhance the performance of the
DVHOP algorithm.
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E. Equation 2 To Enhance The Performance Of The Ddos Algorithm

Here D is the original average hop distance d, is the distance between the nodes between a and b. hopg, is the hops between the
anchor nodes.

The localization is the mechanism of determining the path that exists between source and the destination. The DDOS algorithm is
prone to attacks. One of the common attacks is DDOS which means distributed denial of service attack. This attack will going to
consume the resources associated with the node and cause the traffic to be jammed. In order to solve the problem random key is
proposed. With the help of random key every node within the localization process is assigned a random id which will be difficult to
guess by the intruder or malicious node. Hence the security will be enhanced. Also the localization error is reduced .

The proposed algorithm is as follows

DDOS WITH RANDOM KEY

a) Generate random Ids for the nodes.

b) Assign the Ids to the nodes.

c) Detect the malicious Entry

d) If Malicious(Node) then

e) Block the node
Else

f)  Move onto next step in sequence
End of if

g) Calculate localization Error

h) Stop

1. RESULTS AND DISCUSSION
The above algorithm will be used to determine whether the attack has occurred on the node or node. If attack does occur on the
system than node which is malicious is blocked. Otherwise node is allowed to perform the suggested operation. In the end
localization error will be calculated. From the experiment it is proved that localization error in case of proposed system is less as
compared to the previous algorithm.

Distance Number of nodes Range Localization Error
200 300 50 34.689

150 250 40 32.0987

180 270 45 33.564

190 300 30 30.879

250 310 35 34.1232

Table 1 : localization without the node capture attack

In the table above we take 200m distance between anchor and unknown nodes .The legion of nodes taken is 300 and the sensing
capacity of sensing node is in range 0-50. It shows the localization errors between the nodes without node capture attack is
33.07078.The result in terms of the plot will be as described below:

= Anchor Node . Unknown Node

8

Distance y direction
B 8 8588 8 38 8
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=
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A. Figure Representing Localization Without The Node Capture Attack
The diagram describes the plotting of nodes along x and y axis by considering the distance associated with every node. The second
figure elaborate the localization error when node capture attack is not present.

Distance Number of nodes Range Localization Error
200 300 50 54.685

150 250 40 50.2987

180 270 45 52.4563

190 300 30 49.7658

250 310 35 51.9876

Table 2 : localization without the node capture attack

In the table above we take 200m distance between anchor and unknown nodes .The legion of nodes taken is 300 and the sensing
capacity of sensing node is in range 35-50. It shows the localization errors between the nodes in case of existing system is
51.83868.The result in terms of the plot will be as follows:

The DDOS algorithm with node capture attack is shown through the following simulation.
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B. Figure Representing Node Capture Attack With Localization Error
This figure describes the node plotting along x and y axis and second figure describe the localization error in case of Node Capture
attack. The percentage of error is high in this case.

V. CONCLUSION AND FUTURE WORK

In the proposed system we covered an overview of the DDOS problem, available DDOS attack , defence challenges and
principles, and a classification of available DDOS prevention algorithms. This provides better understanding of the problem
and enables a security administrator to effectively equip his arsenal with proper prevention algorithms for fighting against
threat. The current prevention algorithms reviewed in this paper are clearly far from adequate to protect internet from DDOS
attack. The main problem is that there are still many insecure algorithms over the internet that can be compromised to launch
large scale coordinated DDOS attack. The localization error will be minimized in this case. The graphs will be generated and
performance is shown accordingly.

The proposed system will overcome this problem using DDOS technique. The random key technique will allocate the random id to
the nodes which will be difficult to adapt and hence cannot be overtaken by the malicious entry. The implementation will be
complex and time consuming. In the future less complex strategy should be formed so that DDOS problems can be resolved
consuming less time in nature.
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