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Abstract: The privacy is primary requirement of growing technology. Maintaining Isolation over sensitive data in public 
environment is a big challenging task. It becomes more complex when data set becomes very large and number of users reaches 
to huge figure. Access Control principle help to classify the users according to rights and permission. Integration of Access 
Control model with knowledge extraction process is proposed to achieve privacy over sensitive data. The project will develop 
solution to maintain the privacy during the analytics process on smart home data. Subsequently, access control model will help 
to categorize and priorities the database attributes and data according to access. It will help to maintain data privacy during web 
mining. 
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I. INTRODUCTION 
Cloud computing is a new technology that is a result of wrapping Virtualization, parallel computing and distributed computing into 
a single unit. The NIST definition of cloud computing “Cloud computing is a model for enabling ubiquitous, convenient, on –
demand network access to a shared pool of resources (e.g., networks, storage, applications and services) that can be rapidly 
provisioned and released with minimal management effort or service provider interaction”. This cloud model is composed of five 
essential characteristics, three service models and four deployment models. The term cloud computing is more than a single product; 
it is very promising and new technology of our time.  

 
Figure 1: Cloud Computing 

 
Cloud computing is the combination of two fundamental technique utility computing and service oriented architecture [2]. Cloud 
computing means to deliver everything i.e. software, hardware by internet using any browser. It removes the necessity of setting 
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challenges of bringing security to cloud computing is that users and developers want to spend as little mental effort and system 
resources on security as possible. Completely novel APIs, even if secure, are unlikely to gain wide acceptance. Therefore, a key 
research question is how to design a practical system that (1) enables efficient distributed computations, (2) supports a familiar 
programming model, and (3) provides precise, rigorous privacy and security guarantees to data owners, even when the code 
performing the computation is untrusted.  

III. PROPOSED SOLUTION 
Data mining opens new threats to privacy and information security if not done or used properly. The main problem is that to hide 
sensitive information, including personal information, fact or even patterns which are generated by any algorithm of data mining 
from the others. In order to focusing on privacy preserving association rule mining, the simplistic solution to address the problem of 
privacy is presented. To overcome the security problem work concludes a need of role based access control model to provide 
security in Web Database 
Privacy algorithm for frequent item set mining and association rule learning over transactional databases may use to maintain 
privacy during mining.  
The wok concludes that proposed solution will maintain privacy as per access control rules. So wok will be the hybrid solution of 
data mining with security. 

 
Figure 2: Proposed architecture 

Research suggests that tapping the potential of this data can benefit businesses, scientific disciplines and the public sector – 
contributing to their economic gains as well as development in every sphere. The need is to develop efficient systems that can 
exploit this potential to the maximum, keeping in mind the current challenges associated with its analysis, structure, scale, 
timeliness and privacy. There has been a shift in the architecture of data-processing systems today, from the centralized architecture 
to the distributed architecture. 

IV. CONCLUSION 
The complete work concludes that proposed work will not only suggest a solution to implement access control mechanism with 
proposed security model but will help to achieve better performance in large data set. Here a hybrid security model has been 



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 6.887 

                                                                                                                Volume 6 Issue VI, June 2018- Available at www.ijraset.com 
     

363 ©IJRASET: All Rights are Reserved 

proposed based on ABAC and RBAC to manage table permissions and access. A super market dataset has been considered as the 
source of information and data schema to implement the proposed solution and evaluate the performance. 
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