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Abstract: Cloud computing and Internet of Things (loT) are two very different technologies that are both already part of the
various industries. Their support and use are expected to be more and more common, making them important peripheral of the
Future Internet. In this paper, we’'ll focus our attention on the integration of Cloud and loT, specifically the services, which is
what we call the Cloud loT archetype.[3] These Cloud 10T services are the most important notions of Future Internet for
providing a common global IT Platform to combine seamless networks and networked things. Cloud Computing in 10T provides
beckoned solution for processing huge data streams and computations while facing the challenges of everything that will be
connected with seamless networks in the future. The research below has showcased some manufacturing organizations who are
using l1oT Platforms & Services integrated with Cloud services for ease of their workflow in the field of production.
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L. INTRODUCTION

Cloud computing and loT are tightly coupled.[4][5] The growth of IoT and the rapid development of associated technologies create
a widespread connection of “things.” This has led to the production of large amounts of data, which needs to be stored, processed
and accessed. Cloud computing as a paradigm for big data storage and analytics. While 10T is exciting on its own, the real
innovation will come from combining it with cloud computing. [6] The combination of cloud computing and 10T will enable new
monitoring services and powerful processing of sensory data streams. For example, sensory data can be uploaded and stored with
cloud computing, later to be used intelligently for smart monitoring and actuation with other smart devices. Ultimately, the goal is to
be able to transform data to insight and drive productive, cost-effective action from those insights. The cloud effectively serves as
the brain to improved decision-making and optimized internet-based interactions. [6] With the trend going on in ubiquitous
computing, everything is going to be connected to the Internet and its data will be used for various progressive purposes, creating
not only information from it, but also, knowledge and even wisdom. Internet of Things (IoT) becoming so pervasive that it is
becoming important to integrate it with cloud computing because of the amount of data loT's could generate and their requirement
to have the privilege of virtual resources utilization and storage capacity, but also, to make it possible to create more usefulness from
the data generated by 10T's and develop smart applications for the users. 10T's and cloud computing integration is not that simple
and bears some key hurdles considering implementation within industries. Those key issues have been highlighted in this paper.

1. RELATED LITERATURE
In real time while scheduling the applications for processing received from the smart devices using cloud computing technology,
scheduling algorithms are followed. Some of the Load Balancing algorithms have been examined in detail, like one of them being
implemented on checkpoint based [13]. The cloud services were ranked based on the checkpoint based load balancing considering
the client's prerequisites and keeping up the QoS. But the ranking of services cannot be applied to all the type of devices as each
device has a different configuration in real world. The authors in [14] have examined on how cloud computing applications have
broadened their services in mix with portable and quick moving correspondence media know as cloud computing.

A. Purpose

Main Characteristic features of 10T and Cloud integration are :-

1) The cloud computing of 10T is an on-demand self-service, meaning it’s there when you need it. Cloud computing is a web-
based service that can be accessed without any special assistance or permission from other people; however, you need at
minimum some sort of internet access.[1][3][4]

2) The cloud computing of 10T involves broad network access, meaning it offers several connectivity options. Cloud computing
resources can be accessed through a wide variety of internet-connected devices such as tablets, mobile devices and laptops. This
level of convenience means users can access those resources in a wide variety of manners, even from older devices. Again,
though, this emphasizes the need for network access points.[3][4]
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3) Cloud computing allows for resource pooling, meaning information can be shared with those who know where and how (have
permission) to access the resource, anytime and anywhere. This lends to broader collaboration or closer connections with other
users. From an loT perspective, just as we can easily assign an IP address to every "thing" on the planet, we can share the
"address" of the cloud-based protected and stored information with others and pool resources.[5][6]

4) Cloud computing features rapid elasticity, meaning users can readily scale the service to their needs. You can easily and quickly
edit your software setup, add or remove users, increase storage space, etc. This characteristic will further empower 10T by
providing elastic computing power, storage and networking.[1][2]

5) The cloud computing of 10T is a measured service, meaning you get what you pay for. Providers can easily measure usage
statistics such as storage, processing, bandwidth and active user accounts inside your cloud instance. This pay per use (PPU)
model means your costs scale with your usage. In 10T terms, it's comparable to the ever-growing network of physical objects
that feature an IP address for internet connectivity, and the communication that occurs between these objects and other internet-
enabled devices and systems; just like your cloud service, the service rates for that 10T infrastructure may also scale with
use.[2][3][5]

1. METHODOLOGY

We noticed from the responses we received from various organizations about using/not using of 10T’s Cloud Services; following

pointers are now listed from our observation: -

Expensive

Security Concerns

Lack of Resources/Expertise

Limited Control

Extensibility not feasible

Integration

Managing Multi-Cloud Environments

oBuNuleNoN- b=

Included in our research are frameworks that are focused upon as the dominant objection of disparate Cloud Services-

1) Azure 10T Hub —-We Use Azure 10T Hub to securely connect, monitor and manage billions of devices to develop Internet of
Things (10T) applications. 10T Hub is an open and elastic cloud platform as a service that help in supporting of open-source
SDKSs and multiple protocols. But upon observation, we got to know that the service (Azure 10T Hub) is not that price effective
for an organizational aspect (Not Cost Efficient to deploy). This acts as a hurdle to not use the service. The following chart
shows the same:

STANDARD TIER

EDITIONTYPE  PRICE PER IOT HUB UNIT (PER MONTH)

Free Free
§1 Rs. 1,652.41
$2 Rs. 16,524.07
$3 Rs. 1,65,240.63

[Source: https://azure.microsoft.com/en-in/pricing/details/iot-hub/ Azure 10T Hub pricing]

2) Azure Central - Azure 10T Central could be a totally managed international 10T SaaS (software-as-a-service) resolution that
produces it simple to attach, monitor, and manage your loT assets at scale. Bring your connected product to plug quicker
whereas staying centered on your customers.[2] The connecting of physical and digital world being the key aspect of Azure
Central, often times it is noticed that some of the connected hardware that is required to deploy a cloud service within the
organization requires quite a varied list of software components, and in most cases, them (the h/w components) being
compatible with the s/w is highly unlikely. Therefore, limited scalability is an issue/hurdle to be concerned with.
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AWS 10T 1-Click is a service that permits easy devices to trigger AWS Lambda functions which will execute associate action.
AWS loT 1-Click supported devices modify you to simply perform actions like notifying technical support, trailing assets, and
replenishing merchandise or services.[4] AWS loT 1-Click supported devices area unit prepared to be used right out of the box
and eliminate the necessity for writing your own computer code or configuring them for secure property. AWS loT 1-Click
supported devices is simply managed. Access to different AWS services, like DynamoDB or CloudWatch is controlled through
IAM roles. This prevents unneeded information exposure to sure Lambda functions and lowers the attack surface of the
microservice within the event of a security breach. Lambda functions area unit transient, so they have to persist their state
somewhere. Available choices embody victimization DynamoDB or RDS tables, that need mounted payments per month.
Lambda functions write their logs to CloudWatch, that presently is that the solely tool to troubleshoot and monitor your
functions. [6]

Amazon FreeRTOS Amazon FreeRTOS is associate degree OS for microcontrollers that creates tiny, low-power edge devices
straightforward to program, deploy, secure, connect, and manage. Amazon FreeRTOS extends the FreeRTOS kernel, a
preferred open supply OS for microcontrollers, with software package libraries that build it straightforward to firmly connect
your tiny, low-power devices to AWS cloud services like AWS 10T Core or to additional powerful edge devices running AWS
0T Greengrass. [5] Microcontrollers, that sometimes run a time period software system while not the intrinsic practicality to
attach to native networks or the cloud, can now utilize the rich connectivity features of AWS by employing the Amazon
FreeRTOS. As we see with various organizations, disparate cloud services are needed for necessities of the organization, one of
them being managing of multi-cloud environments. For instance, Azure 10T Hub securely connects, monitors and manages all
the connected devices within an organization, and an organization requires a medium for notification to various modules within
an organization (e.g. technical team) therefore they require AWS loT 1-Click. Now monitoring them and making them work
with each other efficiently boasts a challenge towards the respective organization.

[

FreeRTOS kemel
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nazon eRTOS is an loT operating Microcontroller-based Local connection to loT edge devices Direct connection to cloud
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system for microcontrollers that extends the smart lighting ke AWS Greengrass Core devices services like AWS loT Core

[Source : https://www.allaboutcircuits.com: Amazon FreeRTOS: An Embedded OS for 10T Devices]
This is An Example of how Amazon FreeRTOS is an operating system for microcontrollers

GCP loT-Edge - GCP IoT Edge is the Cloud Service that extends Google Cloud’s powerful processing and machine learning
capabilities to gateways, cameras, and finish devices, creating 10T applications smarter, safer and more reliable. It allows you to
execute metric capacity unit models trained in Google Cloud on the sting TPU or on GPU- and CPU-based accelerators.[2]
Cloud 10T Edge will run on mechanical man Things or Linux OS-based devices, and its key elements are: A runtime for
entryway category devices, with a minimum of one hardware, to locally store, translate, process, and derive intelligence from
information at the sting, whereas seamlessly interoperating with the remainder of Cloud loT platform. The Edge loT Core
runtime connects edge devices to the cloud, sanctionative computer code and code updates and managing the exchange of
knowledge with Cloud loT Core. The TensorFlow Lite-based Edge ML runtime that performs local ML inference using pre-
trained models, significantly reducing latency and increasing the versatility of edge devices. Because the sting metric capacity
unit runtime interfaces with TensorFlow fat-free, it will execute metric capacity unit abstract thought on a hardware, GPU or a
grip TPU in an exceedingly entryway category device, or in an end device such as a camera.
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V. ANALYSIS
The Following survey was conducted by us on IOT & Cloud Platforms/Services. The results are accordingly mentioned.

A. Cloud - IOT Based Services’ Aspects

Do you use Cloud Services by any means in your
organization?

= Yes = No
Fig 1

1) Observation: Upon observation from the survey thus conducted, we noticed that quite a few companies were not readily aware
of the extensive benefits of cloud within their organization (cause of them being either using a local service.

What type of Cloud Services does your organization operates upon?

= Public Cloud = On-Premise Cloud = Federated/Hybrid Cloud None = Amazon Cloud
Fig. 2

2) Observation: Upon observation we found out that amongst the various cloud services being used within the organization, On-
Premise as well as Public Cloud came out to be the most widely operated-upon service. On-Premise Cloud Service usage was
the most noticed as data security will always be paramount.
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Choose from the mentioned options about various IOT devices that
are being frequently used in your organization.

m Smart Assistant = Smart Locks = Smart Lights None

Fig 3. 10T Devices used within various organizations

3) Observation: Consideration of this aspect, we saw that Smart Locks came out to be the most extensively utilized framework
within, as the accessibility aspect as well as the convenience it provides to the organization’s members

Reasons behind using these 10T devices.

= Ease of use = Reliability = Portability Compatibility
= Platform Independent = Flexibility = not using
Fig 4

4) Observation: The fault tolerance aspect is quite reliable cause of the ease of use phenomenon amongst various 10T devices as
well as the cloud services.
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Which of the following 10T or Cloud-based IOT services does your
company use?

[~ \

= AWS |0T 1-click = Amazon FreeRTOS = Azure lot Hub
Azure lot Central = GCP-Cloud lotCore = GCP - Cloud IOT Edge
= |BM Cloud = Amdocs Cloud Service = none
Fig 5

5) Observation: Amazon FreeRTOS being the base for microcontrollers, and microcontrollers themselves being the future of 10T
& Cloud, their mass usage in the industry is quite inevitable.

If your organization wants to use these services, what would they
require?

= Better Network Constraints = On par infrastructure = Adequate Servers Trained Personnel
Fig 6

6) Observation : For some of the organizations that were mentioned in the questionnaire about not being using the cloud services,
the top reason were due to on par infrastructure as well as inadequate servers. This was noticed because the H/W requirements
for some of the equipments being unable to cope up with the required industry standards, also the lack of appropriate servers
contributes towards network constraints.
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V. CONCLUSION

The cloud computing technology will distribute huge chunks of information within the distributed ADPS. Through deploying
cosmically of cloud computing server, we are able to transfer the work. The cloud computing technology gives speedy data handling
and assist decision support functions for the networking architecture. This will shorten the time cost bring by redundant data and
concerned data of unexpected events, shorten the time of developing them requires programs and reduce the loss of life and property
caused by unexpected events. These will work with help of stable internet connection. The other challenges include requirement for
more distributed processing and storage of the massive data as well as cloud functionalities. Since clouds are decentralized (and
infrastructure-less), processing capabilities and data positioned closer to users and migration of servers to follow mobile users are
fields that requires further research. Cloud will empower loT by providing elastic computing power, storage and networking. The
massive data generated from loT can be analyzed in the cloud with big data solutions to gain insights and patterns of usage and
behavior of machines and humans. This business intelligence in turn will allows to predict forthcoming growth in data demand and
deploy additional resources accordingly.
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