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Abstract—During the course of education the students achieve many certificates. Student produce these certificates while 
applying for jobs at public or private sectors, where all these certificates are needed to be verified manually. There can be 
incidents where students may produce the fake certificate and it is difficult to identify them. This problem of fake academic 
certificates has been a longstanding issue in the academic community. Because it is possible to create such certificates at low 
cost and the process to verify them is very complex, as they are manually needed to be verified. This problem can be solved by 
storing the digital certificates on the Blockchain. The Blockchain technology provides immutability and publicly verifiable 
transactions, these properties of Blockchain can be used to generate the digital certificate which are anti-counterfeit and 
easy to verify. 
Keywords—Blockchain, Decentralization, Smart Contract, Ethereum, Ledger, Interplanetary File System. 

I. INTRODUCTION 
A. Background 
Certificates distributed in colleges or universities are mostly in the form of hard copy. Whenever applicants apply for the job at 
any public or private sector they have to produce those hard copies, while the organizations have to verify all certificates 
manually which is very time-consuming process and there are chances that some may have produce the certificate which is not 
legit and that may get unnoticed by the verifier during the process because of this ineligible candidate will get a chance. There 
had been lots of cases in past where people are caught selling fake certificates of different organization at low cost. To eradicate 
such problem and diminish the production of fake certificates we can use the Blockchain technology. Blockchain can be used to 
store the data of the certificate that can be validated by anyone from any place. The blockchain is a decentralized shared 
distributed ledger; the data stored in the blockchain is almost un-modifiable. It is a type of database which is not centralized and 
governed by the set of rules. 

B. Objectives 
In this study, we are going to develop the decentralized certificate verification application on the Ethereum Blockchain. We are 
selecting this technology because it is traceable, tamper proof and encrypted. By integrating the blockchain technology we will 
be able to eradicate the problem of fake certificates.  
We will use smart contract at backend to interact with the blockchain and the encrypted hash value of each document will be 
stored in blockchain which will be verified against the user document. 

II. LITERATURE REVIEW 
Blockchain is the system that does not rely on trust for electronic transaction. It shows how the problem of double spending can 
be solve using the peer-to-peer network using proof-of-work algorithm to record the history of each transactions which later 
become computationally impractical for intruder to change if legit nodes of computer control the majority of CPU power. The 
nodes can join or leave network whenever required. They vote with their CPU power, when majority is achieved that block is 
considered as the valid block which added to the current longest chain and invalid blocks are rejected by not working on them 
[1]. 
Blockchain can be used as Key exchange protocol for authentication of the document called Blockchain-based Authenticated 
Key Exchange Protocol (BAKE). This can meet the security needs and the computational demands of scenarios that require 
strangers to bootstrap trust in an untrustworthy environment. Multiple unfamiliar parties authenticate common secret holders 
through Blockchain transactions and complete the exchange of session keys on the premise of privacy protection [2]. 
Blockchain technology can be used as a new solution based on public ledgers that is actually able to remove any single. It also 
provides high reliability and security in the distribution of certificate and revocation of information [3]. 
Along with the crypto currency and the certification system this technology can be used in cyber security, Health care, Identity 
management of the citizens, supply chain to track the product, finance industry and many other areas. All this because of its 
secure and transparent way of managing the information [4]. 
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A. Blockchain 
The concept of blockchain was first proposed by a person (or a group of persons) named Satoshi Nakamoto in 2008. It is a 
shared distributed ledger governed by the set of rules where each node participating in the blockchain network keeps record of 
all the data in network. 

 

Fig. 1 from https://en.wikipedia.org/wiki/Blockchain shows the basic structure how the blocks in blockchain are connected with 
each other and content in them. 

The data of multiple transactions is stored in the form of blocks along with its timestamp, each transaction can be separately 
verified by using its hash value, since it is open, publicly verifiable and the data once entered cannot be altered which help in 
preventing forgery. In blockchain each block of transactions is linked to the previous block by the hash value of preceding block. 
Hence if anyone tries to change any data in the blockchain the hash value of that block will be changed. 

B. Ethereum 
Ethereum is an open source computing platform based on Blockchain and operating system featuring smart contract. Ether is the 
crypto-currency which is generated on Ethereum blockchain that can be transferred between different accounts. It also provides 
decentralized Ethereum virtual machine which can execute the scripts using network of public nodes which is thought to be 
Turing complete and gas is the internal transaction pricing mechanism. Ethereum provides the platform for creating the 
decentralized application based on smart contract. 
  

 
Fig. 2 Ethereum Dapp Architecture 
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Decentralized Application (Dapp) is the application also a type of blockchain enabled website that runs on peer to peer network 
of computers.  
In this the smart contract act as a backend code. Dapp is connected to smart contract using web3js. 
Web3js is a collection of libraries that allows user to interact with the local or remote Ethereum node using HTTP or IPC 
connection.  

C. Smart Contract 
Smart contract is a computer code running on top of a blockchain containing a set of rules under which the parties to the smart 
contract agree to interact with each other on certain conditions. The code in contract will execute on occurrence of particular 
event. 

 
Fig. 3 Web 3.0 Tech Stack 

D. Ethereum Virtual Machine 
Ethereum sense refers to a suite of protocols that define a platform for decentralized applications. At the core of it is 
the Ethereum Virtual Machine (“EVM”), which execute code of arbitrary algorithmic complexity. In computer science, 
Ethereum is “Turing complete”. Developers can create applications that run on the EVM using programming languages 
modified on existing languages like JavaScript. 

III. PROPOSED WORK 
A. System Design 
In this study, a blockchain certificate system will be developed based on relevant technology. The system’s application will be 
programmed on the Ethereum platform and will be run by the EVM. In the system, three groups of users will be involved, (Fig. 
4). Schools or certification units will grant certificates, will have access to the system, and will be able to browse the system 
database. When students will fulfill certain requirements, the authorities will grant a certificate through the system. After the 
students have received their certificate, they will be able to inquire about any certificate they have gained. The service provider 
will be responsible for system maintenance [5]. 

 
Fig. 4 Configuration of Blockchain Based System 
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B. Process 
To create the blockchain based unmodifiable certificates, initially the university needs to get registered. Each university will be 
having its wallet address from which it is going to send transaction. University can be added only by the owner of the smart 
contract. Once added the university can access the system and can create certificates with data fields. Each created certificate 
will be stored in the Inter planetary file system (IPFS) which in turn will return the unique hash generated using SHA-2S6 
algorithm. This will serve as unique identity for each document. Along with this generated hash and detail of certificates, all this 
data will be stored in the blockchain and the resultant transaction id will be sent to the student. Anyone can use this transaction 
id to verify the certificate details and can view the original copy of certificate using IPFS hash stored along with data. And it is 
almost impossible to modify this certificate or to create fake certificate with same data. Hence with this we can solve the 
problem of counterfeit certificates.   
 

 
 

Fig. 5  This figure shows the data flow diagram of the system. 

IV. CONCLUSION 
Data immutability is one of the main features of blockchain. It serves as a large public ledger where node in network verifies 
and save the same data. The process of certificate generation is open and transparent system where any organization can verify 
information of any certificate using this system. In conclusion the system helps in eradicating problems of fake certificates. 
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