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Abstract: It necessity for any kind of business to use the internet technology to allows organization to enhance their critical
operation, attract the new markets, and enhancement of services for customers as well as for providers. E-commerce is very
important tool in such organization with properly implementation of security. People are diverted to doing their work online like
money transaction, pay online, exchange credential information etc. Through E-commerce the organization may do the business
world wide with the help of internet. The major problem with the e-commerce sites are security and privacy. Privacy means that
the credential information of the users should be kept secure. Security means that unauthorized users are not allowed to access
any resources of the website. E-commerce security is the protection of e-commerce assets from unauthorized access, destruction
or alteration.To provides the security of E-commerce transaction organization must need a digital certificate from the authorized
certificate authority. Digital certificates are working on the public key and private key concept of the asymmetric key algorithms.
The purpose of this paper is to explain the types of digital certificate, fields used in digital certificate and how it helps into
provide E-commerce security.
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I. INTRODUCTION
The rapid development of Internet e-commerce has a new model of business activities. E-commerce on-line transmission the data
security must be demanded. E-commerce may include the use of electronic data interchange, electronic money exchange, Internet
advertising, websites, online databases, computer networks, and point-of-sale computer systems. E-commerce major concerns on
privacy, security and trust.
Both the buyer and seller on e-commerce websites concern about the credential information they are exchanges or stored on the
devices at the sometime they insist that intruder is not able to access or misuse the content they are transferring to each other. It is
needed to make computer security & data security. The successful functioning of E-commerce security depends on a complex
interrelationship between several applications development platforms, database management systems, systems software and network
infrastructure [1].
To achieve it the security services like Integrity, Privacy, Non-repudiation, Authenticity, Confidentiality, and Availability must be
implemented. Integrity makes sure that during transmission the data was not tampered. Authentication proves the identity of the user.
Confidentiality provides the secrecy of the message so intermediate users are not able to read or understand the message transmit
between the actual sender and the receiver.
Availability means that resources should be available 24*7 to the users. Non-repudiation means if any discrepancy between sender
and receiver is created that to identify the truth in it. In e-commerce it is need to take care of the serious problem like unauthorized
user is access the resource as well as tampering the data or information. Gaining access to sensitive information and replay are some
common threats that hackers impose to E-commerce systems [2]. Digital certificate is very useful to ensure the integrity and non-
repudiation of transaction on e-commerce website. Digital certificates provide for confirming identities in E-commerce websites. It
is used in public and private sectors.

Il. DIGITAL CERTIFICATE
In cryptography, digital certificate or identity certificate is also known as a public key certificate, is an electronic document used to
prove the ownership of a public key. Digital certificate includes public key and private key, information about the identity of its
owner known as subject and the digital signature of an entity that has verified the certificate's contents known as issuer. If the
signature is valid, and the software examining the certificate trusts the issuer, then it can use public key to communicate securely
with the certificate's subject. In a certificate's subject is typically a person or organization. However, in Transport Layer Security
(TLS) a certificate's subject is a computer or device. HTTPS (Secure Hypertext Transfer Protocol) protocol is used to show that the
website is trustworthy. Certificate authority (CA) usually a company that issue the certificate to a customers on chargeable basis
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under public-key Infrastructure (PKI) scheme. When you conduct business online whether it's selling products through a Web site or
simply using email for company communication the business is not face to face.

To address this risk, digital certificates were created. If you use the Web to transact business or communicate sensitive information
with clients, then digital certificates are a must. In a public key environment, it is critical that you are assured that the public key to
which you are encrypting data is in fact the public key of the intended recipient and not a fake. You could simply encrypt only to
those keys, which have been physically handed to you.

But suppose you need to exchange information with people you have never met; how can you tell that you have the correct key?
Digital certificates, simplify the task of establishing whether a public key truly belongs to the purported owner. A certificate is a
form of credential. Examples might be your driving license, your passport, or your birth certificate. Each of these has some
information on it identifying you and some authorization stating that someone else has confirmed your identity. Some certificates,
such as your passport, are important enough confirmation of your identity that you would not want to lose them, in case someone
uses them to impersonate you.

A digital certificate is data that functions much like a physical certificate. A digital certificate is information included with a person's
public key that helps others verify that a key is genuine or valid. Digital certificates are used to prevent attempts to substitute one
person's key for another.

The contents of certificates are organized according to the X.509 v3 certificate specification, which has been recommended by the
International Telecommunications Union (ITU), an international standards body, since 1988. An X.509 certificate is a collection of
a standard set of fields containing information about a user or device and their corresponding public key. The X.509 standard
defines what information goes into the certificate, and describes how to encode it. Certificate Authority: Digital certificates are
generated and themselves digitally signed by organizations known as certificate authorities. It is the job of a certificate authority to
verify the identity of the person requesting a digital certificate before issuing one to them.

III.LDIGITAL CERTIFICATE TYPES

A. Personal Certificates

These certificates identify individuals. They may be used to authenticate users with a server, or to enable secure e-mail using S-
MIME. A personal digital certificate is like a digital ID card, which Company or University uses to verify employee identification
before granting his/her access to certain protected resources. Because certificates may be installed differently depending on the
application employee are using, employee may have multiple certificates on their system. CA’s Digital 1Ds for Secure Email allow
you to digitally sign and encrypt your digital communications using a Digital ID, bound to your validated email address. Recipients
of your email will know that the content came from your email address and has remained private during transmission.

B. Server Certificates

Server certificates identify servers that participate in secure communications with other computers using communication protocols
such as SSL. These certificates allow a server to verify its identity to clients. Server certificates follow the X.509 certificate format
that is defined by the Public-Key Cryptography Standards (PKCS).

C. Software Publisher Certificates

These certificates are used to sign software to be distributed over the Internet. It just informs the user that the publisher is trusted or
not. It could not give the guarantee that signed code is safe to run. Internet Explorer is also capable of trusting software that is
signed with a publisher's certificate. To view a list of trusted software publishers in Internet Explorer, click Internet Options on the
Tools menu, click the Content tab, and then click Publishers. You can also remove trusted publishers by clicking Remove in this
screen.

D. Certificate Authority Certificates

Internet Explorer divides CAs into two categories, Root Certification Authorities and Intermediate Certification Authorities. Root
certificates are self-signed, meaning that the subject of the certificate is also the signer of the certificate. Root Certification
Authorities have the ability to assign certificates for Intermediate Certification Authorities. An Intermediate Certification Authority
has the ability to issue server certificates, personal certificates, and publisher certificates, or certificates for other intermediate
certification authorities.
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IV.STRUCTURE OF DIGITAL CERTIFICATE

The X.509, PKI X.509 and Public Key Cryptography Standards (PKCS) defines the standard formats for digital certificates and their

use. Public Key Infrastructure (PKI) is consists of protocols, standards and services to authenticate users using digital certificates

that are issued by CA. A digital certificate structured in a standard way so that information within the certificate can be retrieved and
understood regardless of who issued the certificate. Digital certificates contains various fields.

1) Version: It indicates the version of digital certificate. There are three version exist for digital certificates.

2) Serial Number: When the certificate authority issues a digital certificate to any client it provides a unique identifier for each
certificate.

3) Signature Algorithm ID: It is the asymmetric key algorithm (Public Key Algorithm) used by the certificate authority to sign the
client certificates.

4) Issuer Name: Provides a distinguished name for the CA that issued the certificate. The issuer name is commonly represented by
using an X.500 or LDAP format. For a root CA, the Issuer and Subject are identical. For all other CA certificates and for
end entity certificates, the Subject and Issuer will be different.

5) Validity Period: It shows the period of time for which the certificate is valid. It provides the date and time when the certificate
becomes valid and when the certificate is no longer considered valid.

6) Subject: The owner identity. It is the name of the computer, user, network device, or service. The subject name is commonly
represented by using an X.500 or Lightweight Directory Access Protocol (LDAP) format.

7) Subject Public Key Info: It contains the public key of the owner of the certificate and the public key algorithms associated with
the public key.

8) Issuer Unique ID: It is the id to uniquely identify the issuer of the certificate.

9) Subject Unique ID: It is the id to uniquely identify the owner of the certificate.

10) CA Digital Signature: It contains the actual digital signature of the CA.

11) Extension: In addition to the fields defined in X.509 version 1, X.509 version 3 certificates include optional fields or
extensions that provide additional functionality and features to the certificate. These extensions are not necessarily included in
each certificate that a CA issues. Extension are Subject alternative name, Basic constraints, Name constraints, Policies, Policy
mapping, Policy constraints, Application policy, Application policy mapping, Cross certificate distribution points, CRL
distribution points (CDP), Authority Information Access (AlA), Enhanced Key Usage (EKU) [5].

The structure of an X.509 digital certificate is as shown in below figure.

Version

Serial Number

Signature Algorithm ID

Issuer (CA) X.500 Name

Validity Period

Subject X.500 Name

R . Algorithm ID
Subject Public

Key Info Public Key
Value

Issuer Unique 1D

Subject Unigue ID

Extension

CA Digital Signature

Fig. 1 Digital Certificate Format [3]

When we visit any website on Internet, if we wants to identify that the website is secure or not, we have to check the URL (Uniform
Resource Locator) starts with https (Secure Hypertext Transfer Protocol). It means that the website having a valid digital certificate
and if we do any operations on such websites it is safe. To see the digital certificate of a particular website we have to click on the
pad lock display on left side of URL. For example if we you wants the certificate details of amazon website then in your web
browser address bar type https://www.amazon.com and click on the padlock shown in the left side of address bar. After that click on

Certificate (\Valid) link over there, it should look like as below figure.
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p  Certificate >

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):
s Ensures the identity of a remote computer
s Proves your identity to a remote computer
« 2.16.840.1.114412.1.1
+2.23.140.1.2.2

= Refer to the certification authority's statement for details.

Issued to: www.amazon.com

Issued by: DigiCert Global CA G2

Valid from 3/29/2019 to 12/15/2019

Issuer Statement

Ok

Fig. 2 Digital Certificate of Amazon Website [4]

When you click on the detail tab option on digital certificate it will show all the parameters regarding it as shown below.

n  Certificate b4
General Details cCertification Path
Show: |<all> o
Field Value o
|_-__]'l.l'ersi0n V3
[ serial number 078762da4443d3222e 79ddst. ..
|_-___|5ignat|_|re algarithm sha256R5A
E_jSignab.lre hash algorithm sha256
=] 1ssuer DigiCert Global CA G2, DigiCer...
]
|_-__}'l.l'alid from Friday, March 29, 2019 5:30:0...
E__J'u'alid to Sunday, December 15, 2019 5...
[l thinct wanan AmATAn ramAmsTon -
Edit Propertie Copy to File...

Fig. 3 Digital Certificate of Amazon Website [4]

Same way when you click on the certification path tab option on digital certificate it will show who the owner of this digital
certificate is. Also it shows the hierarchy of the certificate authority from current to root certificate authority. In this example it
shows that the DigiCert Global CA G2 is certificate authority who issue the certificate to the amazon.com owner. Also the root

certificate authority is Verisign.
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5 Certificate %
General Details Certification Path

Certification path

[ VeriSign

_,,] DigiCert Global CA G2

BB v, amazor. com

Certificate status:

!Tnis certificate is OK.

Fig. 4 Digital Certificate of Amazon Website [4]

V. CONCLUSIONS

E-commerce is now a part of every business at the same time it is very important to protect the information exchanges and storing
on devices. Intruders easily identify the weaknesses in the websites by utilizing some malicious programs or software’s. To protect
against various passive and active attacks of intruders and make the trustworthy website for the end-users, it must to purchase and
use the digital certificate as per the requirement of the individuals or organization in private and public sector.
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