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Abstract: The research work focused on delay tolerant networking that has been considered as mechanism of computer network
system. It has been observed that there is requirement to enhance the features of delay-tolerant networking. This up gradation
could be performed by reducing the size of packet at the time of transmission. Main aim of proposed work is to secure DTN
content from active and passive attack. System should be capable to providing security at multiple layer. Research focused on
designing and implementation of secure and fast mechanism to save information from attackers in DTN environment. The
contents need to compress during cooperative sharing and security should be provided to them at the time of transmission.
Research work has used RSA mechanism in order to encrypt the contents stored in packets. Moreover a compression technique
has been used to reduce the packet size. After simulating the transmission the comparative analysis of time consumption and
error rates found during is simulated using MATLAB.
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L. INTRODUCTION

DTN [1] stands for Delay-tolerant networking that has been considered as suitable approach to transfer data over network system.
Delay Tolerance Network in present scenario is facing lot of technical challenges. Many challenges have been faced due to presence
of heterogeneous networks. Due to such challenges the performance of existing DTN system gets degraded. In recent times, the
term disruption-tolerant networking is popular in the United States. The reason is that it has been supported by the DARPA. In
several time, DARPA has donated to DTN based projects [2]. But there is occurrence of Disturbance due to limited range of
wireless radio. Mobile nodes sparsely, attack, and noise also influences the performance of DTN.

It has been observed that mobile appliances are frequently used by several user in their daily life. These applications are very helpful
in performing the operation such as remote access to 10T based devices and social communication. It has been investigated that the
user feel requirement of fast and secure data transmission. However there are many issues during data transmission due to weak
connectivity of network[3]. Some of existing researches described Network coded cooperation in delay tolerant networks. Several
tradition approaches are providing comparable error rates with DF. Research has opted to improving spectral and energy efficiency
of the target network [4].
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Fig 1 Delay Tolerant System
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There are many challenges with mobile DTNs such as security issue and performance issues. There is also a challenge to route the
information in perfect manner. If nodes are mobile, the tables of static routing may be unsuitable. As several apps includes the
transmission to the known destination node. The existing researches have highlighted several such issues related to transmission.
Routing issues have been resolved using routing table in DTN [5] many researches. But the objective of research is to study the need
and scope after resolving performance and security issues in DTN. In the research work the perform analysis of existing researches
has been proposed. The loopholes of existing researches are highlighted. Research would propose efficient and secure model to
enhance the performance of DTN [6]. The comparative study of traditional and proposed DTN model representing hacking
probability, packet size and error rate would be simulated in this research.

1. PROPOSED WORK

Some of existing researches described Network coded cooperation in delay tolerant networks. Several tradition approaches are
providing comparable error rates with DF and at same time improving spectral and energy efficiency of the target network. But
there is need to upgrade the Delay-tolerant networking by enhancing its performance by file size reduction during transmission and
cooperative sharing. The security of data travelling on DTN is also mandatory.

The proposed model would consist of two additional layers of file compressor and file encoder. The data received from file server
would be compressed by file server that would be connected to database server to compress and decompress data. The step would
reduce size of file and reduces the delay in transmission. Then compressed data would be encoded by file encoder in order to make
it secure. In DTN the all nodes that would receive data would decode and decompress the file in order to make it understandable and
usable.

Development of DTN architecture
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Integrated security of content
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Fig 2 Process Flow
A. Packet size Reduction Logic
The packet size has been reduced using packet replacement mechanism. The packet replacement mechanism would hit two targets
with single arrow. It would reduce the size of packet in order to increase the speed of data transmission. As the size of packet
decreased the error rate during transmission get reduced automatically. In order to reduce the content size the frequency of repeated
large words would be considered. The words that are repeating again and again in same text would be replaced by small keys before

transmission.
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B. Security Integration In Work

1) Encryption and Decryption Algorithm of RSA: Two keys, d and e are used in RSA algorithm. It has been used to for decryption
and encryption, respectively. The actual data P has been encrypted into decoded form that is referred as cipher text C.

2) Algorithm of RSA for Encryption

Following step are include in order to RSA encryption in text

a) STEP1: Take plane text P

b) STEP2: Take two keys d and e

c) STEP3: Take n constant

d) STEP4: Get cipher text using equation C = P* mod n

3) Algorithm of RSA for decryption

Following step are include in order to RSA decryption in text

a) STEP1: Take Cipher text C

b) STEP2: Take two keys d and e

c) STEP3: Take n constant

d) STEP4: Get plain text using following equation P = C® mod n

C. Flow chart for RSA Encryption
The following are flow chart describe in the function. In following flow chart the plan text p has been taken and two keys d and e
with n constant are considered. Then the cipher text has been generated using equation C=P°mod n.

D. Flowchart for RSA Decryption

The following are flow chart describe in the decryption function. In following flow chart the cipher text C has been taken and two
keys d and e with n constant are considered. Then the cipher text has been converted to plane text using equation P=C® mod n.

The RSA based encryption would protect data from external attack in DTN network. The content after compression would be
encrypted using RSA mechanism. This would reduce the chances of external attack from cracker end. The algorithm applied during
encryption would convert the contents to cipher form that would be non understandable. On receiving end the reverse algorithm
would convert the cipher text to plain text that would make content transferred over DTN easy to understand.
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Fig 3 The Proposed model
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1. RESULT AND DISCUSSION
The results of the proposed work are stated below

A. Time Consumption

This simulation is representing the difference between time taken in case of traditional security system and proposed system.
Following chart shows the existing work in red colour line and proposed work by blue colour line. Proposed work has been found
less time consuming.
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Fig 4 Comparative analysis of time taken during transmission

B. Error Rate

As there will be small size packet of data, there will be less probability of error. Therefore proposed work is capable to decrease the
less error as compare to traditional work. Following figure represent the comparative analysis of error rate in case existing and
proposed work. The proposed work is showing less errors as compare to traditional.
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Fig 5 Comparative analysis of error rates at time of transfer data
C. Packet Size Reduction
In proposed work, Due to reduction in size of data the packet size get reduced. Thus proposed work use small data in packets as

compare to traditional work. Following figure represent the comparative analysis of packet size in case existing and proposed work.
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Fig 6 Comparative analysis of packet size
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Table 1 Comparison Chart of Existing and Proposed Work

Existing Proposed
work work
Hacking 0.56 0.23
probability[23]
Congestion 0.52 0.9
control[2]
Transmission error | 0.42 0.86
control in [5]
Compression 0.89 0.5
factor[4]
Reliability[11] 0.45 0.87

V. CONCLUSION

The results show that the proposed DTN model has achieved the objective of research. This work has reduced the packet size in
order to increase the performance. Moreover the RSA based security mechanism has been applied over the content in order to
increase protection during data transmission. Error rates, packet size, probability of security cracking in tradition work and proposed
work has been compared in this research. Comparative analysis of time and error rates and packet size been simulated using
MATLAB. SCOPE OF RESEARCH

The research work has provided the study of need and scope of DTN. It would perform the analysis of existing researches and their
proposals. It is capable to investigate the loop of existing researches. The steps are followed to reduce size of file and reduce the
delay in transmission. Then compressed data would be encoded by file encoder in order to secure the transmission. In DTN all
nodes that would receive data would decode and decompress the file. It would propose the efficient and secure model in order to
enhance the performance of DTN. Along with this the comparative study of traditional and proposed work is also provided by the
research work.
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