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Abstract: This study shows the design of a new public-private key design using mathematical functions that can be used for 
image encryption. The input to this key is an image which is the actual private key of the receiver and the public key is generated 
from this image. The basis of this public-private key design is the inverse theorem. 
Keywords: Inverse theorem, image encryption, mathematical function, private-key, public-key. 

I. INTRODUCTION 
Public key cryptography consists of public keys that are distributed to a large number of users and private keys are known only to 
the user. If the public key is unique that is used identifying a user then it is known public authentication key. The working of public-
key cryptography will be like encrypting with the public key of the receiver and decrypting with his/her private key. Public key 
cryptography is also known as asymmetric cryptography. RSA, Diffie Hellman key exchange algorithm, ElGamal falls under 
asymmetric cryptography where key design is based on log, mod and other algorithm primitives are based on prime numbers, 
polynomials. This study explains the design of the key using functions and theorems related to it. 

II. DESIGN OF KEY 
The traditional way of designing an asymmetric key includes two important components; the public and private key. While the 
public key is used by the sender for encryption, the private key deciphers the message during process. In this work, a novel 
procedure for public-key encryption and private key decryption is developed 

A. Design of Private  key 
Any image of type jpg, gif, png and other image extensions can be used for generating the private key. Once the image selected by 
the user, the image is converted to byte format. The byte value ranges from -128 to 127. The user has the independence to choose 
his/her seed image and then mark it is as his/her private key. 

 
Fig. 1. Sample image chosen as private key 

 
Fig. 2. Byte array of the image 
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B. Design of Public key 
Once the private key is designated by the user, it paves the way for the design of the public key. A monomial function which is both 
continuous and differentiable is selected by the receiver and the output of the private key generation module is passed into this 
function. The function can be selected with the aid of the MatLab code or manually. The value returned by this function forms the 
public key. 

 
Fig. 3. Public key generated from the private key 

The continuous differentiable function used her is  
Yi=(Xi)^ frac {1}{3} 
where Xi is byte of private key 

C. Inverse Theorem 
The basis of this key generation is inverse theorem. The statement of the theorem goes as  
If ‘f’ is a continuously differentiable function with nonzero derivative at the point ‘a’; then ‘f’ is invertible in a neighbourhood of ‘a’, 
the inverse is continuously differentiable, and the derivative of the inverse function at ‘b=f (a)’ is the reciprocal of the derivative of 
‘f’ at ‘a’: 

{f^ {-1}}'(b) =frac {1}{{f}'(a))} 

D. Public vs Private key Manipulation 
The public undergoes {f^ {-1}}'(Y) transformation and XORed with the secret image and transferred to the receiver through a 
secure channel. The receiver transforms frac {1}{{f}'(X))} and XORed with encrypted to obtain the original secret image. For 
example the transformation is given as Yi=(Xi)^ frac {1}{3}. The {f^ {-1}}'(Y) is defined as function 3*(Yi^2). The function 
should be passed through a secure channel agreement like the exchange of ‘p’(prime number) in Diffie Hellman. 
On encryption side, Yi after passing through {f^ {-1}}'(Y) is then XORed with bytes of the secret image. 

 
Fig. 4. Secret image  
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Fig. 5. Secret image value 

 

 
Fig. 6. Encrypted image value 

E. Performance Metrics 
Accuracy is the calculation of similarity between the original image and the decrypted image. SSIM (Structural Similarity Index) is 
calculated to determine accuracy. The SSIM value was found to be 1.00 stating that accuracy is 100%. 

 
Fig. 7. The result of SSIM  
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III. CONCLUSIONS 
The public key mechanism has been proposed and been tested. The encryption process is done with the public key and decryption 
process with the private key. The accuracy has been tested and results were favourable. 
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