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Abstract: User Datatgram Protocol (UDP) is a connectionless and light-weight protocol. It is fast and efficient. It is also easy to
be used in a network. Socket network programming is one of the most popular technologies used to build a chat application and
establishing network communication between systems. Socket programming helps to implement the bottom level of network
communication, using Application Programming Interface (API). In this paper, we present a chat based application
implemented in ‘C’ via UDP protocol by Windows Socket Programming based on Client-Server model. Visual Studio Ultimate
2010 software is used. Wireshark software is also used in the background.

Index Terms: UDP, Windows Socket Programming, Client-Server model.

I. INTRODUCTION
THE User Datagram Protocol (UDP) belongs to the Transport Layer of OSI model. In computer networking, UDP is one of the core
members of the Internet protocol suite. The protocol was designed by David P. Reed in 1980 and formally defined in RFC 768.
With UDP, computer applications can send messages, in this case referred to as ‘datagrams,’ to other hosts on an Internet Protocol
(IP) network, In order to set up communication channels or datapaths, prior communications are not required.
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Fig 1 OSI Model

The characteristic features of UDP are it is connectionless, fast and efficient, low overhead, header length of 8 bytes, error-checking
capacity and light-weight. It is also used in other protocols, namely, DNS (Domain Name Service), DHCP (Dynamic Host
Configuration Protocol), SNMP (Simple Network Management Protocol) and VOIP (Voice Over Internet Protocol). The UDP
header format consists of the fields - source port, destination port, length and checksum. Source and destination port numbers are
communication end points for sending and receiving devices. The length field indicates the total size of the datagram including both
header and data. The checksum used for data integrity allows receivers to cross-check incoming data.

Compared to other protocols, UDP is unique in that it does not establish end-to-end connections between communicating end
systems. UDP communication consequently does not incur connection establishments and teardown overheads. Because of these
characteristics, UDP can offer very efficient communication transport to some applications. On many platforms, applications can
send UDP datagrams at the line rate of link interface, which is often much greater than the available path capacity.
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Il. RELATED WORK
A lot of research work has been carried out in the area of Socket Programming via Ethernet. A few of the substantial works are
discussed below.
In the paper, “UDP Based Chat Application'™)” the authors proposed a method to make a chat room using socket based on User
Datagram Protocol (UDP) which enables the feature of acknowledgments after every message sent. It is analogous to a dedicated
chat server having a Server and n number of Clients. One can achieve many machines to communicate through peer to peer
communication, multicasting and File sending, after client and server set up to connect. There might be different system and
network failures occurring during communication taking place, which they have discussed and proposed a convenient solution for
that. This system designed accomplishes a satisfying and efficient communication between the users by experimental verification.
In the paper, “TCP & UDP Packets Analysis using Wireshark!®,” the authors proposed to analyze packets of TCP and UDP while
sending a e-mail using a tool called
Wireshark. It is a free and open-source packet analyzer. They used different parameters like frame no, on wire frame length, IP
source, IP destination, header length of the packets and also window size value to inspect the packets of TCP and UDP . They also
analyzed the packet flow scenario i.e. how packet is flowing from source to destination while sending a e-mail.as we know that TCP
is connection oriented protocol and connection is established before packets flow from source to destination and acknowledgement
is also sent by receiver and UDP is connectionless protocol so according to frame length, frame no. and bytes captured during
sending a mail , all the values of these are more of TCP than UDP.
The paper, “The Socket Programming and Software Design for Communication Based on Client/Server®™ ” introduces the
application of the client/server(C/S) mode, the concept and the programming principle of the socket based on C/S. The method of
software design for the communication between the client, server-process using the socket method is mainly analyzed, and gives
examples of connection-oriented service program. The transmission layer can provide connection-oriented to use TCP protocol,
connectionless-oriented to use UDP protocol. There are two different types of services with different kinds of sockets. Only by
understanding the characters of TCP and UDP protocols, the service provided by the two protocols for application, can one know
what is dealt in these protocols, what needs to dealt with in application, how can we easily compile vigorously , highly efficient
client service program.
The paper, “A Design and Implementation of Active Network Socket Programming,” introduces a concept that is similar to the
network socket programming. It establishes a set of simple interfaces to program active applications. This set of interfaces, known
as Active Network Socket Programming (ANSP), works on top of all other execution environments in future. Thus, ANSP offers a
concept that is similar to “write once, run everywhere.” It is an open programming model which active applications can work on all
execution environments. It solves the heterogeneity within active networks. This is specifically useful when active applications
require to access all regions within a heterogeneous network to deploy special service at critical points or to monitor the
performance of the entire networks. Instead of introducing a new platform, this approach provides a thin, transparent layer on top of
existing environments that can be easily installed for all active applications.
In the paper, “Transport Layer Proxy for Stateful UDP Packet Filtering™,” the authors propose a Transport Layer Proxy (TLP) to
provide a secure UDP firewall traversal service on the transport layer. The TLP supports TCP as well. For each UDP association
with endpoints separated by a TLP server, the TLP server performs user level or host-level authentication, packet filtering, packet
relaying, optional network address translation, session logging, timing-out of idle association, and other security related functions.
The core of the TLP is a two-step TLP binding procedure that makes a UDP association stateful between a TLP client and a TLP
server. This binding procedure supports Active UDP Open, Passive UDP Open, and Source-Specific UDP Open, which a local
program may perform on a UDP socket.

11l. METHODOLOGY

In Socket Programming world, all communication is based on Client-Server model. One PC is acts as Server and the other acts as
Client. A Server is and entity that provides information whereas a Client is an entity that seeks information. The Server starts up
first and waits for the Client to connect to it. When a Client successfully connects, it requests some info. The Server serves this info
to the Client. The Client then disconnects and the Server waits for more Clients. In Windows Socket Programming, the steps
involved in establishing communication from one PC to the other on the Server side are Initialize WSA (Windows Socket
Application), Create a Socket, Bind the Socket, Listen on the Socket, Accept a Connection, Send and Receive data, Disconnect.
Similarly, steps involved on Client side are Initialize WSA (Windows Socket Application), Create a Socket, Connect to the Server,
Send and Receive data, Disconnect.
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The chat conversation is initiated by the Client. In the client code, a buffer of maximum size of 512 bytes is declared. The message
manually entered by the user is sent into the buffer by gets() function. It is then sent to the Server through send() function. On the
Server side, message is received through receive() function into a buffer and it is displayed on console by puts() function. On both
sides, the IP address of the device sending the message is displayed via the network parameter inet_ntoa(si_other.sin_addr).

IV. RESULTS & DISCUSSION
The results in the form of chat conversation between client and server as obtained in Visual Studio Ultimate 2010 are presented
below. The IP addresses of the devices are also displayed on the console.The verification reports obtained in Wireshark software are
also presented which show various fields including timing information, source and destination IP addresses, port numbers and data.

oject Buld Debug Team Data Tools Architecture Test Analyze Window Help
(G oy || 1|95 B

Initializing Winsock....Initialized

10.144.182.117¢Client >:Hello Server!

10,144.182,9<Server>:Hello Client!?
10.144.182.117¢Client >:How are you?

16.144.182.9¢Server>:lan fine!
10.144.182.117¢Client >:Yhere are you now?
16.144.182.9(Server>ilan at DNEC, RCI
10.144.182.117¢Client >:Have a nice day!
10.144.182.9<Server>:Thank you, hye!
16.144.182.117¢Client): _

p
1 | G\Ashritha\Paper_server\Debug\Paper senverexe

[nitializing Yinsock....Initialized
Socket cre

Bind done

10.144.182.117¢C1ient):Hello Server!
10.144.182 .95 (Server) Hello Client!
18.144.182.117¢C1ient):How ave you?
18,144,182 95 (Server) :Ian fine
18.144.182.117(C1ient) sWhere ave you now?
18.144.182 . 9s(Server):1an at DNEC, RCI.
16.144.182.117¢Client) :Have a nice day!

18.144.1082.9s (Server) :Thank you, hye!

Fig 3 Visual Studio Ultimate 2010 - Server
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A66D46_20180308102404 20148

4 Frame 135! 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
> Interface id: @ (\Device\NPF_{83303669-B492-4AEE-8(51-306205A66046})
Encapsulation type: Ethernet (1)
Arrival Time: Mar 8, 2018 10:25:02.639847000 India Standard Time
[Time shift for this packet: 0.0600000060 seconds]
Epoch Time: 152048492.639847000 seconds
[Time delta from previous captured frame: 0.060345000 seconds)
[Time delta from previous displayed frame: @.000345000 seconds]
[Time since reference or first frame: 57.257200000 seconds]
Frame Number: 135
Frame Length: 6@ bytes (480 bits)
Capture Length: 6@ bytes (48@ bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:data]
[Coloring Rule Name: UDP)
[Coloring Rule String: udp]
4 Ethernet II, Src: HewlettP Se:99:21 (40:a8:70:5e:99:21), Dst: HewlettP 98:88:c6 (78:e3:b5:98:88:¢h)
) Destination: HewlettP 98:88:c6 (78:e3:b5:98:88:c6)
) Source: HewlettP 5e:99:21 (48:a8:7@:5¢:99:21)
Type: IPv4 (8x0300)
Padding: 0000000000
b Internet Protocol Version 4, Src: 10.144.182.9, Dst: 10.144,182.117
4 User Datagram Protocol, Src Porti 4444, Dst Port: 54088
Source Port: 4444
Destination Port: 54083
Length: 21
Checksum: ©x3948 [unverified]
[Checksum Status: Unverified]
[Stream index: 13]
4 Data (13 bytes)
Data: 48656¢6c6f2043669656e7421

[Length: 13]
0000 78 e3 bS 98 88 c6 40 a8 @ Se 99 21 68 00 45 00 x@ MLLE.
2010 00 29 09 89 00 00 80 11 af 9c @a 90 b @9 Aa 90 D TYITIRTIIIT
0020 b6 75 11 5¢ d3 48 60 15 39 48 MYTH Ay  .u.\.H.. SHISIEY
(el 6c 69 65 6e 74 I K D Licnt ! N

No.: 135 + Time: $7.257200 + Source: 10.144,182.9 + Destiation: 10,144.182.117 * Provocol: UDP + lengehe 60 + Infor 4644 — 54088 len=13

Fig 4 Wireshark Report of Client
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f 11249831773000 10.1

= Frame 112: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Interface id: 0
encapsulation type: ethernet (1)
Arrival Time: Mar B, 2018 10:29:43.346237000 India Standard Time
[Time shift for this packer: 0.000000000 seconds]
Epoch Time: 1520485183. 346237000 seconds
[Time delta from previous captured frame: 0.000392000 seconds]
[Time delta from previous displayed frame: 0.000392000 seconds]
[Time since reference or first frame: 49.831773000 seconds]
Frame Number: 112
Frame Length: 60 bytes (480 bits)
capture Length: 60 bytes (480 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:udp:data]
[Coloring Rule Name: LDF]
[colering Rule String: udp]
E Ethernet II, Src: Hewlett-_98:88:c6 (78:e3:b5:98:88:¢6), Dst: HewlettP_5e:99:21 (40:a8:f0:5e:99:21)
= Destination: HewlettP_5e:99:21 (40:a8:f0:5e:99:21)
= Source: Hewlett-_98:88:c6 (78:e3:b5:98:88:c6)
Type: Ip (0x0800)
padding: 0000000000
£ Internet Protocol version 4, Ssrc: 10.144.182.117 (10.144.182.117), Dst: 10.144.182.9 (10.144.182.9)
version: 4
keader length: 20 bytes
pifferentiated Services Field: 0x00 (DSCP 0x00: pefault; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 41
Identification: 0x0884 (2180)
Flags: 0x00
Fragment offset: 0
Time to live: 128
protocol: uop (17)
Header checksum: Oxb0al [validation disabled]
Source: 10.144.182.117 (10.144.182.117)
Destination: 10.144.182.9 (10.144.182.9)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
User Datagram Protocol, Src Port: 54088 (54088), Dst Port: krb524 (4444)
source port: 54088 (54088)
Destination port: krb524 (4444)
Length: 21
[ Checksum: 0x2940 [validation disabled]
Data (13 bytes)

Data: 4B656¢hc6f2053657276657221
[Length: 13]

m

[

®

®

m

m

0000 40 a8 0 Se 99 21 78 e3 b5 98 88 c6 08 00 45 00 @..A.'x
0010 00 29 08 84 00 00 80 11 b0 al 0a 90 b6 75 0a 90 .)...... ....
0020 b6 09 d3 48 11 5c 00 15 29 40 THINIMIWEGH ...H.'
0030 ENGEPEIESEFRN 00 00 00 00 00

FigiS Wireshark Rebort 6f Server
V. CONCLUSIONS

A chat application similar to that of messenger app was implemented successfully via UDP protocol by Windows Socket
Programming based on Client-Server model.
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