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Abstract— Internet, it is a large collection of networks where resources are globally networked, in internet cloud computing 
plays a major role in order to share the data and one of the important technology in the cloud computing is virtualization. 
Mainly it is used to maintain the collection IT resources which are used by the cloud providers. The main aim of the 
virtualization is ability to run the multiple operating systems on a single machine buy sharing all the resources that belong to the 
hard ware as well as it enables industry or academic IT resources through on-demand allocation dynamically. The resources 
have different forms such as network, server, storage, application and client. In this paper our main goal is to provide the basic 
knowledge about the virtualization technology in cloud computing and how it acts in the cloud computing environment. And we 
also discuss about, how to maintain the virtualized environment with the optimized resources. This paper presents an overview of 
the cloud computing scenario . It provides the types of cloud, different examples of the cloud services, different enterprises in the 
field of cloud computing, overview of Virtualization, Hypervisors, their types and example, types of virtualization and its benefits 
are being discussed in this paper. 
Keyword: Virtualization, virtualized Servers, cloud computing, Network virtualization, Hypervisor. 

I. INTRODUCTION 
Now a days in our global software markets, our business need plays a major role, and these business needs has to respond faster or 
they should upgrade to the changes that happening in the software market, and on the basis of the customer demands and the growth 
opportunities In order to happen this we need have an infrastructure that should be upgraded to the current changes in the market 
means it is nothing but the agile infrastructure. As cloud computing continues to gain in popularity and usage, service providers face 
serious challenges in terms of scalability and complexity. From the perspective of service providers, it is a big challenge to ensure 
the efficient usage of existing infrastructure and to accurately santicipate future demands.[1] 
Cloud computing employs Internet-based services to move computations from self-managed resources within endpoints to on-
demand resources in centralized infrastructures. Cloud computing removes the limitations that once existed in traditional computing 
paradigms, such as platform, hardware, software, architecture, and geographical location, thus becoming a leading trend in high 
performance computing. In the cloud computing paradigm, the end users contract with cloud vendors for customized Virtual 
Machines (VM), and interact with the VMs using only a console/browser through the Internet, with all the data and applications 
maintained on the remote servers accessible to end users from any device, anywhere, at any time[2]. 
The process of selecting a cloud provider(s) from a pool of options is not an easy task. For instance, 
Microsoft Azure, Amazon EC2, Google App Engine,and Aneka are some examples of existing cloud-based infrastructure [1] 
Virtualization plays a major role in the cloud computing technology, normally in the cloud computing, users share the data present 
in the clouds like application etc., but with virtualization users shares the Infrastructure. the main usage Virtualization Technology is 
,Normally cloud providers provide the applications with the standard versions to their cloud users, for suppose if the next version of 
that application is released, then cloud provider has to provide the latest version to their cloud users and practically it is possible but 
it is more cost expensive. To overcome this problem we use virtualization technology. By using virtualization, all severs and the 
software application which are required by other cloud providers are maintained by the third party people, and the cloud providers 
has to pay the money on monthly or annual basis. 
Mainly Virtualization means, running multiple operating systems on a single machine but sharing all the hard ware resources. And it 
helps us to provide the pool of IT resources so, that we share these IT resources in order get benefits in the business. 

 
II. LITERATURE REVIEW 

This is the survey on Cloud Resource Virtualization. A detailed working of this survey is still lacking.This survey illustrates that it is 
necessary to conduct more research on Virtualization and Cloud Computing.  We hear the term “Virtualization and Cloud 
Computing” is everywhere in day today life for small purpose also. However, when we inquire about this term, we will certainly 
find that there are many concepts, models, types, security, services, framework related to this survey but we can find more effective 
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information related to this paper on this survey. 
Normally we can use virtualization and cloud Computing is combinely . But nowadays many people are connected to the internet so 
we require more memory to store this information as database so we can normally use the virtualization. For store large amount of 
data. And the cloud is user friendly. Suppose any customer want any information then they can use the internet and easily find it. 
That is cloud. 
The research result also shows that which cloud type and service model will be used in the  
Big Data And it also shows how much beneficial to people. This literature review based on a large collection of Big Data and Cloud 
Computing academic papers and industry trade articles. 

III. WHAT IS CLOUD COMPUTING 

A. Defining Cloud 
Cloud Computing is a type of computing as a service over the Internet on a pay-as-you-use.  Cloud computing, providing services to 
users based on their demands offers a new way of services by re-arranging various resources. It allows for the provision of a variety 
of business and customer services. As organizations experience increasing pressure to change or move organized to respond 
continuously to a changing environment. 
Cloud computing is a recent technology, which is capturing the attention of both the organizations as well Individuals nowadays. It 
allows users to share various services in a cost effective manner.[1] 

B. Architectuer  Of Cloud Computing 

 
Fig 2.2 .Architecture of Cloud computing  

C. Types Of Clouds 
Three types of clouds exist- 

1) Public cloud 
2) Private cloud 
3) Hybrid cloud.  

Public cloud is external cloud. The pay-as-you-go services previously discussed available to the general public. In a public cloud 
configuration, a business does not own the core technology resources and services, but outsources these. 
A private cloud is an internal data center of a business that is not available to the general public, but uses cloud in short this is own 
cloud for own business. In a private cloud configuration, resources and services are owned by the business, with the services 
accessible within the business through the intranet (world wide web). Since the technology is owned and used by the business, this 
type of cloud is more expensive and more costly than a public cloud, but is also more secure and protective.A private cloud is an 
internal cloud, placed inside the company’s, own business firewall and managed by the company or that business owner.  
Hybrid cloud is a combination of public cloud and private cloud. When a company uses a hybrid cloud, it uses a public cloud for 
some tasks and a private cloud for other tasks. The public cloud to expedite extra tasks that are not able to be easily run in the 
company’s data center or on its private cloud. A hybrid cloud allows a company to maintain critical, confidential data and 
information within it firewall while leveraging the public cloud for non confidential data .[17] 
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D. Cloud Services 
1) IaaS: This is a first layer of cloud services or we can say that first model which is providing the services for new way 

developer. No one can think about the spending money on the new resources, but the new generation developer thinking like that. 
The new thinking developer buying the new resources and rent the machine in the form of  VM’s (virtual machine)  and storage 
which can be used via some Wide Area Network. [1] 

2) PaaS: PaaS is the middle layer or we can say the second model which is used by cloud environment. Platform as a service 
provides the platform to deploy the application. PaaS is just an extension of SaaS model which is providing customers to develop 
the new featuers.Paas model increases the security and feature capabilities.[1] 

3) SaaS: Saas is the cloud environment where the application developed by the developer is provided to customers. The 
customer then uses the software on demand through the internet (world wide web) . Just like a all world data is in small smart 
phone.[1] 

 
Figure 2.4 cloud services 

 
IV. VIRTUALIZATION 

Virtualization is the ability to run multiple operating systems on a single physical system and share the underlying hardware 
resources.Virtualization is the abstraction of computer resources. Virtualization hides the physical characteristics of computing 
resources from their users, be they applications, or end users. The abstraction from the hardware state provided by virtualization 
allows not only multiple operating  systems to coexist on the same hardware, but for one VMM to run on multiple different 
networked physical systems concurrently.  
This includes making a single physical resource (such as a server, an operating system, an application, or storage device) appear to 
function as multiple virtual resources; it can also include making multiple physical resources (such as storage devices or servers) 
appear as a single virtual resource. 
The underlying goal for such a virtualization is to provide a highly available and highly reliable environment so  that clients can 
access resources on demand without the need to consider contingency plans in the event that the server or network fails[1]. 

 
A. Hypervisors 
In virtualization technology, there is one piece of software that allows the physical servers can have multiple instances of virtual 
machines and it called as Hypervisor. 
These instances are virtual machines that create in virtualization environment and the hypervisor is responsible for supervising and 
controlling these machines o communication, resource sharing and reallocating the virtual machines. 
This connection between virtual parts and physical parts is very important in a cloud computing environment and it is the only path 
to the dynamic data centers which was our solution for new data centers [6]. 
B. Types of hypervisor 

1) Bare Metal Hypervisor 
2) Hosted Hypervisor 
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Fig. 4 Hardware Virtual Machine 

 
Fig. 5 Software Virtual Machine 

There are two types of hypervisor. The first is called as “Bare Metal Hypervisor” and the second one is called as “Hosted 
Hypervisor” [4].As shown in figure 3.2, the first type is directly installs on the hardware and controls all the resources. The 
hypervisor shares resources among the virtual machines and divided them as the policies are defining it.In figure 3.3, we can see 
other type of virtualization, which is we can install it on the traditional system with normal stack of hardware and software.Our 
focus is on the type one hypervisor that used for data centers. A hypervisor or virtual machine manager (VMM) is a piece of 
software which we can install it on hardware to allow us to use multiple operating system on hardware (type one). 
When we talk about the high availability of cloud computing and moving instances (VM’s) between the servers, we must know that 
the virtualization has a major role in this ability of cloud computing [7]. 
Hypervisor is a software program that manages multiple operating systems on a single computer system.  
The hypervisor manages the system's processor, memory, and other resources. It is  also called as virtualization managers.This piece 
of software actually controls the all incoming and outgoing actions and it is a connector between hardware layer and virtual 
machines.  
As shown it figure 3 which is Xen hypervisors designing, all the resources, converted into the virtual resources and manage them 
and it will give virtual resources to each the virtual machine [8].  
These resources comprise a virtual processor (vCPU), virtual network, virtual storage and etc. 

 
Fig. 6 The Structure of machine running the Xen Hypervisors 

VMM (Virtual Machine Monitor) provides an isolated environment for VM’s to achieve the secure environment for virtual 
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machines, and it is also responsible for communication between VM’s which usually called as virtual machines inter-VM 
communication.  
There are some approaches used for high speed inter-VM communication like Socket-Outsourcing , XenSockets Xway and 
XenLoop are using a simple shared memory channel for exchanging network packets. 

 
Fig. 7 ZIVM Architecture 

Although virtualization has become a new technological requirement that offers significant advantages[5], its increased usage has 
increased the scope of failure. To achieve the full benefits of this new technological requirement, effective planning is crucial for the 
successful implementation of a virtualized environment. In traditional computing systems, during a single system or hardware 
failure or crash, we deal with one server by transferring the load to other servers available in the cluster. However, in virtualization, 
the failure of a physical machine will halt all of the VMs running on it. Although it is possible to transfer the load to other available 
VMs, the damage incurred in this case would be comparatively larger than in the case of traditional computing systems. Apart from 
the failure in the physical machine, another problem in virtualization is the need to shut down all of the VMs when new hardware is 
to be introduced into the physical machine. Many methods are employed to overcome such issues,such as high-availability 
clustering[5]. 

 
V. VIRTUALIZATION TYPES 

There are three major types of virtualization Server virtualization,Client virtualization and Storage virtualization.The architecture 
and categorization of virtualization techniques are illustrated in Fig.  

 
Fig. 8 Virtualization types 

A. Server Virtualization 
In server virtualization, single server performs the task of multiple servers by partioning out  theresources of an individual server 
across multi-environment.The hypervisor layer allows for hosting multiple applications and operating systems locally or 
remotely[1].The advantages of virtualization include cost savings, lower capital expenses,high availability and efficient use of 
resources. 
B. Client Virtualization 
This client virtualization technology makes the system administrator to virtually monitor and   Update the client machines like 
workstation desktop, laptopand mobile devices. It improves the client machinesmanagement and enhances thesecurity to defend 
fromhackers and cybercriminals. There are three types of client virtualization.First, remote or server hosted virtualization which is 
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hosted on a server machine and operated by the client across a network. Second, local or client hosted virtualization in which the 
secured and virtualized operating environment runs on local machine. Third, application virtualization [18] that provides multiple 
ways to run an application which is not in traditional manner. In this technique an isolated virtualized environment or partitioning 
technique is used to run an application. Storage Virtualization: It creates the abstraction of logical storage from physical storage. 
Three kinds of data storage are used in virtualization, they are DAS (Direct Attached Storage), NAS (Network Attached Storage) 
and SAN (Storage Area Network). DAS is the conventional method of data storage where storage drives are directly attached to 
server machine. NAS is the shared storage mechanism which connects through network. The NAS is used for file sharing, device 
sharing and backup storing among machines. SAN is a storage device that are shared with different server over a high accelerate 
network. Hypervisor is the software package that controls working access to the physical hardware of host machine. There are two 
kinds of hypervisor models as hosted and bare metal / native. Hosted hypervisor instance operates on top of the host operating 
system whereas bare metal based hypervisor operates directly on the hardware of host machine. 

C. Storage virtualization 
In data centers the data storage is little different. The physical storages are not directly connected to the servers; they are connected 
to the servers through the network. One of the most popular protocols use for storage virtualization is a storage area. Network 
(SAN) and network attached storage (NAS). For the fast interaction the use fiber channel and the protocol they are using is iSCSI 
(internet Small Computer System Interface). These protocols allow block storage to be accessible over the network by using a 
TCP/IP protocol. They use TCP for reliable communication. The storage virtualization also relies on a Redundant Array of 
Independent Disk (RAID) technology to protect data from lost in any physical failure occurs . In new virtual storage systems, they 
use the latest technology which called as Redundant Array of Independent Node (RAIN) rather than RAID. This new technology 
helps availability of data even if several servers go down [5]. 
The significant point of the storage virtualization is to hide geographical positions of the data over the cloud environment.For this 
significant point of the storage virtualization maps the logical storage to the physical storage as blocks of data . 
In storage virtualization still the management of the data which can be distributed among the network is the one of the important 
issues in cloud storage [5]. Vendors promise to the scalability and on-demand of their cloud make the most important challenges for 
cloud providers. Performance and transfer rate became important issues not only for the cloud providers, but it will affect the user 
experience. To overcome this kind of problems, the bandwidth needs to be increased otherwise it can be a bottleneck for data 
transfer [4]; and it becomes a serious problem for the providers which affect the cost of services if they do not face the bandwidth 
limitation. 
Another key issue for the cloud storage is the data security. Because of the multi tenancy of the cloud, user’s data may distribute 
among the different physical storage or even over other data centers. The management system should controls how own the data and 
should have access to the data. Transferring data over the network without proper protection may cause the security risk of user data 
. 

D. Memory  Virtualization 
In virtualization concept also we have a virtual memory environment. The guest operating systems that loaded into different virtual 
machines, using virtual addresses and these addresses will mapped into the physical memory addresses. But guest operating systems 
can not directly access to the actual physical memory and responsible for controlling of this operation is a hypervisor. 
We can say the hypervisor is the heart of the virtualization which maps virtual devices to the physical ones.VMs are using the 
virtual memories based on the paging techniques. In reality, there are three different types of memory we can enumerate here. One 
is used by the guest OS, we can call it as virtual memory. Another memory is addressed in the hypervisor and we can call it as real 
memory and the last one is the physical memory [25]. 
The guest OS map virtual memory to the real memory which controls by the hypervisor. After that, real memory or hypervisor 
memory maps to the physical memory. It means if an application needs to retrieve the data, before access the exact data, the virtual 
address should be translated into a physical address and then the VM can use that page of memory. So, the retrieving data take two 
times more than traditional hardware based systems in the same conditions. 

E. Network virtualization 
In the old days the data center technicians need to go through in the hard work of cabling, but nowadays by help of virtualization the 
cables are gone (of course not entirely). Instead of physical connection between two physical computers, we can virtually connect 
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two of virtual computer together. By help if virtualization even cables converted to the virtual cables and it reduced the time which 
the data center technicians spend on the cabling and maintaining the cables. The cloud computing systems are essentially using the 
TCP/IP based protocols on communication.It is like communication in LAN networks. Each computer has one specific, unique IP 
and they are communicating with each other. Here also the same with little different, instead of computers we have virtual 
computers or virtual machines (VM’s). The important thing here is the IP’s we talking about are differs from the IP’s we can 
configure on operating systems which we can set to our platform if we have that access (in case of IaaS service), statically or 
dynamically. These IP’s are  
available from pool of network which we have learned about it in network virtualization. 
 Network virtualization also continues the term of scalability in a cloud environment. The important    point also here is a dynamic 
scalability of network resources [15]. In cloud network communication,the physical devices will connect via the physical connection 
and they can communicate with their physical NIC’s, but virtual devices use the virtual NIC’s which is sdistributed within hosts [6]. 
If two VMs want to communicate to each other through a network, there are two scenarios. The first scenario is communication 
between two VM on a same physical host. In this case all devices will be virtualized devices like virtual switches or virtual 
firewalls. As shown in the figure, the base communication will be through a hypervisor. 

 
Fig. 10 VM’S Communication on one physical host 

In the second scenario, two VMs are on different physical host which communication is a combination of physical communication 
and virtual communication. As shown in the figure, the virtual NIC will be linked to the physical NIC of host one. After that the 
communication will be between physical NICs and at the last step, the packets will send to another virtual NIC [7]. 

 
Fig. 11 VM’S Communication on two physical host 

But, still there are some difficulties in this environment. One the challenges in the virtualized environment is about the IPs. As 
mentioned before, the IP of each VM comes from the pool of IPs. In a life cycle of a VM, the assigned IP will be selected from the 
pool of IPs and after the completion of the life; the assigned IP will be released. The problem will arise within the VM migration 
process [18]. The migration of VMs is the operation that may happen in different situation like the process of energy efficiency of 
cloud environment. In this situation the VM needs to migrate from one physical host to another. In this case, the VM needs to 
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release old resources such as network resources and reallocate in the new host. This releasing old IP and reassign new IP from the 
other network pool may make a problem for us.  
Another challenge in such a network is communication between the VMs on the networks with IPv4 with other VMs on IPv6 
networks. In some management software designers only considered only IPv6 or vice versa, but most of the heterogeneous data 
centers are must support both IP versions [19]. Thus, like all other types of networks, virtual network also and its management 
should consider such difficulties. 
Service providers can deploy and manage customized end-to-end services on those virtual networks for the end users by effectively 
sharing and utilizing underlying network resources leased from multiple infrastructure providers. Such a dynamic environment will 
foster deployment of multiple coexisting heterogeneous network architectures without the inherent limitations found in theexisting 
Internet[7]. 
 

VI. VIRTUALIZATION AND CLOUD  COMPUTING 
One of the principal questions in this concept is: “are virtualization and cloud computing same?” The answer for this question is 
“No”. The virtualization is the ace of the layers in cloud computing architecture, but it has a major role in most of the abilities of 
cloud systems. Virtualization is one of the technologies that given the ability to create the abstraction of computer with ability to 
perform all the behavior of the actual computer. With the aid of these concepts, we can create other new technologies and one of 
them is cloud computing technology. 
But we can say these two concepts are closely related to each other. The virtualization is an overall concept that holds lots of 
abilities for creating a computers or computer groups virtually and make network of these virtual computers. The most important 
thing is the virtual computer completely acts like real computers and any problem we can visualize for physical computer, can be 
appears here. For example, if in network with the physical computers we have a serious problem with the attackers of open ports or 
even unauthorized users, the same problem also here appears itself. It implies that all the security risks and security issues are in 
physical network, we will face it in virtual network of virtual computers. 
With the help of all these facilities that virtualization provided for us, computer scientists took advantage of that and with few 
changes and controllers developed the cloud computing technology. 

 
VII. PLACE OF VIRTUSALIZATION IN  CLOUD  COMPUTING 

Virtualization is one of the major components of cloud computing that helps to emergence of cloud computing. To understand cloud 
computing it is important to understand the concepts like network virtualization or storage virtualization. 
The main components of virtualization in the cloud are virtual machines, because all of the operating systems and applications are 
inside them. They are like a container which isolated and separated from each other, even in the same physical host. 
Based on the basic role of cloud as-pay-you-go, the vendors give you that ability to access these provided virtual machines and in 
some cases they will make these virtual machines like an actual computer and you can purchase them for a limited time and take 
advantage of this ability without any worries about how they operate. That thing you are purchasing is the availability of these 
services. Vendors in exchange promise to give you these services without any interrupt that make the availability in high level. 

VIII. BENEFITS OF VIRTUALIZATION 
A. Sharing of resources helps cost reduction 
B. Isolation: Virtual machines are isolatedfrom each other as if they are physically separated. 
C. Encapsulation: Virtual machines encapsulate a complete computing   environment. 
D. Hardware Independence: Virtual machines run independently of underlying hardware. 
E. Portability: Virtual machines can be migrated between different hosts. 

 
IX. CONCLUSION 

In the above sections we initially describe the basic virtual technology architecture that consists of cloud users and the service 
models, operating system and the hardware. And then we came to know how virtual servers are worked when compared to the 
traditional servers, and we also came to the pros and cons of both traditional and virtual servers. 
Moreover, network virtualization stands at a unique point in the current virtualization landscape as the missing link that will 
interconnect all other virtualized appliances ranging from operating systems, storage systems to servers and even large data centers 
to create a complete semblance of a virtualized computing environment. 
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