
 

4 IV April 2016



www.ijraset.com                                                                                                                  Volume 4 Issue IV, April 2016 
IC Value: 13.98                                                                                                                   ISSN: 2321-9653 

International Journal for Research in Applied Science & Engineering 
Technology (IJRASET) 

©IJRASET: All Rights are Reserved 
1171 

“Design of New Technology Captcha as Graphical 
Password Using AI” 

Miss. Nimbalkar Sonali1, Miss. Kirdakar Pranita2, Miss.Kamble Priyanka3, Miss. Kale Sarika4 
Prof. S.B.Bandgar5 

Asst. Prof. in Department of Computer Engineering, S B Patil College Of Engineering, Indapur Dist - Pune 
, Savitaribai Phule Pune University 

Abstract: Many security primitives are building on hard mathematical problems. Via hard AI problems for security is emerging 
as an exciting novel paradigm, but has been under explored. In this paper, we present a new security primitive settled on hard AI 
difficulty, specifically, a novel family of graphical password systems settled on topmost of Captcha technology, which we calling 
Captcha as graphical passwords (CaRPAI). CaRPAI is together a Captcha and a graphical password arrangement. CaRPAI 
reports a number of security issue altogether, such as online guessing attacks, relay attacks, and, if merge with dual-view 
technologies, shoulder-surfing attacks. Remarkably, a CaRPAI password can be establish single probabilistically by automated 
online guessing attacks even if the password is in the search set. CaRPAI too offers a new approach to address the familiar 
image hotspot issue in standard graphical password systems, such as PassPoints, that often leads to weak password choice. 
CaRPAI is nothing a panacea, but it deals reasonable security and usability and seems to fit well with some real-world function 
for improving online security. 

I. INTRODUCTION 
A NECESSARY task in defense is to generate cryptographic primitives established on hard mathematical problems that are 
computationally obstinate. For eg, the problem of numeral factorization is essential to the RSA public-key cryptosystem and the 
Rabin encryption. The various alogarithm problem is basic to the ElGamal encryption, the Diffie-Hellman key switch over, the 
Digital Signature Algorithm, the elliptic curve cryptography and so on. 
Via hard AI (Artificial Intelligence) problems for defense, initially planned in [17], is a motivating fresh paradigm. Under this 
paradigm, the most important primitive invented is Captcha, which distinguish human users from computers aside present a 
challenge, i.e., a puzzle, beyond the skill of computers but casual for humans. Captcha is now a regular Internet security technique 
to shelter online email and a different services from being altered by bots. 
 

II. RELATED WORK 
A. Graphical password  
Graphical password has been proposed as a potential alternate to text based, inspired particularly by the detail that users can recall 
images well than text.  In a guessing attack, a password guess verified in an  unsuccessful trial is determined false and omitted from 
subsequent attempts. The no. of uncertain password guesses decrement with increases trials, leading to a greatest chance of 
discovering the password these graphical passwords can be categorized into 3 type’s recognition Based graphical techniques; recall 
based graphical techniques, cued recall graphical techniques. 
Recognition Based technique 
Recongnition  placed approach is user choice a portfolio or listing of expression from a information in creating a password. this 
techniques  are made of strong  password. and keep the secure database.  Recongnition   Settled process have different  rounds are 
perennial, each round with a different panel. A successful login requires right selection in each round. The lot  of images in a group 
remains the same between logins, but their locations are diffirent. is also analogous but benefit a large set of computer 
enerated“dyanamic-art” images. Reasoning Authentication [22]  requires a user to generate a path over a panel of images as follows: 
preliminary from the top-left image, moving bottom if the image is in her list, or right then. The user regulate among decoys the row 
or column label that the way finishing. 
Recall based graphical aprroach. 
Recall settled graphical techniques is a user draw her password on a 2D grid.The system encodes the number of grid sell on the 
drawing path as user drawn password. 
A recall-based graphical technique requires a user to develop the same interaction result without cueing. Draw-A-Secret[3] was the 
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first recall-based graphical password suggested. A user draws her password on a 2D grid. The system encodes the sequence of grid 
cells on the drawing path as a user drawn password. Pass-Go [4] increases Draw-A-Secret utility by encoding the grid intersection 
points instead than the grid cell [23] adds view images to Draw-A-Secret to support users to create  powerful passwords. 
Cued recall graphical techniques 
Cued recall graphical techniques it uses pass point approch. where in a user clicks a sequence of points anywhere on an image in 
creating a  password and re-clicks  same flow during  authentication.    In a cued-recall graphical techniques  an outside cue is 
arranged to help remember and enter a password. Cued Click Points (CCP) [18] is like to PassPoints but usages one image per click, 
with the next image sure by a deterministic function. Convincing Cued Click Points   (PCCP) [19] encompasses Cued Click Points  
by requiring a user to select a point inside a randomly positioned viewport when creating a password, appear dynamically spread 
click-points in a password.Cued recall  graphical techniques it uses passpoint approch where in a user clicks a sequence of points 
anywhere on an image in creating a  password and re-clicks  same flow during  authentication.    In a cued-recall graphical 
techniques  an outside cue is arranged to help remember and enter a password. Cued Click Points (CCP) [18] is like to PassPoints 
but usages one image per click, with the next image sure by a deterministic function. Convincing Cued Click Points   (PCCP) [19] 
encompasses Cued Click Points  by requiring a user to select a point inside a randomly positioned viewport when creating a 
password, appear dynamically spread click-points in a password. 
 
B. Captcha 
Captcha are use to provide higher security and protect sensitive user inputs on an untrusted user . In this system are secure the 
communication media between users and web server from keyloggers and spyware.CARP has main goal for secure data and does 
not  guessing attacks.  Captcha is an single of another thing that are use for organize a text or graphical password. graphical 
password are most important factor in CARP. There are various types of attacks for example .DICTIONARY attack,  GUESSING 
attack,  MAN-IN-MIDDLE attack, DOS attack etc. 
Captcha authenticate on the gap of capabilities between humans and bots in solution certain hard AI problems. On that point are two 
types of visual Captcha: Text Captcha and IRC . The preceding trusts on character recognition while the alphabets trust on 
identification  of non-character goals. text based  Captcha  must rely on the hard of character segmentation which is computationally 
valuable and combinatorially. text based captcha are strong password by combination of alphabets,numbers or special 
symbols.second type of captcha are  combination of 2 or more images.Multi-label clustering problems are considered highly 
difficult than binary classified problems. 
Captcha can be avoided through relay attacks where by Captcha challenges are relayed to users solves, whose ans are feedback to 
the targeted application. 
Captcha in Authentication:-capcha verification is  usages both Captcha and password in a user authentication protocol, which we 
call Captcha-placed Password Authentication  protocol, to security online dictionary attacks.The Captcha-based Password 
Authentication protocol -protocol in [14] needs resolving a Captcha challenge after inputting a valid pair of user ID and password 
beyond a usable browser cookie is received. 

III. PROPOSED SYSTEM 
In this paper, we present a new security primitive well-known on hard AI problems, namely, a novel family of graphical password 
systems built on peak of Captcha technology, which we identify Captcha as graphical passwords (CaRP).  
CaRP is both a Captcha and a graphical password idea. CaRP addresses a number of protection problems altogether, such as online 
guessing attacks, relay attacks, and, if collective with dual-view technologies, shoulder-surfing attacks. 

IV. PROBLEM DEFINITION AND SCOPE 
The Design system for described about a new defense primeval which is based on hard AI problems which is a scheme we call as 
Captcha as graphical passwords (CaRP). 
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V. BLOCK DIAGRAM/ARCHITECTUREOF PROPOSED SYSTEM 

 
Fig: System   Architecture 

 
Fig: Workflow of system 

VI. UML  DIGRAM 
A. Data flow  Diagram 
1) The DFD is also known as bubble chart. It is a uncomplicated graphical formalism that can be used to characterize a system in 

terms of input data to the system, different dispensation agreed out on this data, and the output data is generated by this 
structure. 

2) The data flow diagram (DFD) is one of the most essential modeling tools. It is use to model the structure components. These 
mechanisms are the scheme process, the data used by the process, an external thing that interacts with the structure and the 
information flows in the structure. 
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Fig: Data Flow Diagram 

B. Use Case Diagram 
Use Case Diagram is a diagram that displays a list of use bags and actors and their relationships. A Use case diagram is a type of 
behavioral diagram dened by the UML formed from Use case study. Its purpose is to present a graphical summary of the 
functionality provided by a structure in terms of actors, their goals represented as use case and any dependencies among those use 
cases. 

 
Fig:Use Case Digram 

C. Activity Diagram 
Activity diagrams are graphical presentations of workflows of stepwise actions and actions with carry for choice, iteration and 
concurrency. In the United Modeling Language, activity diagrams can be used to describe the business and operational step-by-step 
flows of components in a system. An activity diagram shows the overall flow of control. 
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Fig: Activity Diagram 

VII. MODULES 
A. Graphical Password 
In this module, Users are having validation and security to access the detail which is presented in the Image structure before 
accessing or throuout  user should have the account in that otherwise they should register first. 

B. Captcha in Authentication 
In this module we use both Captcha and password in a user support protocol, which is called Captcha-based Password 
Authentication (CbPA) protocol, to counter online dictionary attacks. The CbPA-protocol in requires solve a Captcha test after 
inputting a applicable pair of user ID and password unless a suitable browser cookie is received. For an improper pair of user ID and 
password, the user has a certain chances to solve a Captcha challenge before being without access. 

C. Overcoming Thwart Guessing Attacks 
In a guessing attack, a password guess knowledgeable in an failed trial is strong-minded incorrect and excluded from subsequent 
trials. The number of in doubt password guesses decreases with no.of trials, important to a improved chance of decision the 
password. To contradict guessing attacks, traditional approaches in presenting graphical passwords aim at increasing the important 
password space to make passwords difficult to guess and thus require more trials. No issue how safe a graphical password scheme 
is, the password can for all time be found by a brute force attack. In this paper, we distinguish two types of guessing attacks: 
automatic guessing attack provide an automatic trial and error process but S can be yourself construct where human guessing attack 
provide a manual trial and error process. 

D. Security of Underlying Captcha 
Computational intractability in recognize objects in CaRP images is important to CaRP. Existing analyses on Captcha security were 
regularly case by case or used an estimated process. No theoretic security model has been recognized yet. Object segmentation is 
careful as a computationally restricted, combinatorially-hard problem, which modern text Captcha schemes rely on. 

 

 



www.ijraset.com                                                                                                                  Volume 4 Issue IV, April 2016 
IC Value: 13.98                                                                                                                   ISSN: 2321-9653 

International Journal for Research in Applied Science & Engineering 
Technology (IJRASET) 

©IJRASET: All Rights are Reserved 
1176 

VII. CONCLUSION 
We propose CaRP a latest security primitive depend on on disturbed hard AI problems. CaRP is both a Captcha and a graphical 
password scheme. The notion of CaRP present a latest family of graphical passwords, which accepts a original approach to 
contradict online guessing attacks: a dissimilar CaRP image, which is too a Captcha confront, is used for every login attempt to 
make trial of an online guessing attack computationally self-governing of each other. A password of CaRP  can be generate single 
probabilistically by automatic online guessing attacks with brute-force attacks, a preferred security belongings that further graphical 
password schemes require.  
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