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Abstract--Applications running on the same Wireless Sensor Network (WSN) platform usually have different Quality of Service
(QoS) requirements. Two basic requirements are low delay and high data integrity. However, in most situations, these two
requirements cannot be satisfied simultaneously. In this paper, based on the concept of potential in physics, we propose IDDR, a
multi-path dynamic routing algorithm, to resolve this conflict. By constructing a virtual hybrid potential field, IDDR separates
packets of applications with different QoS requirements according to the weight assigned to each packet, and routes them
towards the sink through different paths to improve the data fidelity for integrity-sensitive applications as well as reduce the end-
to-end delay for delay-sensitive ones. Using the Lyapunov drift technique, we prove that IDDR is stable. Simulation results
demonstrate that IDDR provides data integrity and delay differentiated services.
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L. INTRODUCTION
WSNS, which are used to sense the physical world, will play an important role in the next generation networks. Due to the diversity
and complexity of applications running over WSNSs, the QoS guarantee in such networks gains increasing attention in the research
community.
As a part of an information infrastructure, WSNs should be able to support various applications over the same platform. Different
applications might have different QoS requirements. For instance, in a fire monitoring application, the event of a fire alarm should
be reported to the sink as soon as possible. On the other hand, some applications require most of their packets to successfully arrive
at the sink irrespective of when they arrive. For example, in habitat monitoring applications, the arrival of packets is allowed to have
a delay, but the sink should receive most of the packets. WSNs have two basic QoS requirements: low delay and high data integrity,
leading to what are called delay sensitive applications and high-integrity applications, respectively. Generally, in a network with
light load, both requirements can be readily satisfied. However, a heavily loaded network will suffer congestion, which increases the
end-to-end delay.
This work aims to simultaneously improve the fidelity for high-integrity applications and decrease the end-to-end delay for delay-
sensitive ones, even when the network is congested. We borrow the concept of potential field from the discipline of physics and
design a novel potential based routing algorithm, which is called integrity and delay differentiated routing (IDDR). IDDR is able to
provide the following two functions:

A. Improve Fidelity For High-Integrity Task Is To Find These Idle And/Or Under Loaded Applications

The basic idea is to find as much buffer space as possible from the idle and/or under-loaded paths to cache the excessive packets
that might be dropped on the shortest path. Therefore, the first task is to find these idle and/or under loaded paths, then the second
task is to cache the packets efficiently for subsequent transmission. IDDR constructs a potential field according to the depthl and
queue length information to find the under-utilized paths. The packets with high integrity requirement will be forwarded to the next
hop with smaller queue length. A mechanism called Implicit Hop-by-Hop Rate Control is designed to make packet caching more
efficient.

B. Decrease End-To-End Delay For Delay-Sensitive Applications
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Each application is assigned a weight, which represents the degree of sensitivity to the delay. Through building local dynamic
potential fields with different slopes according to the weight values carried by packets, IDDR allows the packets with larger weight
to choose shorter paths. In addition, IDDR also employs the priority queue to further decrease the queuing delay of delay sensitive
packets. IDDR inherently avoids the conflict between high integrity and low delay: the high-integrity packets are cached on the
under loaded paths along which packets will suffer large end-to-end delay because of more hops, and the delay-sensitive packets
travel along shorter paths to approach the sink as soon as possible. Using the Lyapunov drift theory, we prove that IDDR is stable.
Furthermore, the results of a series of simulations conducted on the TOSSIM platform demonstrate the efficiency and feasibility of
the IDDR scheme.
1. OBJECTIVES

The basic idea is to find as much buffer space as possible from the idle and/or under-loaded paths to cache the excessive packets
that might be dropped on the shortest path. Therefore, the first paths, then the second task is to cache the packets efficiently for
subsequent transmission. IDDR constructs a potential field according to the depthl and queue length information to find the under-
utilized paths. The packets with high integrity requirement will be forwarded to the next hop with smaller queue length. A
mechanism called Implicit Hop-by-Hop Rate Control is designed to make packet caching more efficient. Each application is
assigned a weight, which represents the degree of sensitivity to the delay. Through building local dynamic potential fields with
different slopes according to the weight values carried by packets, IDDR allows the packets with larger weight to choose shorter
paths. In addition, IDDR also employs the priority queue to further decrease the queuing delay of delay sensitive packets.
IDDR inherently avoids the conflict between high integrity and low delay: the high-integrity packets are cached on the under loaded
paths along which packets will suffer large end-to-end delay because of more hops, and the delay-sensitive packets travel along
shorter paths to approach the sink as soon as possible. Using the Lyapunov drift theory, we prove that IDDR is stable. Furthermore,
the results of a series of simulations conducted on the TOSSIM platform demonstrate the efficiency and feasibility of the IDDR
scheme.

1. RELATED WORK
Most QoS provisioning protocols proposed for traditional ad hoc networks have large overhead caused by end-to-end path discovery
and resource reservation. Thus, they are not suitable for resource-constrained WSNs. Some mechanisms have been designed to
provide QoS services specifically for WSNs. Here we mainly focus on the metrics of delay and reliability.

(AVA IMPLEMENTATION
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FIG: 1. System Architecture

A. Service Provider
In this module, the service provider will browse the data file, initialize the router nodes and then send to the particular receivers.
Service provider will send their data file to router and router will select smallest distance path and send to particular receiver.

B. Router
The Router manages a multiple networks to provide data storage service. In network n-number of nodes are present (n1, n2, n3, n4,
n5...). In a router service provider can view node details and attacked nodes. Service provider will send their data file to router and
router will select smallest distance path and send to particular receiver. If any attacker is found in a node then router will connect to
another node and send to particular user.

C. IDS Manager

In this module, the IDS Controller consists of two phases. If Integrity or Malicious Data is occurs in router then IDS controller is
activated. In a first phase DNS packets, Net flow, Traffic filter and Fine-grained IDS client detection are present. Aim is that
detecting all hosts within the monitored network that engage in IDS communications. We analyze raw traffic collected at the edge of
the monitored network and apply a pre-filtering step to discard network flows that are unlikely to be generated by IDS applications.
We then analyze the remaining traffic and extract a number of statistical features to identify flows generated by IDS clients. In the
second phase, Coarse-grained IDS Integrity or Malicious Data detection, Fine-grained IDS client detection and Integrity or
Malicious Data are present; our system analyzes the traffic generated by the IDS clients and classifies them into either legitimate
IDS clients or IDS Integrity or Malicious Data.

D. Receiver (End User)

In this module, the receiver can receive the data file from the router. Service provider will send data file to router and router will
send to particular receiver. The receivers receive the file by without changing the File Contents. Users may receive particular data
files within the network only.

E. Attacker

Attacker is one who is injecting malicious data to the corresponding node and also attacker will change the bandwidth of the
particular node. The attacker can inject fake bandwidth to the particular node. After attacking the nodes, bandwidth will changed in
a router.

V. ALGORITHMS
Design of IDDR Algorithm Procedure of IDDR Consider a WSN with different high-integrity or delay-sensitive applications. Let ¢
be the identifier of different applications. In summary, the main procedure of the IDDR algorithm at node i work as follows: 1. if the
queue at node i is not empty, then adcb ¥4 a p packet weight of p Oxff is computed for packet p at the head of the queue. 2. Let Wi;
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bathY4 f8QIidth p adch DidtbbdQbAtb b adch Db dthbg. Select the next hop b%: argmaxb2Vidtk; Qjotb6Y21Wi; bathb. 3. Node i send
packet p to node b. Go to (1). 3.4.2 Construction of Depth Potential Field The depth potential field is important because it provides
the basic routing function. It is constructed based on the depth value of each node. At the beginning, the depth values of all the
nodes are initialized to Oxff, except that the default depth of the sink is 0. The sink first sends a depth update message, the nodes one
hop away from the sink obtain their own depth by adding 1 to the depth value in the update message and then send new update
messages with their own depth values. Similarly, all the other nodes can obtain their own depth by receiving update messages from
their neighbors who already know the depth value. Multiple sinks may exist in large scale WSNs. According to the procedure of the
depth potential field construction, these sinks will periodically broadcast their update messages of depth. The nodes receive these
update messages, compare the different depth values from different sinks, and then choose the nearest sink as its destination.

If the smallest depth value is not unique, the node can choose one of them randomly. Actually, when multiple sinks exist in a large
scale WSN, IDDR will naturally partition the whole networks into sub regions managed by different sinks. Therefore, IDDR can
work in large scale WSNs with multiple sinks. 3.4.3 Signaling. Each node requires the depth and queue length of its neighbors to
make forwarding decisions. How often to update the depth and queue length between neighbors is quite important since too small
period leads to much overhead while too large period leads to imprecise information.

IDDR defines a Maximum Update Interval (MUI) and a Least Update Interval (LUI) between two successive update messages. MUI
is always larger than LUI. The update messages should be sent between a LUI and a MUI at least once. If no message is received
from a neighbor during two MUIs intervals, this neighbor will be considered dead, and IDDR will recalculate the depth and other
related values. An update message will be sent. The Slope of the potential field. The solid line represents the longitudinal section of
depth potential field; the solid dots on the horizontal axis are nodes; the short vertical bars over the dots denote the normalized
queue length of these nodes.

When any one of the following events occurs: (1) MUI timer expires. If the elapsed time since sending the last update message
exceeds the MUI, a new update message will be sent immediately no matter whether the depth or queue length has changed. (2)
Queue length variation exceeds a certain threshold. If the queue length of a node has varied 10 percent compared with that in the last
successful update message and the elapsed time exceeds the LUI since the last update message. (3) Depth changes. If the depth of a
node has changed, and the elapsed time exceeds the LUI since the last successful update message.
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In a under-utilized WSN, the queue length is very small,
the hybrid potential field is governed by the depth poten-
tial field. IDDR performs like the shortest path algorithm,
that is, a node always chooses one neighbor with lower
depth as its next hop. However, in a over-utilized WSN,
the shortest paths are likely be full of packets. Therefore,
new coming packets will be driven out of the shortest
paths to find other available resource. If a node knows the
queue length information of its neighbors, it can forward
packets to the underloaded neighbors to stand against pos-
sible dropping. The following two propositions explain
how IDDR reaches this goal.

Proposition 1. Denote the depth of node v as d. Let S denote the
neighbors of node v with the same depth, that is, S =
{z|D.(t) =d.z € Q,(t)} and L denote the neighbors of node
v with smaller depth, that is, L ={z|D.(t)=d—-1,z €
Q.(t)}. Let I € L be the node with the minimal queue length in
L. If node s € S has the minimum queue length in S and satis-
fies that Q(t) < Qi(t) — «, then node v will choose node s
rather than node | as the next hop at time t.

Proof. If node v does not choose node [ as its parent, it will
not choose any other nodes in L since node [ has the min-
imal queue length and all the nodes in L have the same
depth. The potential values atnodes, v, l and s, are:

V() = ad + Qu(2), (5)
Vim(t) = a(d— 1) + Qi(t), (6)
V'(t) = ad + Qs(1). (7)

We can derive the force values at node » as follows:

F" (1) = o+ (Qu(t) — Qi(t)), ()

F2 (1) = (Qu(t) — Q1)) 9)
On the other hand, we can rewrite (), (f) < @Q)(f) —a as

(Qu(t) — Qs(1)) > a + (Qu(t) — Qi(t)). (10)

Hence, we can readily have F" (t) > F",(t).
According to the potential field model, node v will
choose s as its next hop rather than /, which means that
the packets from node © will be forwarded to the neigh-
bors at the same depth since they have more available
buffer space to cache packets. o

VI. RESULT
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VII. CONCLUSION

In this paper, a dynamic multipath routing algorithm IDDR is proposed based on the concept of potential in physics to satisfy the
two different QoS requirements, high data fidelity and low end-to-end delay, over the same WSN simultaneously. The IDDR
algorithm is proved stable using the Lyapunov drift theory. Moreover, the experiment results on a small test bed and the simulation
results on TOSSIM demonstrate that IDDR can significantly improve the throughput of the high-integrity applications and decrease
the end-to-end delay of delay sensitive applications through scattering different packets from different applications spatially and
temporally. IDDR can also provide good scalability because only local information is required, which simplifies the
implementation. In addition, IDDR has acceptable communication overhead.
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