
 

4 VIII August 2016



www.ijraset.com                                                                                                                Volume 4 Issue VIII, August 2016 
IC Value: 13.98                                                                                                                 ISSN: 2321-9653 

International Journal for Research in Applied Science & Engineering 
Technology (IJRASET) 

©IJRASET: All Rights are Reserved 
498 

Preventing Private Information Inference Attacks 
on Online Social Networks 

Ramya R 
Department of Computer Science and Engineering, Bannari Amman Institute of Technology 

Abstract— On-line social networks like Facebook are increasingly utilized by many people. These networks allow users to 
publish their own details and enable them to contact their friends. Some of the information revealed inside these networks is 
private. But it is possible that corporations could use learning algorithms on released data to predict undisclosed private 
information. In this work, ways to launch inference attacks are explored using released social networking data to predict 
unrevealed private information about personalities. Then three possible sanitization techniques that could be used in various 
situations are devised.The effectiveness of these techniques are evaluated by implementing them on a dataset. 
Keywords— Social network analysis, data mining, social network privacy 

I. INTRODUCTION 
A. An Overview of Social Networks  
Social networking websites are virtual communities that encourage and foster interaction among associates of a group by permitting 
them to post personal data, connect with other users and link their personal profiles to others' profiles. In most cases, membership in 
a web community is attained by registering as a user of that website. Regularly visiting and interacting with people who use that 
website makes one's network solider. Though many social networking websites are release to anyone, some are open only to people 
in a certain age group, or who belong to a specific real world occupation. Social networking websites members communicate by 
posting weblogs, messages, video and music streams and chatting. Frequently members of social networking sites link smaller 
communities within their network. Social networking websites allow members to endorse themselves and their comforts by posting 
individual profiles that contain enough information for others to determine if they are involved in associating with that person. 
Opponents of social networking claim that it contributes to graspingbehavior and can be used to outbreak privacy. Meanwhile many 
people are free with the information they post concerning themselves, those websites are frequently used to investigate a person's 
character and social habits.  

B. Privacy in Social Networks 
With the proliferation of online social networks, there has been growing concern about the confidentiality of individuals 
participating in them. While disclosing information on the web is anintentional activity on the part of the users. Users often unaware 
of who is able to access their data and how their data can potentially be used. Data privacy is defined as "freedom from unauthorized 
intrusion". However, what creates an unauthorized interruption in social networks is an open question. Because privacy in social 
networks is a young field, the main aim is to identify the space of problems in this emerging area rather than proposing solutions, 
but many of these problems have not yet been addressed. One of the contributions is in cataloging the different types of privacy 
disclosures in social networks. Two scenarios are focused for privacy in social networks: privacy breaches and data anonymization. 
In the first scenario, an adversary is interested in learning the private information of an individual using publicly accessible social 
network information, possibly anonymized. Next, a data provider would like to release a social network dataset to researchers but 
protect the privacy of its users. For this purpose, the data provider needs to provide a privacy mechanism; no such researchers can 
access the (possibly perturbed) data in a manner which does not cooperate users' confidentiality. A general assumption in the data 
anonymization literature is that the data is described by a single table with characteristic information for all of the entries. However, 
social network data can exhibit rich dependency between entities which can be demoralized for teaming the private attributes of 
users, and the consequences of this possibility are explored. The different types of privacy breaches: private in-formation that can 
leak from a social network. The types of queries for each type of disclosure, and ways to measure the extent to which a disclosure 
has occurred in an online or anonymized social network are defined. These definitions are abstracted, from the types of privacy 
breaches that have been considered in data anonymization. The definitions can be applied both in the anonymization state and in the 
situation of an intrusion in an online social network. Pointers are provided to work which study these privacy breaches in the 
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background of anonymization. Privacy definitions and privacy mechanisms for publishing social network data are presented.  

C. Private Information Leakage 
Social network services (SNS) represent one of the most important applications of the Internet in recent years, with some SNSs 
hosting millions of profiles, for example, Myspace, Facebook, Flickr, and Yahoo! 360. These services provide a virtual playground 
for participants to meet new friends, uphold contact with friends, and share resources with others over the Internet. To let others 
know about themselves, users usually bring out personal information online, such as their appearance, nationality, school attendance 
records, work experience, and hobby. This information not only lets people know more about a person, but also enables others to 
discover the user through web searches. Thus, users are normally encouraged to disclose personal information in order to receive 
higher exposure in the community. 

D. Data In Online Social Networks (Osn) 
OSNs operate on two types of userrelated data: 

1) Profiles: A profile is joined to a user and is their depiction to the outside world. Usually this is a self-description or the 
description of an alter-ego (pseudonym, avatar). 

2) Connections: A connection exists between two users and can be of several types, like friend, coworker, fan, etc. A set of 
connections can be represented by a graph. 

3) Messages: Messages are the broadest intellect of the word. Some piece of data that is exchanged between a user and another 
user or a group of user is a message. This may enclose multi-media. That is the basis for additional OSN functionalities. 
Interaction between users has been recognized as a rich source of information on the underlying social network, even more so 
than friendship graphs. 

4) Multi-media: Pieces of information that can be sent between users, but may also be uploaded to private or public data. 
Examples are blog entries (text), photos (pictures), music or voice recordings (audio) and movie clips (video). 

5) Tags: A tag can be defined as a keyword (meta-data) attached to content, by a user. In Facebook terminology, ’tagging’ refers 
to the specific case where a client identifies the people portray in a photo and tags the photo with their names, thus explicitly 
linking these people to the picture. 

6) Preferences: Many OSNs provide their users with some type of matching or recommendation functionality for each content or 
peers. Frequently, users explicitly specify preferences, which may or may not be publicly visible. At times, preferences are 
derived implicitly from user behavior. 

7) Groups: It is nothing but a collection of users. Usually groups also share some resource, attributes or privileges, for example: a 
collaborative document, common preferences or backgrounds, or access to a common space. 

8) Behavioral information: Browsing history and actions undertaken by the user while performing tasks within the OSN. Data 
such as preferences, friendships or even implicit data such as physical location can be inferred from it. Behavioral information 
is also found in traditional websites, although behavior there is not related to navigating a social network. 

9) Login credentials: Most OSNs require, or allow, the user to login to make use of the service. This login data is contained in the 
login credentials. This is something that can also be found in traditional websites. 
 

II. EXISTING SYSTEM 
A. Methodology 
In existing system, privacy concerns of individuals in a social network can be classified into two parts: privacy after information 
release, and private information leakage. Instances of privacy after data release involve the recognition of specific individuals in a 
data set subsequent to its release to the general public or to pay customers for a specific usage. Possibly the most illustrative 
example of this type of privacy breach is the AOL search data scandal. Private information leakage, conversely, is related to details 
about an individual that are not explicitly stated, but are inferred through other details released and relationships to individuals who 
may express that detail. Using this publicly available information regarding a general group membership, it is easily guessable what 
affiliation is. 

B. Disadvantages of Existing System 
1) The condition connected with personal information seepage could be a crucial problem in some instances. 
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2) Guessing an individual’s private information perspective and also one more private aspect might appear including connected 
with no problem, but also in many cases, it may well develop unfavorable effects. 

III. PROPOSED SYSTEM 
A. Methodology 
This system targets the issue involving information loss for individuals because a direct result of his or her steps to be a part of an 
online social network. Consider the following: Assume Facebook wishes release a data for you to electronic arts disciplines because 
of their used in advertising video game titles for you to interested men and women. However, as soon as electronic arts disciplines 
have this kind of data, they want to recognize the politics affiliation involving people of their data pertaining to lobbying initiatives. 
Since they won't simply make use of the names of these individuals who clearly record his or her affiliation, nevertheless also 
through inference could establish the affiliation involving various other people of their data, this could naturally become a privacy 
infringement involving invisible information. Most of us explore what sort of online social network data may very well be used to 
foresee many particular person private aspect a individual is just not prepared to expose (e.g., politics or maybe faith based 
affiliation, lovemaking orientation) and explore the result involving possible data sanitization methods on blocking such information 
loss, whilst enabling the individual from the sanitized data to try and do inference on no private information. Inside this work on the 
effectiveness of our own specifics, back links, as well as regular classifiers as well as verify his or her efficiency soon after doing 
away with many facts from the graph. 

B. Advantages of Proposed System 
1) By the proposed system, it is probably infeasible in maintaining the use of social networks. However, by removing only details, 

we accuracy of local classifiers can be reduced, which give us the maximum accuracy that is able to achieve through any 
combination of classifiers. 

2) Algorithm "Details only" used to predict political affiliation and ignores links of friendship. 
3) Algorithm "Links Only” is used to predict political affiliation using friendship links and does not consider the details of a 

person. 
4) The details of two nodes are compared to find a similarity. As we remove details from the network, the set of “similar” nodes to 

any given node will also change. This can account for the decrease in accuracy of the links classifier. 
5) By Using Naive Bayes as our learning algorithm allowed us to easily scale our implementation to the large size and diversity of 

the Facebook data set. Also it has the added advantage of allowing simple selection techniques to take away detail and link 
information when demanding to hide the class of a network node. 

Fig.1.0 gives the architecture of the proposed system. 

 
Fig 1.0 Architecture of the proposed system 
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C. Construction of OSN Application 
Facebook can be used as the running example in the discussion since it is currently the most admired and representative social 
network provider. In the meantime, the discussion could be easily extended to other on hand social network platforms. To provide 
significant and striking services, these social applications consume user profile attributes like name, birthday, activities, interests, 
and so on. To build matters more complicated, social applications on OSN platforms can also use the profile attributes of a user’s 
friends.  
 In this case, users can select meticulous pieces of profile attributes they are willing to share with the applications when their friends 
use the applications. In the same time, the users who are using the applications may also want to control what details of their friends 
is accessible to the applications as it is possible for the applications to infer their personal profile attributes through their friends’ 
profile attribute. This means that when an application accesses the profile attributes of a user’s friend, both the abuser and her friend 
want to gain control over the profile attributes. If the application considered is an access or, the user is a disseminator and the user’s 
friend is the owner of shared profile attributes, demonstrates a profile sharing pattern where a disseminator can share others’ profile 
attributes to an access.  
 
D. Creation of Access Control Mechanism for Social Network Application 
An organizer can also perform endorsement analysis by advanced queries. Both over and under sharing can be examined by using 
such an analysis service in M Controller both the proprietor and the disseminator can specify access control policies to limit the 
distribution of profile attributes. OSN users can post status and notes, upload photos and videos in their own spaces, tag others to 
their own contents, and share the contents with their friends. Additionally, users can also post stuffing in their friends’ spaces. The 
shared contents may be connected with multiple users.  
All the access control policies defined by associated users should be forced to regulate access of the content in disseminator’s space. 
For a additional complicated case, the dispersed content may be further re-disseminated by disseminator’s friends, where effectual 
access control mechanisms should be useful in each process to control sharing behaviors.  
The fortification of user data, current OSNs ultimately need users to be system and policy admin for managing their data, where 
users can limit data sharing to a specific set of trusted users. OSNs often use user relationship and group membership to discriminate 
between trusted and entrusted users. 
1) User Access for Social Network Application: At the similar time, the users who are using the applications may also want to 

manage what information of their friends is accessible to the applications as it is possible for the applications to realize their 
private profile attributes with the help of their friends’ profile attributes. This means that when an appliance accesses the profile 
attributes of a user’s friend, both the user and her friend desire to gain control over the profile attributes. 

If the application is considered an access or, the user is a disseminator and the user’s friend is the proprietor of public profile 
attributes in this scenario, demonstrates a profile allocation pattern where a disseminator can share others’ profile. Both the 
proprietor and the disseminator can specify admission control policies to limit the sharing of profile attributes. All of them may 
specify admission control policies to control over can see this photo. This depicts a content sharing pattern where the owner of data 
shares the content with other OSN members, and the content has multiple state holders who may also wish to involve in the power 
of content sharing. 
All access control policies defined by associated users should be imposed to regulate access of the content in disseminator’s space. 
For a complicated case, the disseminated content may further be re-disseminated by disseminator’s friends, where successful access 
control mechanisms should be applied in each procedure to control sharing behaviors. Particularly, regardless of how many ladders 
the content has been re-disseminated, the original access control policies should be always forced to protect additional dissemination 
of the content. 
2) Construction of Sharing Patterns in Social NetworksData sharing patterns with respect to multiparty authorization in OSNs are 

also identified. Online social networks are intrinsically designed to enable people to share personal and open information and 
make social connections with friends, coworkers, family and yet with strangers. In recent years, unprecedented growth has been 
observed in the application of OSNs. To defend user data, access control has become a central feature of OSNs to provide 
significant and gorgeous services, these social applications use user profile attributes. To make things more complicated, social 
applications on current OSN platforms can also consume the profile attributes of a user’s friends. In this situation, users can 
select particular pieces of profile attributes they are eager to share with the applications when their friends employ the 
applications. Same time, the users who are using the applications may also want to manage what data of their friends is 
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accessible to the applications as it is possible for the applications to conclude their private profile attributes through their 
friends’ profile attributes. 

E. Analysis of User’s Private Information 
On hand Privacy Preservation Techniques like k-anonymity, l-diversity, are defined for relational data only. They supply syntactical 
guarantee and don't try to defend against implication attacks directly. K-anonymity tries to make sure that an entity cannot be 
identified from the data but does not believe inference attacks that can be launched to infer private information. Discrepancy privacy 
preservation technique provides charming theoretical guarantees. Basically, it guarantees that the results of a differential non-public 
rule is incredibly similar with or while not the info of any single user.  
To honor a privacy definition in the context, two issues with respect to an inference attack are discussed. First, various perceptive of 
the potential prior information the adversary can use to launch an inference attack. Second, the probable success of inference attack 
given the adversary’s background data has to be analyzed. It is impossible to provide “complete” privacy guarantees with respect to 
all backdrop knowledge. To deal with the second issue, the performance of the best classifier must be predictable that can be built 
by using the released social network data and the adversary’s backdrop knowledge. 

F. Preventing Inference Attacks on Privacy using Data Sanitation Algorithm 
To combat inference attacks on privacy anonymization details must be provided for social networks. By doing this the value of an 
acceptable threshold value may be reduced that matches the desired utility/privacy tradeoff for a release of data. A detail Data 
Sanitation Hierarchy (DSH) is an anonymization technique that generates a hierarchical ordering of the details uttered within a 
known category. The resulting hierarchy is structured as a tree, but the Data Sanitation scheme guarantees that all values used will 
be an ancestor, and thus at a maximum may be only as specific as the detail the user initially defined. The DSH can be obtained by 
referring to a domain authority that specializes in categorizing the specific detail value. Further details regarding which do not easily 
allow them to be placed in a hierarchy are provided. Instead, Detail Value Decomposition (DVD) is performed on these details. 
DVD is a process by which an attribute is separated into a sequence of representative tags. These tags do not necessarily reassemble 
into a unique match to the original attribute. In Data Sanitation process's each step, each detail type is sanitized by one level by 
determining which attributes can be further generalized without complete removal and keep a list of the accuracy of this Data 
Sanitation.  At the end of each round the individual detail type is stored that provides the greatest privacy savings. When the 
changed record, meets the chosen privacy requirement, then it is ready for release. 
 

IV. CONCLUSION 
Several problems related to the private information leakage in online social networks have been addressed. User details alone cannot 
give better predictability. So friendship links can also be added to give better prediction. Collective inference result does not get 
better on using a simple local classification method. But the combination of results from collective inference implication along with 
the individual results can reduce classifier accuracy in a greater amount by removing details and friendship links. Then sanitization 
technique can be used in various situations to remove sensitive information. Collective inference can be used to find sensitive 
attributes. The effectiveness of private information inference attacks can be reduced by using the proposed sanitization methods. 
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