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Abstract: In this paper, a modified version of Zhang’s reversible data hiding technique in encrypted image is proposed. In the
original method, average value of neighboring pixels is used for block smoothness calculation which fails to give good
performance. In proposed work, an enhanced function for measuring smoothness is adopted to reduce the bit error rate. The
simulation results show that the performance of proposed method outperforms Zhang’s work. For Instance, when block size is
8x8, bit error rate of Lena image in Zhang’s method is 1.21% whereas in proposed scheme it reduces to 0.85%. Therefore, by
using proposed system more information can be sent without any error.
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I. INTRODUCTION
The internet has become user friendly with the introduction of web browser in 1993 and people can download pictures, movies,
videos very easily through the internet. However, the content owner finds a high risk of piracy because of it. Pirates can easily
record and distribute copyright protected material without appropriate compensation being paid to the actual copyright owners.
Thus, content owners are eagerly seeking technologies that promise to protect their rights. Encryption and data hiding has the
potential to fulfil this need. These are two effective means of privacy protection and secret communication.
Data hiding is a process of hiding information into cover media like image, audio, video, text and picture. Reversible data hiding
means that information bits are first embedded into the host media by modifying them and then the exact restoration of the original
host media is possible after the extraction of hidden information without any distortion. In recent years, several reversible data
hiding methods have been introduced. Tian et al. [1] propose a reversible data hiding method based on the difference expansion
technique where data hiding is done in the difference of bits. A lossless compression technique is exploited to create extra spaces
for carrying additional data in [2]. Ni et al. [3] utilize the minimum and maximum point of the image histogram and embed the data
by shifting the histogram. An additive interpolation  error expansion technique is adopted in [4] which provide very small
falsification and comparatively high capability. Moreover, to improve the performance, different schemes have been proposed into
the typical reversible data hiding approaches in [5]-[7].
Usually, data hiding is used for secret communication. In some applications, the embedded carriers are further encrypted to prevent
the carrier from being analyzed to expose the existence of the embedment [8]-[10]. In many fields, like legal, medical and military
encrypting the image before data hiding and recovering the exact original image after data extraction are two desirable properties.
In this case, the host image is encrypted by the content owner before passing it to the data hider for data embedding. The receiver
side can extract the hidden information and recover the original host image without any loss or distortion. For example, in [11]-[13]
the host image is encrypted before data embedding is actually performed.
In [11], the original host image is first encrypted by using an encryption key. Then the encrypted image is divided into
nonoverlapping blocks of same size. After that, by adopting bit flip mechanism one bit of information is embedded in each block.
The data extraction and image restoration is performed by examining the smoothness of each block using 1. Nevertheless, in
Zhang’s system average value of neighbor
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This work proposes a modified reversible data hiding scheme for encrypted image, which is consists of encryption of image,
data hiding and data extraction and image restoration. The original host image is completely encrypted by using an encryption key
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before sending it to the data hider. Then, the information bits are concealed by modifying a small portion of encrypted data. Finally,
at receiver side, the hidden bits are successfully extracted and the original host image is exactly restored without any distortion by
means of spatial correlation in natural image. For smoothness calculation, the actual value of neighboring pixel is used instead of
average value to reduce the bit error rate. For this reason, the accuracy of the data extraction is further increased.

The rest of this paper is organized as follows. The proposed method is described in Section Il. Then, the experimental results
are discussed in section I11. Finally, Section IV concludes the paper.

Il. PROPOSED METHOD
The proposed method is divided into three segments as shown in fig.1. First part is encryption of image, second one is data
hiding and the last part is data extraction and image restoration.

A. Encryption of Image

The Symmetric key cryptography is used for the encryption process. The host image is encrypted by an encryption key using
a standard stream cipher. It is assumed that, H is an uncompressed host image of size MxN in which every pixel is
represented by 8 bits. Hi,j is pixel gray value at position (i, j) and Hi,j,k denotes 8 bit binary digits of each pixel where k=
[0,7].The relation between bit in a pixel and pixel gray value is denoted by

Hij :[%]mﬂdz,{]ikgj 2)
Hf,.i" = ZH:':J::;;.EIE (3)
k=0

And

To encrypt the original image a random sequence, Kij,k is generated according to the encryption key. Then a bitwise
exclusive or (XOR) of H and K is performed using the following equation
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Figure 1. Block diagram of proposed method.

1227

©IJRASET: All Rights are Reserved



www.ijraset.com Volume 5 Issue VI, June 2017

IC Value: 45.98 ISSN: 2321-9653
International Journal for Research in Applied Science & Engineering
Technology (IJRASET)
B. Data Hiding

As the image is encrypted, the data hider will not know anything about the host image but still he can insert data in the
encrypted image, H' according to following process. Firstly, the encrypted image is divided into a number of no overlapping
blocks of size sxs. Each block will contain one bit of information. Then, according to the data hiding key, the pixels of each
block is divided into two sets AQ and A1 pseudo randomly. The probability that a pixel belongs to one of two setsis uniformly
distributed.If bit to be inserted is ‘0’ then three least significant bits (LSB) of each pixel in set, A0 are flipped i.e.

H},, =H, 5)

ik

Here, (i, j) belongs to set, AQ and 0< £ <2. Pixels in set A1 remain unchanged.
On the other hand, if bit to be inserted is ‘1’ then three least significant bits (LSB) of each pixel in set, A1 are flipped i.e.

H :'T__r':k =H :,J',k (6)

Here, (i, j) belongs to set A1 and 0< k£ <2. Pixels in set AQ are not changed.

The five most significant bits (MSB) of each pixel in both sets remain same only the three LSB are changed. Then the
encrypted image containing information bits, H" is sent to the receiver.

C. Data Extraction and Image Restoration
After receiving the embedded encrypted image, H" a receiver first decrypts the image. By using the encryption key, the
image is decrypted by applying bitwise exclusive or (XOR) of received data and random sequence K.

Di:j:k =H::J',k (—Bﬁ:i:j:k (Tj

The first five most significant bits (MSB) of the decrypted image are identical to the original image.

Then, the decrypted image is partitioned into non overlapping blocks of size sxs. According to the data hiding key, the pixels
of each block are divided into two sets AQ and A1 pseudo randomly in the same way as before. For each decrypted block, two
new blocks BQ and B1 are obtained. In BQ all the three LSB of each pixel in AQ are flipped and in B1 all the three LSB of
pixels in A1 are flipped. Either BQ or B1 is the original block and another one is seriously fluctuated block because of three
LSB flip.

determine which one is original block, smoothness of BQ and B1 are calculated according to the following equations,
respectively.

s(11 sl
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Smoothness of the original block is generally lower than that of the seriously fluctuated one due to the spatial correlation in
natural image. Hence, by comparing fB0 and fB1 data extraction and image restoration can be performed. If fB0 < fB1, then
B0 will be the original block and ‘0" will be the extracted hidden bit. Otherwise, B1 will be the original block and *1” will be

the extracted hidden bit. Eventually, extracted hidden bits are concatenated to get the information and restored blocks are
collected to make the host image.

1228

©IJRASET: All Rights are Reserved



www.ijraset.com Volume 5 Issue VI, June 2017
IC Value: 45.98 ISSN: 2321-9653

International Journal for Research in Applied Science & Engineering
Technology (IJRASET)

111. EXPERIMENTAL RESULTS
In our simulation, we have used three gray level images such as Lena, Baboon and Sailboat of size 512x512, as host images,
as shown in fig.2. These images can be obtained from USC-SIPI image database [14]
As shown in fig. 3(a) host image, Lena was encrypted to generate the encrypted version of it as presented in fig. 3(b). Then,
we embedded 1024 bits into the encrypted image by using each block of size 16x16 as given in fig.3(c).After that, the image
was decrypted as represented in fig. 3(d). Finally, the hidden information bits were successfully extracted and the original
image was perfectly restored from the decrypted image.
Fig.4. represents the bit error rate (%) with respect to block size, s. The error rate is the ratio of unrecovered bits to the total
number of bits. According to this fig. bit error rate (%) and block size are inversely proportional. When the block size
decreases bit error rate increases and the error rate declines as the block size rises. However, with the increment of block size
embedding capacity also decreases as we insert one bit in each block. Moreover, BER performance of Lena is better than
that of baboon and sailboat images since spatial correlation of Lena image is stronger than that of others. That means error
rate in data hiding system increases because of weak spatial correlation too.

@ (b) ©

Figure 3. (a) Original Lena, (b) encrypted Lena, (c) encrypted Lena containing information bits, and (d) decrypted Lena
containing information bits.
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Fig.5 depicts that proposed method presents lower bit error rates than that of Zhang’s system [11] for all three images. For
Lena image, as shown in fig. 5(a) when block size is 8x8, the error rate of proposed scheme is 0.85% whereasthe error rate of
Zhang’s work [11] is 1.21% which is around 1.5 times higher than that of proposed system. According to this fig., by using
proposed scheme we can embed at least 1296 (s=14) bits without any error but in case of Zhang’s method [11] only 1024
(s=16) bits can be embedded error freely. So, not only in terms of error rate but also in terms of payload proposed method is
better than Zhang’s one [11]. For the complex image, such as Baboon, the proposed work outperforms the Zhang’s work as
well. Moreover, for the sailboat image, as shown in fig 5(c), at s=8 the error rate of proposed scheme is 3.3% whereas the
error rate of Zhang’s method [11] is 6.5 which is approximately 2 times less than that of [11] . Because for smoothness
calculation of each block, in proposed method the actual value of neighboring pixels is exploited instead of average value.
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—— Sail boat
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Figure 4. Bit Error rate (%) with respect to block size, s.
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Figure 5. The error rate comparison with Zhang’s method for (a) Lena, 5(c)

IV. CONCLUSION

This paper proposes a modified data extraction and image restoration technique based on Zhang’s method. A better scheme for
calculating smoothness of block is used to reduce the bit error rate of extracted data. To measure smoothness, we have used
the real value of adjacent pixels instead of mean value of them. The simulation results demonstrate that the proposed method
effectively develops Zhang’s work. Moreover, by using proposed system more payloads can be embedded without any error.
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