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Abstract:  Internet of Things is the integration of physical world with virtual world of internet, comprising of number of smart 
devices that are interconnected and are able to communicate with each other with the help of an IoT protocol. However, 
managing large number of devices securely in IoT is an emerging challenge, specially the sensor devices. In future IoT, the 
integration of WSN with computer network is obvious, which necessitate the solution to the secure management of those sensor 
devices. Most important is the security of sensor data, which the sensor devices transfer to the requested client via server. To 
tackle the data security issue of such IoT applications, the token generation process can be used in combination with the 
lightweight cryptographic techniques. This provides limited access to the client to obtain a resource with the permission of a 
resource owner. By using token generation process the proposed system works more efficiently considering data security 
features. 
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I. INTRODUCTION 
The term “IoT” is recently become popular [1] and is well known as a new communication media. The concept of IoT [1] varies 
from application to applications. In general IoT consists of the uniquely identifiable physical devices, which are connected via 
internet. The devices in IoT can either communicate with each other or can send data to the remote server [2] for further processing. 
A traditional WSN is a wireless sensor network of the sensor devices that can collect sensor data from the environment and send it 
to the base station for further processing over the data.  
WSN is now seen as a key component of the IoT environment yielding a distributed network of intelligent sensor devices. Recent 
WSN application include sensor nodes deployed in environments near to humans and focused on facilitating applications such as 
building automation, industrial automation etc. These sensor devices are resource limited in many aspects such as with limited 
storage and processing capabilities, limited energy in the form of battery which is energy prone, and are connected through low 
power lossy links, vulnerable radio conditions, no direct human interaction [3] etc. 
Interconnecting these sensor devices with low-cost wireless communication technologies, a new ecosystem with a large number of 
smart applications has been formed. With the technological development in IoT, number of standardization working group, such as 
IP smart object alliance (IPSO) [8] and Internet Engineering Task Force (IETF) [7], are formed based on the selection of technology 
and commercial markets. The IoT applications can be one of two types: non-Internet protocols (IP)-based and IP-based solutions [5] 
[7]. IPSO actively promotes IPv6-embedded devices for machine-to-machine (M2M) applications. Whereas IETF focuses on 
standardizing the communication protocols for resource constrained devices [7][8][9]. The future IoT applications could be IP-based. 
However, those applications will necessitate the deployment of large number of sensing devices which may arise many problems 
due to the complex nature of the system [7]. To manage such a large scale sensor networks require the standard IoT resource 
management solution. 

II. BACK GROUND 
Recently there is an increase use of wireless sensor devices in IoT applications, e.g. environmental monitoring, home automation etc. 
however the sensor devices are limited in resources and configuring and deploying them manually is not a good idea. Managing 
those sensor devices is a challenging issue of IoT. To address this issue many research work has been done. The solutions are 
basically based on the type of web service used. The web services (WS) technologies can be classified into Big WS and RESTful 
WS [13]. Both the architectural design styles are similar in principal level but they are differing in technological level. The Big-WS 
architectural design style has different web service technology stack, that include technologies such as SOAP, WSDL, WS-
Addressing, WS-Reliable Messaging, WS Security [11] etc. Big WS, or WS-*, provides interoperability features for both the 
Remote Procedure Call (RPC) and messaging integration styles. Whereas Representational State Transfer (REST) architectural 
design style is used to build the large-scale hypermedia applications. This RESTful WS approach supports a simple and flexible 
communication stack on top of some features to deploy on the constrained devices. Using RESTful approach on devices could not 
require any special application programming interface providing easy data access of the wireless sensor devices from the server. It 
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provides the special feature of abstracting all devices as the resources thus allows accessing those resources over the Internet with 
the help of some standard protocol.  
However, the literatures [11] [12] used the WS-* architectural design style, bring extensive overheads for resource constrained 
devices. And the solutions involving RESTful approach [14] [15] [16] need to use multi-protocol gateway, but translation of 
protocol includes converting the routing logics of particular protocol and their mechanisms which may in-turn increase the overhead 
on the constrained devices. The solution [17] also uses RESTful web service architectural design style with lightweight protocol, but 
it does not require the protocol translations and it thus reduces the overhead on resource constrained devices. The device 
management functions mapped with the CoAP methods are used to remotely manage the sensor devices. All such functions can 
share common resources on the same sensor device. In [17] made use of GET, PUT, POST and DELETE methods [10] of the CoAP 
protocol, thus making this solution a simple, efficient and promising one to drive the IoT development. Many other literatures have 
focused on introducing the new technology or protocol over the CoAP protocol so that it could provide a multi-protocol gateway 
that in-turn provides the common interface for all technologies. Various such integration oriented approach found in [18] [19]. Such 
approaches either tried to build management functionalities on top of CoAP or require supporting multiple protocols simultaneously. 
Building management functionalities as well as developing facility to support multiple protocols at a time in turn may bring extra 
complexity to the solution. Though the existing lightweight RESTful approach is simple to implement, it lack in other features such 
as it does not provide the security and privacy features, the solution cannot be used in the situation where the sensor devices need to 
manage at real time and where the sensor devices need to monitor dynamically. The different cryptographic techniques to assure 
security in IoT are discussed in [18] [19] and the detail of token generation process is found in [20]. In the proposed system AES 
and SHA3 cryptographic techniques are used in incorporation with the token generation process. 

III. SYSTEM ARCHITECTURE 
The system architecture of the proposed system is as shown in Fig. 1. In general the system consists of the set up of three laptops. 
Out of which one laptop generate the sensor data randomly and send that data to the IoT remote server, database in the encrypted 
form. 
The sensor data is taken from the sensor devices deployed on one computer system, the sensor data travel to the IoT remote server 
and MySQL database at which data is stored in encrypted form using AES and then client application is used to access that data. 
The admin accept the registration request from user and send specific user ID and password to the user. IoT server receives request 
and generate the public and private keys and send encrypted data to the user. 
User application is used to register to IoT server using login credentials provided by the admin; user can send request to access the 
sensor data to the server. 

 
Fig. 1 System Architecture 

A. Algorithms 
Algorithm: Advanced Encryption Standard (AES) 
1) Input: in[4 * Nb], word w[Nb * (Nr+1)]) 
2) Output: out[4 * Nb] 

begin 
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byte state[4,Nb] 
state = in 
AddRoundKey(state, w[0, Nb-1]) 
for round = 1 step 1 to Nr1 
SubBytes(state) 
ShiftRows(state) 
MixColumns(state) 
AddRoundKey(state, w[round * Nb, (round+1) * Nb-1]) 
end for 
SubBytes(state) 
ShiftRows(state) 
AddRoundKey(state, w[Nr * Nb, (Nr+1) * Nb-1]) 
out = state 
end 

IV. SYSTEM ANALYSIS 
System will be analyzed for IoT attack. As the sensor nodes are wireless connected with each other via the router, while transmitting 
sensor data from the sensor node to client a third party attack may happened to steal or alter the data. To prevent this attack the 
token generation process is used which will allow only the authorized client to access and analyzed the data. After first registration 
of the client the analysis task will be done at client application on behalf of the client, such as checking the data integrity and the 
time consumption in invoking the original data. 

 
A. Results 
In the proposed system the AES algorithm is used for encryption decryption purpose that can send the message securely in the 
network. For avoiding and reducing the IoT attack a token generation process of the authorization framework is used.  
For that SHA3 algorithm is used which generate the tokens and the tokens are sending to the client via email. 
The system is evaluated for the data security by considering the data integrity factor as shown in following graph. The Fig. 3 shows 
that the data sent by the client is reached 100 percent safe to the client while considering no IoT attacks. 

 
Fig. 3 Data Integrity 

The system is also evaluated for the time overhead for running the particular tasks, it is found that the time taken to send the data 
from sensor device to the client via the intermediate trusted server is not exceed more than 6s as shown in following graph. 
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Fig. 4 Time Overhead 

From the above results, the proposed approach can be applicable one in IoT scenario considering the use of sensor devices. 

V. CONCLUSIONS 
In the IoT scenario choosing the best authentication and authorization technique to be implemented in constrained network is 
challenging. The existing device management system could not provide the security features to ensure the safety of data. Data 
security for IoT sensor applications is proposed. This paper presents the use of token generation process to securely access the 
resources of IoTs. The main objective is to provide the data integrity and to ensure that only authorized user have access to data sent 
by the sensor devices. The experimental evaluation shows that the sensor data reached the destination client safely. It is also found 
that the time required decrypting that data at client side does not exceed 2 seconds.    

VI. FUTURE WORK 
The proposed approach can be improved for managing the devices’ resources dynamically at real time with the help of growing IoT 
protocols, and further the approach can made more lightweight using other lightweight cryptographic techniques by avoiding the 
attacks. 
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