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Abstract; Since the invention of the Internet, the exchange of digital content has become much easier. One can send and receive 
such large data files as a text, video, audio, image data or other in the blink of an eye. On the one hand, the Internet has turned 
the concept of global village into a reality, but on the other, it has brought the potential risk to digital data. The multimedia 
content available in the digital form can easily be copied, distributed and modified, which introduces the data ownership 
problem. Thus, ownership identification of the copyright of digital multimedia content becomes a pressing challenge. This issue 
can be solved by hiding the digital content flawlessly. So far, steganography and digital watermarking technologies have been 
the most guaranteeing methodologies to cope with the digital data security problems. In this study, a critical survey of 
steganography and digital watermarking techniques is provided comprehensively to help readers know about the up-to-the-
minute research on the information hiding. The mentioned information hiding techniques are compared and contrasted by 
several crucial aspects such as basic architecture and working principle, types and properties, potential applications and typical 
attack approaches. Furthermore, some possible areas, which are in need of additional research, are highlighted at the end of the 
paper. 
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I. INTRODUCTION 
Since the birth of technology, numerous breakthroughs have been blended in human history, which not only advanced a number of 
diverse fields but also revolutionized people’s lives [1], [2]. Modern technology has helped yield solutions to pressing societal 
challenges. The best example of this is the Internet, which has comforted human life and has transformed the world into a global 
village [3], [4]. With the help of the internet technology, a massive amount of information can be transferred from one place to 
another in less than a second. Moreover, it has helped discover the outer world in a better way [5]. Although the Internet is the 
enabling technology of our generation, it also has a dark side, which can adversely influence one’s confidentiality and security [6]. 
This weakness of the Internet technology allows cyber criminals to misuse the essential digital content by copying, distributing and 
modifying it without having the prior permission from the original owner of that digital content. As a result, anyone can easily claim 
the ownership of that data, and this ultimately causes a huge loss to the real possessor [7]. Information hiding is the ultimate solution 
to this pressing problem. With the help of information hiding, it is possible to ensure the security of the digital content efficiently. 
Although several ways and means of information hiding have been proposed so far, steganography and digital watermarking 
techniques have ascertained to be the most useful approaches to information hiding [8], [9]. 
Steganography and Digital Watermarking, being the subcategories of information hiding, are different from each other. 
Steganography is the technique of inserting a piece of confidential information into a digital content such as a text, video, audio, 
image data or other to conceal its very existence [10]. In contrast, digital watermarking is the technique of inserting a secret mark 
into a digital content to classify the ownership of the exclusive rights of that digital content [11]. Digital watermarking technology 
helps verify whether that digital content is genuine or not, or who are the users of that digital content. In steganography, the hidden 
confidential information is the most important part because it is that part which is to be conveyed from one place to another in a 
secret way. The digital carrier which carries that hidden piece of information is not of the essence in steganography. Contrastingly, 
in digital watermarking, the secret mark itself does not have any significance because its sole purpose is to provide the details about 
that digital content associated with it. Thus, the digital data is the most important part, and the secret mark is responsible for 
integrity verification of that digital content. Both confidential information and secret mark do not introduce any discernible 
alteration to the digital content [12]. Hence, it is very challenging for a human or machine to find out the hidden confidential 
information or secret mark into the digital content [13], [14]. 
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This study discusses the technologies of steganography and digital watermarking in a clearer and simpler way, which helps readers 
to have the know-how of the field of information hiding. It provides a detailed elucidation about the mentioned information hiding 
techniques by elaborating several important aspects such as the basic architecture and working principle, types and properties, 
potential applications and conventional attack approaches. Additionally, this review study provides some possible future 
recommendations at the end. 

II. DETAILED ELUCIDATION OF STEGANOGRAPHY AND DIGITAL WATERMARKING 
This section of the carried out review study elucidates the technologies of steganography digital watermarking in a detailed way by 
taking into account various important aspects given as: 

A. Steganography vs. Digital Watermarking: Basic Architecture and Working Principle 
Steganography and Digital Watermarking are the ascendant sub-disciplines of the field of information hiding. This section explains 
the basic architecture and working principle of these two information hiding technologies. 

1)  Architecture and Working Principle of Steganography:  Steganography is one of the unique techniques of information hiding, 
whose sole purpose is to conceal the very existence of a piece of confidential information hidden into a digital content of any type. With 
the help of steganography, the sensitive information can be sent from one place to another over an insecure channel, and it becomes 
very challenging for an unauthorized human or machine to locate and access that secret information. Thus, the technique of 
steganography helps improve the concealment in a great way. Fig. 1 shows the basic architecture of steganography. 

 
Fig. 1 The architecture of Steganography 

The technique of steganography involves several steps. First, with the help of a particular steganography encoding algorithm, the 
confidential information is inserted into a digital content such as a text, video, audio, image data or other. After the implementation 
of steganography encoding algorithm, the generated information comes in the concealed form. Secondly, the concealed information 
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is sent over an insecure channel. Finally, with the help of a particular steganography decoding algorithm, the confidential 
information is obtained successfully by using a secret key. 

2)  Architecture and Working Principle of Digital Watermarking:  Although the techniques of steganography and digital 
watermarking come under the umbrella of information hiding, the concept of digital watermarking is quite different. The primary aim of 
the art of digital watermarking is to classify the ownership of the exclusive rights of a digital content of any type, and this becomes 
attainable by inserting a secret mark into that digital content. Digital watermarking not only verifies the genuineness of digital content 
but also authenticates the integrity of that digital content. Fig. 2 shows the basic architecture of digital watermarking. 

 
Fig. 2 The architecture of Digital Watermarking 

The process of digital watermarking consists of two main building blocks. In the first building block, a particular digital 
watermarking encoding algorithm is used to insert the secret mark into a digital content such as a text, video, audio, image data or 
other. The digital watermarking encoding algorithm generates the watermarked information, which travels over an insecure channel. 
In the second and final building block, a particular digital watermarking decoding algorithm is implemented to obtain the secret 
mark hidden in the digital content. For ensuring the ultimate security, a secret key is applied to decode the hidden information. 

B. Steganography vs. Digital Watermarking: Types and Properties 
This section gives details about the different types and properties of steganography and digital watermarking. 

1)  Types and Properties of Steganography:  Steganography consists of two main types: Fragile Steganography and Robust 
Steganography [15]. Fig. 3 shows the types of steganography. 

 
Fig. 3 The types of Steganography 
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Fragile steganography is the art of concealing the very existence of a piece of confidential information hidden into a digital content 
of any kind by implementing a particular steganography algorithm. It is called as fragile because any alteration in the digital content 
quickly destroys the confidential information [16]. Although this type of steganography is simpler to apply, it is impractical to 
implement in a case where it is required to classify the ownership of the copyrights of the digital content. However, it is highly 
suitable to use fragile steganography when it is needed to ascertain the originality of the digital content [17]. 
contrast, robust steganography is the type of steganography in which it is very challenging to destroy the confidential information by 
introducing any alteration into the digital content [18]. In this kind of steganography, that particular part of the digital content serves 
as the hidden location of the confidential information where it is easier to detect any change introduced into the digital content [19], 
[20]. Because of its complex nature, it is relatively difficult to implement robust steganography. Robust steganography is highly 
suitable in a case where it is required to classify the ownership of the exclusive rights of the digital content. 
There are numerous properties of steganography such as indiscernibility, precision, robustness, and scope [21]. In a sound 
steganography technique, the confidential information has the characteristic of being invisible to a human or machine, so it is tough 
to locate and access the hidden sensitive information. A fundamental property of rigorous steganography method is that the hidden 
confidential information is accurate and vigorous enough to survive in a case when any change is introduced into the digital content. 
Furthermore, a fine steganography technique has a wider space to conceal the very existence of the confidential information [22]. 

2)  Types and Properties of Digital Watermarking:  Digital watermarking is generally classified into two main types: Robust Digital 
Watermarking and Fragile Digital Watermarking as shown in Fig. 4. 

 
Fig. 4 The types of Digital Watermarking 

Robust digital watermarking is the type of digital watermarking in which it is tough to destroy the secret mark by altering the 
watermarked information. In robust digital watermarking, it is still possible to decode and obtain the secret mark if the watermarked 
information has gone through any act of tampering [23]. The protocols of this type of digital watermarking are comparatively 
difficult to implement because of its robust nature. However, robust digital watermarking is a sound digital watermarking technique 
to classify the ownership of the copyrights of the digital content [24]. 
Unlike robust digital watermarking, fragile digital watermarking is the type of digital watermarking in which any modification of 
the watermarked information destroys the secret mark. Fragile digital watermarking is not used to verify the ownership of the 
copyrights of the digital content because the secret mark hidden in the digital content gets destroyed quickly [25]. However, this 
type of digital watermarking is highly useful in tampering detection and integrity verification of the watermarked information [26]. 
Digital watermarking possesses several important properties such as dependability, scope, robustness, and safety. In an effective 
digital watermarking technique, the secret mark does not introduce any change into the original digital content and does not degrade 
the original features of the digital content when gone through the procedure of digital watermarking [27]. In a sound digital 
watermarking technique, the secret mark is strong enough to survive in a case when any change is introduced into the watermarked 
information. An important property of a fine digital watermarking technique is that any unauthorized human or machine cannot 
locate and access the secret mark hidden in the digital content [28]. Additionally, in a good digital watermarking technology, there is 
a significant capacity to embed and hide the secret mark into the digital content. 
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C. Steganography vs. Digital Watermarking: Potential Applications 
This section gives details about the diverse potential applications of steganography and digital watermarking. 

1)  Potential Applications of Steganography:  The potential applications of steganography are given as: 
a) Steganography can help military personnel, non-specialists or others to establish communication in a discreet way 
b) The technique of steganography can be used in many key areas such as medical, space and commercial for concealing the 

very existence of the hidden confidential information 
c) It can help safeguard the digital content from being misused by an unauthorized human or machine 

2)  Potential Applications of Digital Watermarking:  The potential applications of digital watermarking are given as: 
a) Digital watermarking can contribute to classifying the ownership of the exclusive rights of the digital content 
b) It can be used to verify whether the watermarked information has gone through any act of tampering or not 
c) It can be used to observe the illegal transmission 
d) It can help prevent the misuse of the digital content by any unauthorized human or machine 
e) The technique of digital watermarking when utilized in the fingerprinting technology can contribute to recognizing the 

individual who purchased the digital content 
f) It can be used in many key areas such as medical, scientific, space and commercial for the protection of the confidential 

digital content 

D. Steganography vs. Digital Watermarking: Typical Attack Approaches 
The techniques of steganography and digital watermarking have certain imperfections, and cyber criminals take advantage of these 
shortcomings to launch numerous types of attacks and misuse the essential digital content. There are several types of attacks such as 
simple attack, cogency attack, interpretation attack, performance attack, and application attack [29]. 
In simple or basic attack type, cyber criminals launch attacks by getting benefit from the flaws present in the technique of 
embedding the confidential information or secret mark. In cogency attack type, attackers try to destroy or fade out the secret mark. 
Interpretation attack is a type of attack in which cyber criminals try to declassify the ownership of the copyrights of the digital 
content. In performance attack type, hackers try to bypass the secret mark detection by altering the digital content. Application 
attack is a type of attack in which attackers launch attacks by getting benefit from the shortcomings present in the application or 
implementation of software [30]. 

III. CONCLUSIONS AND FUTURE RESEARCH 
Steganography and Digital Watermarking are the promising approaches to information hiding. The technique of steganography 
helps conceal the very existence of the confidential information while on the other hand; digital watermarking technology helps 
classify the ownership of the copyrights of the essential digital content. This paper provided a critical survey of these two 
information hiding techniques and gave comprehensive information by explaining several crucial aspects such as basic architecture 
and working principle, types and properties, potential applications and typical attack approaches. 
Although steganography and digital watermarking have contributed a lot to secure the digital content, there are many areas which 
are in need of additional research. Current techniques of steganography and digital watermarking are not strong enough to survive 
cybercriminals’ attacks entirely, so there is a need to design and implement more practical and robust information hiding algorithms. 
Furthermore, contemporary techniques face various detectability and capacity related issues resulting in affecting the overall 
performance of the information hiding techniques. Thus, there is a need to design and implement algorithms which not only provide 
a wider capacity for the confidential information or secret mark to be embedded in the digital data but also remain undetectable 
entirely. 
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