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Abstract: wireless networking is one of the current attractive fields for researchers in current era.  The ad hoc network is a 
separable part of wireless networking which facilitate the users to perform communication among mobile terminals with limited 
bandwidth. But as these networks did not follow any physical topology for installation therefore the risk of security attacks an 
threats are higher in ad hoc networks. Various attacks such a eavesdropping, spoofing, denial of service are difficult to detect in 
wireless ad hoc networks.  So many researchers have been conducted in this field till now but most of them are not capable to 
achieve high level security of data plane in ad hoc wireless networks. A novel approach for securing data plane in AHNs has 
been developed under this study. The PRO-OLSR is a combination of fuzzy based system with OLSR routing protocol. The 
essential parameters like average delay, packet delivery ratio, direct trust and attack suspected ratio are used as an input 
membership function to fuzzy system. And on the Basis of the output of FIS the next hop for data delivery is elected. The 
simulation is done in MATLAB and results are generated to proves the proficiency of PRO-OLSR technique. 
Keywords:  Wireless Ad hoc Networks, Security, Trust Evaluation, OLSR, Fuzzy Inference System, Average Delay, Packet 
Delivery Ratio and Attack Suspected Ratio. 

I. INTRODUCTION 
Ad hoc networks are completely wireless networks which comprised of dynamic  nodes which are interconnected to each other to 
create a communication network [1]. These nodes are dynamic in nature because they have dynamic layout and these nodes also 
have the feature of limited bandwidth to transmit the data. An ad hoc network is a kind of decentralized network because it did not 
follow any physical layout or topology for its structure [2]. AHNs are wireless networks which supports the transmission of multi-
hop data packets. The ad hoc network is created by using various terminal nodes and these terminals are used to generate services to 
other terminals [3] because these terminal nodes also act as routers in the network. The advantages of ad hoc networks are that these 
networks are quite flexible , robust in nature and also support nodes mobility due to which all of the nodes in the network are 
dynamic [4].   MANETs and VANETs are most popular form of ad hoc communication networks. Following are some 
characteristics of ad hoc networks [5] 
A. All the nodes in the AHNs are mobile therefore it follows a dynamic topology for network installation.  
B. The operations in AHNs are energy constrained operations.  
C. All the terminals in the ad hoc network have some limited bandwidth for data transmission [6].  
D. AHNs are more prone to physical security threats such as eavesdropping, spoofing DOS attacks etc.   
Ad hoc networks have been attaining the attention of lots of researchers due to their feature of self-configuration and self-
maintenance [7].   
The advantages and applications of ad hoc networks are as follows: 
1) AHNs facilitate the users to have an access to the information and services of the network [8]. 
2) It did not stick to any specific geographical location.  
3) This network can be installed at anywhere and anytime.  
4) Applications of AHNs are [9] 
a) Military exercises make use of ad hic networks to securely transmit their confidential data.  
b)  Disaster relief operations are also makes use of wireless ad hoc networks.  
Most of the work focused on the concept of multi hop data delivery, network access and routing in AHNs [10]. But the issue 
security is also a primary concern because delivering the data securely over the network is one of the major goals of ad hoc 
networks [11]. The disadvantage of conventional work that had been done in this field to provide security to the data plane in the ad 
hoc network is that the main focus was on cryptography and encryption methods to secure the data which are quite old and weak 
methods of security as any person with the access of public or private key can easily decrypt the data and can misuse it or alter it 
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[12]. To solve this issue the concept of trust management comes to the existence but it also suffers from the problem of lack of vital 
parameters to maintain the confidentiality of data plane. In this work a novel approach for securing the data plane over the ad hic 
networks has been developed which utilizes the trust based security mechanism along with fuzzy inference system and OLSR 
protocol of data security [13]. In literature survey methods which are used worked on a less no of parameters. Due to the 
characteristics such as openness and dynamic topology, ad-hoc networks suffer from various attacks in the data plane [14]. Even 
worse, some attacks can subvert or bypass the frequently used identity-based security mechanism .In this paper Fuzzy logic is used 
with multi-parameters to overcome these problems. 

II. WORK DONE   
As security in ad hoc is one of the major factors that is considered while the data is sent in the Ad hoc network[15]. In literature 
many researchers have considered security issues.  But  the number of parameters that was considered was quite less and insufficient 
for achieving the high security[16].  So there is a need to propose a new algorithm that will consider sufficient and reliable list of 
parameters for more security purpose. So a new approach is to be proposed that will increase the number of parameters along with 
the fuzzy system. The parameters that will  used in  are-Packet delivery ratio, Average delay, Direct trust and Attack suspected 
ratio(ASR=RSS/distance). 
 
A.  Packet Delivery Ratio 
PDR is measurement of number of data packets that has been delivered to the destination node. It is the amount packets that are left 
when number of dropped packets is excluded from total number of transferred packets[17].It can be evaluated by using the 
following equation: 

ܴܦܲ =
ܰ

௖௨௥௥ݍ݁ݏ − ௣௥௘௩ݍ݁ݏ
                 (1) 

In equation (1) ݍ݁ݏ௖௨௥௥ depicts to that packets that has been acknowledged currently and ݍ݁ݏ௣௥௘௩ refers to the previously 
acknowledged packets. And N represents the total number of transferred packets to the destination.   
 
B.  Average Delay 
Average delay is the amount of time that is taken to deliver the data packets from source node to destination node[18]. It is 
calculated as below: 

ܦܣ =
∑ ௌೌ೎ೖݐ
௠
௝ୀଵ − ቀ݀ݐே − ௡ೕቁ݀ݐ − ௛ೕݏݐ

௠௔௫ܦܣ.݉
       (2) 

Here in above equation  
௠௔௫ܦܣ  Depicts the value of maximum acceptable delay. 
 
C.  Direct Trust  
Trust management is a scheme that secures the data plane and initialized by evaluating trust factors. Trust can be of two types i.e. 
direct trust and indirect trust[19]. In this proposal we have considered the direct trust value as one of the parameters for securing the 
data plane in the AHNs[20].  Direct trust value divides the actions of a network in two categories as follows: 
1) Positive Events in Direct Trust Factor: The network events such as route error, flow of data or data transmission, route request, 

route acknowledgment falls under the category of positive events[21]. 
2) Negative Events in Direct Trust Factor: Negative events are the events which has negative impact on network’s performance. 

The events like, flooding, path detection, packet dropping are kind of negative events[22]. Following formula is used for 
evaluating direct trust factor: 

஺,஻ܶܦ = ுܹ
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D.  Attack Suspected Ratio 
It is a parameter which is evaluated to check that whether the node elected for data transmission is suspicious or not. It is evaluated 
by considering received signal strength[23]. 

E.  Fuzzy Inference System 
Fuzzy Interference system is a rational system that is based on multi valued logics. These multiple values are in the form of 
membership functions[24] that are input to the fuzzy logic system . In completed work AD, PDR, DT and ASR are the parameters 
which are given as an input or membership function to proposed fuzzy system.  
Then these membership functions are fuzzified by using defined set of rules and generate a single output. It is one of the prominent 
techniques that is widely used in every field to enhance the overall performance of the systems[25]. 

III. METHODOLOGY 
The methodology and block diagram of PRO-OLSR is defined in this section.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1 PRO-OLSR Framework 

The step by step methodology of PRO-OLSR technique is as below: 

A. Define Fuzzy 
First step is to design a proposed fuzzy system. In this step the membership function in fuzzy system will be defined. In proposed 
work there are 4 membership functions i.e. Average Delay, Direct Trust, Packet Delivery Ratio and Attack Suspected Ratio.  

B. Rules for Fuzzy System 
This step mentions the list of rules for fuzzy inference system. The FIS works upon the basis of defined rules. Here rules are defines 
in the form If-THEN. For example, 

 ݓ݋ܮ ݏ݅ 2݌݊ܫ ݀݊ܽ ݓ݋ܮ ݏ݅ 1݌݊ܫ ܨܫ
 ݓ݋ܮ ݏ݅ ݐݑ݌ݐݑܱ ܰܧܪܶ
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C. Define Network Design Parameters 
After initialization of fuzzy, next step is to initialize the network. In this, user has to define the area for network deployment. The 
number of nodes in the network is also given by the users. Then on the basis of given parameters by the user the network will be 
created.   

D. Calculate Node Parameters 
After initializing the network, the next step is to calculate the node parameters or Quality of Service parameters. These parameters 
are Average Delay, Packet Delivery Ratio, Direct Trust Value and Attack Suspect Ratio. These parameters will be indulged in the 
process of fuzzy evaluation.  

E. Fuzzy Evaluation 
In this step the proposed fuzzy system will be evaluated. Here evaluation refers to generate the output after fuzzifying the input 
membership function of FIS by using defined set of rules. In this step the four of the membership functions or performance 
parameters will be evaluated to find a specific route to deliver the data to the destination terminal. Most of the suitable nodes will be 
considered to create a path between source and destination node.  

F. Next Hop Selection 
In this step the next hop for routing will be selected on the basis of proposed fuzzy inference system.  

G. Performance Evaluation 
Last step is to evaluate the performance of the proposed work by using various performance parameters. After calculating the 
performance parameters, a comparison is generated between proposed work and traditional mechanisms. 

IV. RESULTS AND DISCUSSION 
The proposed system is a combination of fuzzy logics, OLSR and trust evaluation mechanism to secure the data plane in ad hoc 
networks. This section implies the set of graphs that are obtained after implementing proposed work for the purpose of performance 
evaluation of the network.  
As the proposed work is collaboration of fuzzy logics with trust evaluation, hence the figure below represents the membership 
functions and model for proposed fuzzy is as below. The figure 2 represents the fuzzy inference model for proposed work which is 
comprised of four input membership functions and output membership function. Mamdani FIS is used for fuzzy initialization.  

 
Figure 2 FIS model for PRO-OLSR Technique 

 
The figure 3 depicts the graph for membership function to represent packet delivery ratio.  The degree of all membership functions 
varies from 0 to 1 and poses three states i.e. low, medium and high. The value corresponding to PDR lies between 0 and 100.  

System Decision-Fuzzy: 4 inputs, 1 outputs, 81 rules

DT (3)
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AD (3)

ASR (3)

TrustNode (5)
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Figure 3 Membership function of Packet Delivery Ratio 

Figure 4 represents the average delay as membership function in which the value of AD ranges from -1 to 1 and degree of 
membership function is 0 to 1.   

 
Figure 4 Membership function of Average Delay 

 
Following is the representation of direct trust as membership function to the fuzzy inference system. In this the value of direct trust 
starts from -1 and ends at 1.  

 
Figure 5 Membership function of Direct Trust 
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Figure 6 Membership function of Attack Suspected Ratio 

 
Similarly the figure 6 shows the ASR as the membership function.  
The figure7 below depicts the node deployment in the network. It is represented that in network there are total 100 nodes exists in 
the network. 

 
               Figure 7 Node deployments in network 

 
The figure 8 renders the route that is created between source and destination node. Here the node 94 is a source node and node 74 
act as destination node.  
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Figure 8 Path creation 

 
The graph in figure 9 depicts the comparison of proposed work (Pro-OLSR) with conventional techniques with respect to PDR of 
the network. The comparison of proposed work is done with FGT-OLSR, TBS-OLSR, MDI-OLSR and OLSR. From the graph 
below it is obtained that the PDR of proposed work is evaluated to be 1 whereas the PDR of FGT-OLSR is quite closer to the PDR 
of proposed work. The value of PDR in case of proposed work remains constant even when the number attacks to the networks is 
increased. But in other cases the PDR gets declined with an increment in the number attacks to the network. Higher the PDR the 
more efficient the network.  

 
             Figure 9 PDR of proposed and conventional mechanisms 
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The comparison graph of average delay is plotted in figure 10. As per graph the average delay of proposed work is lower as 
compare to other mechanisms. The average delay of proposed work is near by 0 whereas highest value of average delay is observed 
in case of FGT-OLSR which is approximately 0.8. The average delay is calculated corresponding to number of attacks in network.  

 
         Figure 10 Average Delay of proposed and conventional mechanisms 

 
Control message overhead refers to the measure the number of messages generated by a node with the interval of a second. The 
graph in figure 11 shows the comparison of control message overhead in case of PRO-OLSR, FGT-OLSR, MDI-OLSR, TBS-OLSR 
and OLSR. From the given graph it is concluded that the control message overhead of the proposed work is 0.84 which quite higher 
as compare to the value of message overhead in case of rest of the techniques.   

 
            Figure 11 Control Message overhead in proposed and conventional mechanisms 
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The following figure 12 defines the graph of increased overhead in bytes with respect to proposed and other techniques. The 
comparison is done among PRO-OLSR, FGT-OLSR and FGT-OLSR (NO ACK). Here FGT-OLSR (NO ACK) refers to FGT based 
OLSR mechanism to secure data without acknowledgement. The increased overhead in bytes is higher in case of proposed work 
whereas the FGT-OLSR (NO ACK) suffers from lower value of increased overhead. 

 
Figure 12 Increased overhead in bytes in proposed and conventional mechanisms 

 

V. CONCLUSION AND FUTURESCOPE 
In this study a novel mechanism for securing data plane in ad hoc network is developed. The security is major concern nowadays as 
most of the data travels over the internet and wireless networks are more prone to security attacks and threats as compare to the 
wired networking. The proposed technique is a collaboration of Fuzzy Inference System with OLSR security protocol. The vital 
parameters such as Direct Trust, Packet Delivery Ratio, Average Delay and Attack Suspected ratio are considered for next hop 
selection and relay node selection. The result section concludes that the PRO-OLSR mechanism of security is more effective as 
compare to other techniques. 
 In future further enhancements can be done by increasing the number of parameters for trust evaluation and some advanced security 
routing protocols can also be considered.  
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