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Abstract— Hash functions are the most widespread among all cryptographic primitives, and are currently used in multiple 
cryptographic schemes and in security protocols. A  famous secure hash algorithm given by the National Institute of 
Standard and Technology (NIST). SHA stands for "secure hash algorithm". The four SHA algorithms are structured 
differently and are named SHA-0, SHA-1, SHA-2, and SHA-3. SHA-1 is very similar to SHA-0, but corrects an error in the 
original SHA hash specification that led to significant weaknesses. The SHA-0 algorithm was not adopted by many 
applications. SHA-2 on the other hand significantly differs from the SHA-1 hash function.SHA-1 is the most widely used of 
the existing SHA hash functions, and is employed in several widely used applications and protocols.
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I. INTRODUCTION

The Secure Hash Algorithm is a family of cryptographic hash 
functions published by the National Institute of Standards and 
Technology (NIST) as a U.S. Federal Information Processing 
Standard (FIPS). 
The Secure Hash Algorithm (SHA), developed by NIST, 
along with the NSA, for use with the Digital Signature 
Standard (DSS) is specified within the Secure Hash Standard 
(SHS) [National Institute of Standards and Technology 
(NIST). FIPS Publication 180: Secure Hash Standard (SHS). 
May 1993.
SHA-1 [National Institute of Standards and Technology 
(NIST). Announcement of Weakness in the Secure Hash 
Standard. May 1994.] was a revision to SHA that was 
published in 1994. The revision corrected an unpublished flaw 
in SHA.

SHA is a cryptographic message digest algorithm similar to 
the MD4 family of hash functions developed by Rivest .It 
differs in that it adds an additional expansion operation, an 
extra round and the whole transformation was designed to 
accommodate the DSS block size for efficiency.

The Secure Hash Algorithm takes a message of less than 264

bits in length and produces a 160-bit message digest which is 
designed so that it should be computationally expensive to 
find a text which matches a given hash.

II. OVERVIEW OF SHA

At CRYPTO 98, two French researchers, Florent Chabaud and 
Antoine Joux, presented an attack on SHA-0 (Chabaud and 
Joux, 1998): collisions can be found with complexity 261, 
fewer than the 280 for an ideal hash function of the same size.
In 2004, Biham and Chen found near-collisions for SHA-0—
two messages that hash to nearly the same value; in this case, 
142 out of the 160 bits are equal. They also found full 
collisions of SHA-0 reduced to 62 out of its 80 rounds.

On 12 August 2004, a collision for the full SHA-0 algorithm 
was announced by Joux, Carribault, Lemuet, and Jalby. This 
was done by using a generalization of the Chabaud and Joux 
attack. Finding the collision had complexity 251 and took 
about 80,000 CPU hours on a supercomputer with 256 
Itanium 2 processors. (Equivalent to 13 days of full-time use 
of the computer.)
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On 17 August 2004, at the Rump Session of CRYPTO 2004, 
preliminary results were announced by Wang, Feng, Lai, and 
Yu, about an attack on MD5, SHA-0 and other hash functions. 
The complexity of their attack on SHA-0 is 240, significantly 
better than the attack by Joux et al.

In February 2005,.In light of the results for SHA-0, some 
experts suggested that plans for the use of SHA-1 in new 
cryptosystems should be reconsidered. 

After the CRYPTO 2004 results were published, NIST 
announced that they planned to phase out the use of SHA-1 by 
2010 in favor of the SHA2 variants.

III. VERSIONS IN SHA

 SHA-0: A retronym applied to the original version of the 
160-bit hash function published in 1993 under the name 
"SHA". It was withdrawn shortly after publication due to 
an undisclosed "significant flaw" and replaced by the 
slightly revised version SHA-1.

 SHA-1: A 160-bit hash function which resembles the 
earlier MD5 algorithm. This was designed by the 
National Security Agency (NSA) to be part of the Digital 
Signature Algorithm. Cryptographic weaknesses were 
discovered in SHA-1, and the standard was no longer 
approved for most cryptographic uses after 2010.

 SHA-2: A family of two similar hash functions, with 
different block sizes, known as SHA-256 and SHA-512. 
They differ in the word size; SHA-256 uses 32-bit words 
where SHA-512 uses 64-bit words. There are also 
truncated versions of each standard, known as SHA-224 
and SHA-384. These were also designed by the NSA.

 SHA-3: A hash function formerly called Keccak, chosen 
in 2012 after a public competition among non-NSA 
designers. It supports the same hash lengths as SHA-2, 
and its internal structure differs significantly from the rest 
of the SHA family.

The corresponding standards are FIPS PUB 180 (original 
SHA), FIPS PUB 180-1 (SHA-1), FIPS PUB 180-2 (SHA-1, 
SHA-256, SHA-384, and SHA-512). NIST has said that FIPS 
180-5 will include SHA-3.

SHA-1 SHA-
224

SHA-
256

SHA-
384

SHA-
512

Message 
Digest 
Size

160 224 256 384 512

Message 
Size

<2 64 < 2 64 < 2 64 < 2 128 <2 128

Block 
size

512 512 512 1024 1024

Word 
size

32 32 32 64 64

Number 
of Steps

80 64 64 80 80

Comparison of SHA Parameters

IV. STEPS FOR SHA ALGORITHM

The steps of SHA-1 algorithm are

1. Padding 

○ Pad the message with a single one followed by zeroes until 
the final block has 448 bits. 

○ Append the size of the original message as an unsigned 64 
bit integer. 

2 Initialize the 5 hash blocks (h0, h1, h2,h3,h4) to the specific 
constants defined in the SHA1standard. 

3 Hashes (for each 512bitBlock) 

○ Allocate an 80 word array for the message schedule

■ set the first 16 words to be the 512bitblock split into 16 
words.

■ the rest of the words are generated using the following 
algorithm 

Word [i3] 

XOR word [i8] 

XOR word [i14] 

XOR word [i16] 
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Then Rotated 1 bit to the left. 

○ Loop 80 times doing the following. (Shown in Image1)

■ Calculate SHA function () and the constant K (these are 
based on the Current round number.

■ e=d

■ d=c 

■ c=b (rotated left 30)

■ b=a 

■ a = a (rotated left 5) + SHAfunction() + e + k + word[i] 

Add a,b,c,d and e to the hash output.  

Output the concatenation (h0,h1,h2,h3,h4) which is the 
message digest. 

Functions in SHA

Example of SHA-1 Algorithm

Input(Text 
file 

Output(SHA1 Hash) 

hi 8afg3dh4sfg5adnm3gh2jkm3cbg5jk4nhjkl4bn5 

hello Gh2h4jjkl5lnbh5jkl7mmk8lkhdghj2kklrn4nb5b 

This is very 
good 

Ghkl3jbv4bnmj5klg5bm,l5lhgj7bhkl6lop3b5 

V. SHA-1 DESIGN AND  ANALYSIS

Message compress standard SHA is designed for DSS. The 
input of SHA is a message which is no longer than

264 bit, and it can generate a 160 bit message abstract[2]. If a 
message no longer than 264 bit, it needs to be added zeros to 
make the message become a 264 bit one. And if a message 
longer than 264 bit, it need to be separated into several groups.

Every group contains 264 bit. Then the message groups will 
be converted into message abstract groups by SHA

algorithm.[2,3] When message abstract is generated, five 32 
bit initial values A, B, C, D, E will be used

Every time SHA-1 operates, non-linear function Ft, constant 
Wt and Kt are different if t is different value.

According to parameter t, the non-linear function Ft is

The symbol ‘ л ’ means and logic. ‘ v ’ means or logic. means 
the opposite number of x. Constant Kt is different according to 
parameter t.

Show SHA-1 Operated Flowchart in One Time.
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SHA-1 Operated Flowchart in One Time

The SHA-1 message abstract module can be designed 
according to the algorithm. The SHA-1 message abstract H(m) 
is a 160 bit abstract[3] combined with an, bn, cn, dn, en.

VI. APPLICATIONS OF SECURE HASH ALGORITHM

SHA-1 can be used in a variety of applications:

1. Security applications that require authentication

2. E-mail

3. Electronic funds transfer

4. Software distribution

5. Data storage

VII. CONCLUSION

The use of cryptographic hash functions like MD5 or SHA for 
message authentication has become a standard approach in 
many Internet applications and protocols. Though very easy to 

implement, these mechanisms are usually based on adhoc 
techniques that lack a sound security analysis.
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