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Abstract: In order to monitor the operating status of vehicles, it is necessary to collect vehicle operating data in real time through 
IoT devices and analyze these data. However, the collected data has the characteristics of multi-source heterogeneous, network 
resources are limited and server performance is poor. It is difficult to truly realize data processing in real time. In addition, data 
needs to be transmitted over the network, it is particularly important to ensure the safety of data transmission. Considering the 
above problems, it is necessary to structure the data and define a unified data format to facilitate data transmission and analysis. 
At the same time, improve the server communication program and improve the server's concurrent processing capabilities. In 
addition, considering that data needs to be transmitted over the network, in order to ensure that the data is not stolen or 
tampered with, the PRESENT lightweight encryption algorithm is adopted to ensure the safety of data transmission. Compared 
with encryption algorithms such as AES, this algorithm has much lower hardware requirements. This article combines the 
characteristics of the project and uses the number of communications between the device and the server to achieve the dynamic 
key update which is approximately one-time pad, and greatly improves the security of the data. 
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I. INTRODUCTION 
Information might be transmitted quickly over long distances using this way. The ability to connect various systems, devices, and 
eventually anything else is now available. The "Internet of Things" is now a reality. Smart houses, smart grids, smart keys, and 
smart public transportation are all part of the Internet of Things (IoT). There are many benefits to the Internet of Things (IoT), but 
there are also substantial negatives, such as privacy and security problems due to the ease with which an attacker can access them. 
At both the transmitter and receiver end, the data is encoded and decrypted using cyphers (cryptographers' algorithms for encoding 
and decoding). Because everyone is familiar with the cypher technique, an attacker can only steal data if he has the secret cypher 
key. IoT concepts such as IEEE 802.15.4, LoraWAN, SigFox, and ZWave all use AES [1] since it is the only block cypher that can 
meet the stringent requirements for compact size and cheap power, as well as high security. To begin, in AES designs, byte 
substitution was performed using lookup tables in S-boxes. Due to the enormous memory footprint and high hardware requirements, 
GF arithmetic was created as an alternative. Arithmetic circuits were built using finite field theory. Field operations could make 
good use of GF(28), as it often only deals with 8-bit data types. Many mathematical operations and circuits become extremely 
difficult to accomplish if GF is described over GF (28 ). To calculate the multiplicative inverse of a 7th-degree polynomial, for 
example, one must need an 8th-degree polynomial. Because of finite field decomposition, composite field arithmetic is possible 
(CFA). Isomorphic mapping is a finite field property that allows field elements to be transformed between fields. To move an 
element to GF(((22) 2) 2), use GF(28). The inverse of a first-degree polynomial (modulo a second-degree polynomial) can be 
calculated using this method, for example. In order to have a clear understanding of the final work, the AES architecture and S-box 
finite field arithmetic have been thoroughly examined. 
 

II. LITERATURE SURVEY 
1) Adam J. Elbirt, W. Yip, B. Chetwynd, and C. Paar” An FPGA-Based Performance Evaluation of the AES Block Cipher 

Candidate Algorithm Finalists”  
It was decided which algorithm would be the Advanced Encryption Algorithm through efficiency testing of hardware and software 
implementations of candidate algorithms. Field-programmable gate arrays (FPGAs) can be used to create cryptographic algorithms 
because of their physical security and potential for higher performance than software alternatives (FPGAs). This article examines 
the significance of FPGA implementations of proposed algorithms for the Advanced Encryption Standard (AES). There are a 
number of architectural options for each method.  
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Current and future highbandwidth applications demand highthroughput solutions, which are being strongly emphasised in the design 
process. Lastly, the FPGA implementations of each approach will be compared to determine which one is the greatest candidate for 
commercial application. 
 
2) Johannes Wolkerstorfer, Elisabeth Oswald, Mario Lamberger” An ASIC Implementation of the AES SBoxes”  
The author of this piece has built SBoxes from the Advanced Encryption Standard (AES) in hardware (AES). Arithmetic operations 
in the finite field GF are used to produce an 8-bit output in the SBoxes (28). We show that this function and its inverse can be 
efficiently computed using combinational logic. It is less efficient to perform table lookups utilising read-only memory. There is a 
great deal of overlap between encryption and decryption functions. Having a tiny die size and fewer transistors, this design is well-
suited to semi-custom design approaches like standard-cell design since it is simple to pipeline. A 0.6-micron standard cell with a 
delay of less than 15ns, which is equivalent to a clock frequency of 70 MHz, may be built in 0.108mm2 of area. These results were 
accomplished without the use of any speed-enhancing methods like pipelining. 
 
3) Tanzilur Rahman, Shengyi Pan, Qi Zhang” Design of a High Throughput 128- bit AES”  
There is good throughput with Xilinx Spartan III XC3S1000 hardware-based FPGA implementation of the 128-bit Advanced 
Encryption Standard (AES). Bus width in the architecture is 32 bits. A more rapid design process was made possible by the 
application of the pipelining method. For the purpose of evaluating the effectiveness of the SubByte approach, it has been 
implemented both utilising the composite field technique and on a fixed Rom. To achieve rates of 1.11 Gbps to 3.22 Gbps, SBox 
and key Expansion methods were flawlessly coupled. The four different combinations of testing that the complete design underwent 
allowed for a more in-depth study (composite field and Rom for both sub bytes and key expansion). Each method has its own 
statistical analysis and performance graphs. 
 

III. EXISITING SYSTEM 
There was a pressing need for security because so many of them used a variety of approaches to safeguard desktop files. DES and 
IDEA are two of the most widely used algorithms nowadays. However, these algorithms are susceptible to being exploited at some 
point. The file cannot be decrypted if the secret key used to encrypt and decode the file is not the same. Right-clicking to delete files 
once data has been encrypted is no longer safe. In this circumstance, it is simple to delete encrypted files. Because of these issues, 
the proposed system adds additional measures to secure disc-based information. Advanced Encryption Standard (AES) is an 
encryption and decryption method employed by the United States government. The National Institute of Standards and Technology 
(NIST) issued a request for opinions on "Development of a Federal Information Processing Standard for Advanced Encryption 
Standard" on January 2, 1997. The National Institute of Standards and Technology (NIST) was looking for more secure alternatives 
to DES, IDEA, and RSA. The Data Encryption Standard (DES) was vulnerable to brute-force attacks because of its 56-bit effective 
key length. For AES candidates, symmetric-block cyphers with different key lengths were required. Having an algorithm that is 
easily implementable in hardware and software while also being explicitly stated was a requirement. The AES algorithm's design 
principles are symmetry and processing efficiency. AES was adopted by the National Institute of Standards and Technology (NIST) 
after a five-year process (AES). There are 128 bits in each of the blocks of AES. Key lengths of 128, 192, and 256 are all AES-256s, 
and each is called to as such. 
 

IV. PROPOSED SYSTEM 
The overall architecture of the vehicle management system is shown in Fig. 1. The architecture is composed of the perception layer, 
the network layer, the platform layer and the application layer. The perception layer is the core component of the Internet of Things 
and is also a key part of information collection and is the direct channel of data. This layer is composed of basic sensing components 
such as RFID tags and readers, various sensors, cameras, GPS and other sensor components, and a network composed of sensors 
such as RFID network and sensor network. The network layer is mainly composed of various private networks, local area networks, 
the Internet, mobile communication networks and wireless sensor networks, and is responsible for data transmission and reliable 
delivery. The platform layer is mainly for applications in the cloud environment, providing basic services required in the process of 
application development, testing, deployment and operation, including web and application servers, message servers, file storage 
servers, and management support services such as access control and application deployment, application performance management, 
usage metering and billing, etc. The application layer is located at the top of the structure of the Internet of Things. Its function is to 
"process data", that is, to process information through the cloud computing platform.  
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The application layer is mainly used to calculate, process and mine the data collected by the perception layer to achieve dynamic 
monitoring, real-time control, precise management and scientific decision-making of the physical world. The core functions of the 
application layer of the Internet of Things need to complete data management and data processing, and at the same time combine 
these data with various industry applications. 

 
Figure: Architecture of vehicle management cloud platform 

 
processing, which provides a foundation for dynamic monitoring, real-time control, and precise control as well as data mining, and 
can assist enterprises in precise management and scientific decision-making, In addition, equipment temperature monitoring, user 
management, equipment management, and location management are also implemented at the application layer. The platform is 
implemented based on the MVC design pattern, which can reduce the coupling between systems and facilitate later maintenance and 
function expansion. 
 
A. Encryption Algorithm Design 
The PRSENT algorithm uses the SP network structure. The number of iterations is 31 rounds. Each round goes through the SP 
structure. Each round is composed of three operations: addRoundKey, sBoxLayer, and pLayer. 

 
Figure: Description of present algorithm 
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Figure: Decryption Block Diagram 

 
Based on the PRESENT-80 algorithm and combined with actual engineering scenarios, this article realizes dynamic key update, 
which achieves an effect of approximately one-time pad. Compared with the use of static key for encryption, it increases the 
difficulty of being deciphered and effectively prevents data from being encrypted, stolen and tampered. The encryption process is 
implemented as follows: an initial key K is stored on the IoT device and the server, and a variable dCounts is stored to save the 
number of normal communication between the device and the server. The process is shown in Fig.8. 3. We use this variable dCounts 
to dynamically update the initial key, the key update rule is as follows: 

K = (80dCounts%80) 
       (dCounts%80)(1) 

 
When encrypting for the first time, dCounts is initialized to 0, and the key K is the initial key. The device uses the initial key for 
encryption, and the server uses the initial key for decryption. When the device establishes a TCP connection with the server, the 
ciphertext is transmitted to the server through the Internet. After the server is decrypted normally, the dCounts variable on the server 
side is incremented. When the TCP connection is disconnected, the dCounts variable on the device side is incremented, and ready to 
transmit data next time. The dynamic key is realized by using the dCounts variable, and the key update rule can be expressed as 
formula, which cleverly realizes the synchronous key update. 
 

V. BLOCK CIPHER PRESENT 
The deployment of small computing devices, such as RFID tags, conventional algorithms like AES has become insufficient. Because 
while they are secure against known cryptanalyst is attacks, they also require a large area to implement, an area which cannot be 
provided by small devices. Lightweight cryptographic algorithms have potential to solve this problem. PRESENT is a very good 
example of light weight algorithms. It has been designed with the goal of hardware optimization. Therefore, the power consumption 
and area have been given the utmost consideration. In order to still have a secure algorithm, the designers have found the most 
suitable trade-off of security, area, and power at the area of 1570GE and simulated power consumption of 5µw for PRESENT-80 
and 1886 GE and 3.3µw for PRESENT-128 [6]. Its design was modeled after AES finalist Serpent and DES. 
 

VI. STREAM CIPHER TRIVIUM 
TRIVIUM could be considered another good example of a lightweight algorithm. Like PRESENT, TRIVIUM is also a hardware-
oriented algorithm. However, while PRESENT is a block cipher, TRIVIUM is a synchronous stream cipher. It was de- signed to see 
how much can a stream cipher be simplified without compromising its security and is a part of the eSTREAM project [8]. 
The designers state in [7] that as their main design consideration, they wanted the algorithm to generate key stream bits without 
linear correlations so that the keystream bits can’t be exploited that way. In order to achieve that, they analyze some block ciphers 
and their linear characteristics, and apply them to stream ciphers by modifying them. 
 



International Journal for Research in Applied Science & Engineering Technology (IJRASET) 
                                                                                           ISSN: 2321-9653; IC Value: 45.98; SJ Impact Factor: 7.538 

                                                                                                                Volume 12 Issue VII July 2024- Available at www.ijraset.com 
      

 
1093 ©IJRASET: All Rights are Reserved | SJ Impact Factor 7.538 | ISRA Journal Impact Factor 7.894 | 

VII. RESULTS 
By Using ISE DESIGN SUITE Project Navigator, Xilinx 14.7 version in the simulation procedure the better ooutputs.  

 

 
Figure : Encryption  

 

 
Figure: Encryption Internal Circuit 

 

 
Figure: Encryption Simulation Results 
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  Figure: ASCII Encryption Output 

 

 
  Figure: HEXA Encryption Output 

 

 
Figure: Decryption 
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Figure: Decrypt Internal Circuit 

 

 
Figure: Decrypt Simulation Results 

 

 
Figure: ASCII Decryption Output 
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Figure: HEXA Decryption Output 

 
Table - 1: Comparison of Existing method and Proposed method of different parameters 

 
 

VIII. CONCLUSION 
The recent technological changes, all kinds of devices, from powerful computing devices such as desktop computers, to small 
computing devices, such as RFID tags are being connected to each other via internet. With these changes, conventional 
cryptographic algorithms are slowly failing to satisfy the security and performance requirements especially on resource constrained 
devices. Therefore, the cryptographic community has been working to design efficient algorithms that can be implemented on 
resource constrained devices without compromising security or performance. PRESENT is one of these algorithms. It is a 
lightweight block cipher designed in 2007 [6], and since then, it has been analyzed by the cryptographers. While there have been 
attacks on PRESENT, none of those attacks have been able to break the full 31-rounds of PRESENT. Thus, PRESENT remains as 
a good example of a light weight algorithm. TRIVIUM can also be considered a good example in this context. It was designed in 
2005 as part of the eSTREAM stream cipher project. Like PRESENT, TRIVIUM has also been analyzed since its submission. 
Because of its block cipher-like design, and the nonlinear update of its state, it is secure against effective attacks on stream ciphers. 
Although both TRIVIUM and PRESENT seem secure algorithms, their designers strongly encourage further analysis. 
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