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Abstract: Internet of a things have change the entire world in the 21st century, software applications and system are now 
becoming part of human endeavour. The widely reliance software system is now an issue of concern, because almost everything 
aspect of human existences dwelled on it. Considering such intimacy and it used in storing of sensitive information and data in 
almost domain used by human, the need to come up with strategies that will overcome factors affecting implementation of secure 
software development process has become paramount important. However, most research stress building a secured software but 
with limited emphasis on the challenges that lead to poor implementation of secure software development process. The paper 
aims at evaluating the constraints that hinders secure software implementation and development process. Forty-five studies were 
reviewed using the Systematic literature review and concluded thirteen (13) factors affects successful implementation of secure 
software development practice. 
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I. INTRODUCTION 
Rapid development in business strategies has been observed among organizations especially in the of e-commerce, where business 
transactions at the satisfaction of customers are done with ease and maximum profits[1][2]. Nowadays, almost all organizations rely 
on internet to carry out their daily operational activities. Internet applications in recent times have become an issues of concern due 
to threat posed on it by hackers, because networks activities are observed by Intrusion detection system and firewalls[3][4]. 
Attacking internet (Web Application) is a serious problem to organizations due to the risk at which their activities will be due to 
insecurity  [5] [6]. Substandard construction of software exposed the weakness of software security and create a better chance for 
penetration by hackers or unauthorised users [7]. Insecurity in software is scenario that came into existence due negligence resulting 
from security measured not taken during the early stages of software implementation and development stages  [8]. Software quality 
and reliability depends on the level of security entrusted in it, and this can be achieved through adequate planning and thorough 
design and implement process [9]. Thus, the need for integrating security throughout the developmental stages of software becomes 
very necessary, which gives birth to the research paper ‘‘the constraints that affects secured software development practices’’ 
 

II. REVIEW OF RELATED LITERATURE 
Numerous research related to software security using different methods and approaches toward SDLC (Software Development Life 
Cycle) have been explored. Research carried out in UCL (University College London) came up with AEGIS (Appropriate and 
Effective Guidance in Information Security), that uses a unified modelling for integrating security in software, in which the model 
used (spiral model) defines the overall system [10]. The model contributes tremendously toward dealing with designing secure 
system, identifying risks and analysing vulnerabilities and potential threats to ensure secured system. However, with all effort 
geared toward security measured by this model, it lacks experts in the field of security, and decision in term of security in the 
system is decided by the stakeholders [11]. In NUA (Nigeria University of Agriculture), a model named SSDM (Secure software 
Development Model) was invented in order to integrate activities that will strengthen the security of a system in the engineering 
processes [12]. The activities carried out by this model are security review, testing, training, specification, and threat modelling. 
 Similarly, the concept of Comprehensive Lightweight Application Security process (CLASP) was initiated toward provision of 
necessary practices that should be adhered to obtained a secure and reliable software [13]. The model laid down seven (7) activities 
which if strictly followed will provide a secure software or system free from threat and vulnerabilities. The main reasons behind the 
seven practices is to promote higher level of effectiveness, reliability, risk analysis, code review, testing, as well as adequate 
requirement for security and software operations [14].  
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Thus, with all the promising results exhibited by the model toward provision of adequate security measures in software, it only 
participates much toward building secure software but limited to constraints that affects secure software successful implementation 
process [15]. 
More also, in an attempt to reduce the vulnerabilities in software, Microsoft Company developed model as part of security measures 
[16].  
 
A. Secure Software Development Life Cycle 
The process of providing adequate security to a system or software at the initial stage to the final stage, which involves designing 
building and testing of a software with the capability of resisting malicious attack or free from vulnerability is termed as Secured 
Software Development life cycle[17]. 
 
B. Phases of Secure Software Development Life Cycle 
Basically, Secure software development life cycle is processes by five (5) namely; 
1) The Requirement Phase: This is initial stage of secured software development, which involves collection or gathering of vital 

information regarding the security measured to integrated starting from the implementation process to deployment stage from 
the stakeholder[18]. 

2) The Design Phase: This is process of process of interpreting the requirement gathered by stakeholder in a professional technical 
term. (How the requirement should look like) [19]. 

3) Development Phase:  This involves implementation of the design into the actual application.in this phase, secure code practice 
is very importance. Also since most software are not built from scratch, security measures such as checking vulnerabilities in 
open source library is importance [19]. 

4) Verification Phase: This the stage where the application undergoes thorough verification process by ensuring its meets the 
requirement and standard of the software needed as well testing the strength of the software in term of security measures taken 
[18] [19]. 

5) Evolution and Maintenance Phase:  This involves maintaining the software in case of failure and also upgrading the software to 
the updated version from time to time. This phase is used for patching vulnerability as various techniques or approach for attack 
keep changing [20] [21] [22]. 

 
Fig 1: Diagram showing various phases of secure software development life cycle 

 
III. RESEARCH METHODOLOGY 

 Survey literature review approach was used to evaluate the constraints which hinders implementation of secure software process. 
The methodology is categories into three (3) review stages: Planning, Conducting and Reporting review respectively. 
 
A. Planning Methodology 
This involves how to examine the constraints that affect successful process implementation of secure software. In an attempt to 
identify the constraints, the following question is considered. 
What are the constraints that hindered successful development and implementation of secure software? 
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B. Searching Methodology 
This is a process of exploring of vital information related to implementation of secure software in database of scientific journals, 
libraries etc. examples were such information’s can be obtained are; IEEE Digital library, Springer link, Scopus, Taylor and Francis, 
Science direct etc.  
 
C. Conduction and Decision Inclusion Review 
In this stage, information is selected based on add and drop criteria. The add signifies information that are to be included in 
extraction of data while the drop signifies the information that may not be included in the review paper. Figure 1 on shows the how 
add and drop process is carried out. 

 
Fig 2. Diagram showing stages of inclusion and exclusion. 

 
From the figure above, a total of 1300 related studies were review in the first stage, out of the 1330 reviewed studies, 650 were 
excluded as a result of duplication. In stage three studies were excluded due to irrelevancy in keywords, title and abstract, leaving 
only 354 as relevant to the review paper in question. In the last stage (stage 4) only 45 papers were considered as the one that have 
the basic requirement for the review paper. 
 
Afters the final selection procedure, the following questions are used in evaluating the papers for the purpose of the research. 
1) Is the implementation process of secure software adequately discussed? 
2) Are the constraints that affect implementation of secure software properly discussed? 
3) Are related issues affecting secure software development practice properly addressed? 
4) Are real life scenarios affecting secure software development and implementation addressed properly? 
 

IV. RESULTS INTERPRETATION 
After evaluating the 45 papers selected, Table 1 describes each paper in respect to stage it belongs. It is indicated in the table that 
40% belongs to IEEE, 22.22% belongs to Springer and 13.33% to Scopus. At the initial stage, IEEE and Scopus were in active but 
after exclusion of duplicated papers and others papers whose significant are less in term of the review paper, the became more active 
and contribute tremendously to the findings of the research. 
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Table 1: Paper distribution process 

 
 

A. Research Findings 
Based on the review of the studies carried out it was concluded the following are constraint that hinders the successful 
implementation of secure software development process. 
1) Inadequate support for automated tools 
2) Lack of adequate time for software development 
3) Inadequate budget planning and cost of implementation of secure software 
4) Poor motivation of developers and other team members by their employees 
5) In experience of lack of sound knowledge on security of software by project managers 
6) Lack of clear and precise requirements and statement by stakeholders toward secure software implementation process. 
7) Lack of standard methodology toward implementation and development of secure software. 
8) Poor policies toward security implementation in software development  
9) Lack of mutual understanding between stakeholders and developer in software security related issues. 
10) Lacks of maximum support by the top management toward strengthening of security in software during implementation 

process. 
11) Inadequate training of staffs toward security enhancement from time to time. 
12) Lack of security expert’s involvement toward provision of secure software development process. 
13) I don’t care attitude of developers toward ignoring some security measures during the implementation process, serious affect 

the implementation of secured software. 
According to [23] [24] [25] [26] [27], by overcoming some the constraints highlighted above, a much improved implementation of 
secured software development process can be attained by organization. Thus reducing the changes of security attacks or 
vulnerabilities in the system or software.  
 

V. CONCLUSION 
The main focus of the paper is to identify the constraints that hinders successful implementation of secure software development 
process. Thirteen (13) basics factors were identified and suggested that by overcoming the constraints observed an improved 
implementation of secured software development process with zero risks and vulnerabilities can be attained. 
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