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Abstract: Hill Cipher algorithm is a Polygraphic cipher known to be vulnerable to the Known-Plaintext attack. It is a type of 
attack wherein the attacker has access to a pair of Plaintext and Ciphertext. Possible leaked information can be used to reveal 
critical data which can include the private key that is used in the encryption of the plaintext. In this study, the researchers 
propose an improved scheme by incorporating Myszkowski transposition in the algorithm to address the specified problem. 
Runtime Test and Statistical test such as the Avalanche effect were used to evaluate the performance of the algorithm. The test 
yielded a 25.70% faster runtime based on previous modifications and a 52.78% Avalanche Effect. Randomness test such as the 
Monobit test, Runs Test and Longest Run of Ones in a Block test were applied to evaluate the ciphertext produced. The criterion 
for the Randomness Test requires its p-value to be greater than 0.01, the evaluation showed a 0.249, 0.167 and 0.368 p-value, 
respectively. The proposed scheme proved that the algorithm is cryptographically secure and efficient as all tests yielded 
favorable results. 
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I. INTRODUCTION 
The modern digital era ushered in the revolution of technology across the world. In line with this is the ever-increasing amount of 
information that is generated across private information channels. A primary consideration in the development of the channels is the 
need to secure the transportation and storage of private information to prevent the critical risk and threat of having a compromised 
system and having vital information ending up in the wrong hands. Cryptography is the field of study in science that emerged to 
ensure the protection of private information from unauthorized access, maintaining data integrity, authentication, and other tasks that 
concerns the protection and management of data in systems [1].  
Various cryptographic algorithm was developed at a certain point of time, one of which is the Hill Cipher algorithm, developed by 
Lester S. Hill in 1929. The cipher relies on matrix and modulo operations to produce the ciphertext [2]. The formula, 
ܥ =  (1)               ܴ ݀݉ ܯܭ
where C is the matrix for ciphertext; K is the matrix key for encryption; M is a matrix composed of the plaintext and R is the range of 
possible value for key (in this research, R = 256). Hill cipher has a high performance, high speed, and simple structure, but it 
succumbs to known plaintext attack and the complexity of decrypting the ciphertext when the key used in encryption is not invertible 
[3] . The cipher is vulnerable to known-plaintext attack where, an adversary gains access to a pair of plaintexts and ciphertext and use 
it to derive the key in the algorithm and consequently compromise the communication between different parties. Another issue that 
occurs, is the non-invertible matrix that makes decryption difficult. The previously stated problems have become the major point of 
consideration for various studies that modified or enhanced the algorithm [4]. This study, with the same consideration in mind, aims 
to address the vulnerability of Hill Cipher algorithm to Known Plaintext attacks by utilizing the Myszkowski Transposition Method to 
improve its confusion and diffusion properties. 
 

II. REVIEW OF LITERATURE 
The Hill Cipher Algorithm is categorized as a Polygraphic Cipher. The technique works on a set of letters of equal parts partitioned 
accordingly based on the order of the key matrix. The letters are encrypted using mathematical operations, the concept of matrix 
multiplication. The mathematical nature of the cipher makes the encryption process exact and simple [5]. A drawback that occurs due 
to the linear nature of the cipher is its vulnerability to known plaintext attacks [6]. To resolve this problem, various methods and 
studies were conducted to strengthen the safety of ciphertexts and reduce the risk of an attack in the key matrix and encryption 
method of the plaintext [7]. The study of Jie Liew and Nguyen [6] modified the original algorithm by generating a skew-symmetric 
key matrix with random integer entries. After the key generation, algebraic operations were initiated from the matrix to form an 
orthogonal matrix. Additionally, they also embedded a random sequence to the product matrix and the plaintext using a fixed seed 
number. 
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 Paragas, Sison, and Medina [1] proposed a new simplified method by implementing a new key generation scheme that addresses the 
non-invertible matrix problem that limits the cipher and showed that the proposed method offers a significant improvement as 
compared to the original and modified algorithm. The authors also employed additional logical XOR and shift operations to the 
blocks of characters in the encryption process paired with Radix64 for the encoding and decoding of the data. In another study of 
Paragas, Sison, and Medina [7], a method using Ciphertext Block Chaining and Hexadecimal S-box was used to resolve the problems 
introduced in the previous studies. Qazi, Khan, and Agha [8], proposed a modification by making use of transposition, substitution, 
and left-right shift methods to the vectors before proceeding with the encryption and decryption process of the cipher. In another 
study, Munzhelele and Chibaya [9] argued that the security of the cipher can be increased by making use of high order matrix keys. 
Their study showed an improvement in the security of the conventional cipher and faster encryption speed due to the larger blocks of 
data being encrypted. Emad, Mohammed, and Norrozila [10] enhanced the cipher by incorporating a pseudo-random number 
generator with a seed number that is reset programmatically for the key generation and repeating the encryption process for N time. 
The study kept the simplicity of the method by changing the multiplication step into summation during the encryption process. The 
paper showed a technique to resolve the linear relationship between the plaintext and the ciphertext. 
 

III. PROPOSED METHOD 
To address the vulnerability of the Hill Cipher Algorithm to known-plaintext attack, a modified scheme is proposed. The proposed 
scheme is a block cipher made up of three phases namely, key generation, encryption, and decryption. The input is a plaintext of 
arbitrary length within the accepted values of the lookup table. A detailed discussion of each step is shown in the next section. 
 
A. Key Generation 
In the key generation process, the proposed method is to use a random number generator to generate a 3x3 matrix with values 
ranging from 0 to 255 and then, transform the matrix to produce the keys to be used in the Myszkowski Transposition part of the 
encryption process. The step-by-step process is as follows, 
1) Generate a 3x3 matrix within values 0− 255: 
2) if matrix is invertible: 
3) for i = 0 to order of matrix: 
4) myszkowski[i] ←  random subset from matrix 
5) myszkowski[i]  ←  partition into single digits 
6) else: 
7) repeat 1 
8) end  
Following the proposed algorithm, the process first generates a random 3x3 matrix to be used as a key both for the Myszkowski 
transposition and Hill Cipher process. 
 
    3x3 Matrix = 

 
 
After the generation of an invertible matrix, a two-dimensional array of length 3 is created. Each partition in the array is transformed 
to contain a single number for each index. These 3 partitions are then used as keys for the 3 passes of Myszkowski transposition. 
 
Partition 1 (K2) = [180, 75, 111] = [1, 8, 0, 7, 5, 1, 1, 1] 
Partition 2 (K3) = [15, 98, 133] = [1, 5, 9, 8, 1, 3, 3] 
Partition 3 (K4) = [77, 72, 64] = [7, 7, 7, 2, 6, 4] 
 
The length of a partition is dependent on the number of digits in the key space of the cipher, in this case 256, since each partition has 
3 random number from the hill cipher then it can be represented as 3 ≤ Pi ≤ 9, where Pi is the length of a partition.  The key partition 
in this scheme provides a layer of security that aims to resolve the vulnerability of cipher which occurred due to linear relationship 
of the plaintext and ciphertext. After generating the needed keys, the encryption process is performed. After generating the needed 
keys, the encryption process is then performed. 
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B. Encryption 
The proposed encryption process for the modified Hill Cipher algorithm is a 4-step process. The proposed Myszkowski 
Transposition Method is applied by arranging the input into rows of same length with the key and combined by reading the input 
column-wise with respect to the key, if the final block is not filled completely, padding is applied. For key with repeating values, 
columns are read from left to right. The scheme will take a plaintext (P) as an input and would go through a round of the 
transposition method using key (K2) to get the 1st Modified Plaintext (MP1). A 2nd round of Myszkowski is employed using another 
unique key (K3) to arrive at the final Modified Plaintext (MP2).  

Fig. 1. Proposed Modified Encryption Process 
 
The encryption process of Hill Cipher is then applied using an invertible key (K1). MP2 is divided into blocks of letters of equal 
length and is operated on using a modified formula,  

= ܥ ܯ1ܭ  ଶܲ݉(2)                     256݀ 
Where C is the ciphertext, K is the invertible key matrix and MP2 is the modified plaintext. A final round of Myszkowski 
Transposition is finally applied to further increase the security of the scheme and to resolve the linear relationship between the 
plaintext and ciphertext.  
A simulation of the encryption process based on the proposed scheme is performed using the previously generated keys,  

 
Plaintext = CRYPTOCURRENCY 
1) Myszkowski transposition first iteration: 
 

K2 = [1, 8, 0, 7, 5, 1, 1, 1] 
MP1 = YECOCURYXXTCPNRR 

 
2) Myszkowski transposition second iteration: 
 

K3 = [1, 5, 9, 8, 1, 3, 3] 
MP2 = YCYCRXURPNXXEXROTXCXX 
 

3) Hill Cipher Encryption: 
 K1 = Generated 3x3 Matrix 
 C1 = ¦Áf¢¥'b+µØê*-÷ãp€EüQ¥ 

 
4) Myszkowski transposition third iteration: 

 K4 = [7, 7, 7, 2, 6, 4] 
 MC1 = ¢ØpX'*EX¥ê€X¦Áfb+µ-÷ãüQ¥ 

 
Final Encryption Result: ¢ØpX'*EX¥ê€X¦Áfb+µ-÷ãüQ¥ 
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C. Decryption 
The decryption process for the proposed scheme is performed by reversing the order of the encryption step. As shown in Figure 2, 
the decryption is accomplished by taking MC1 and K4 and feeding it to the decryption procedure of Myszkowski Method. The same 
procedure is followed in the 2nd and 1st iteration. In the decryption for Hill Cipher, the inverse of K1 is used for the modulo matrix 
multiplication with the Ciphertext using the modified formula, 

ܲ =  (3)                      256݀ଵିଵ݉ܭܥ 
Where P is the plaintext, C is the Ciphertext, and K-1 is the inverse of the matrix. 

 

 
Fig. 2. Proposed Modified Decryption Process 

Fig. 3.  
A simulation of the Decryption process is performed as shown, getting the inverse of the generated 3x3 matrix is necessary as it will 
be used as key for the Decryption process of Hill Cipher. But to get the matrix inverse, we must first find for the Determinant. 
          Determinant value = 9 
 
          3x3 Matrix inverse =  
 
 
 
The same keys used for the Myszkowski transposition during the encryption process would still be used for its decryption process. 
Modified Ciphertext = ¢ØpX'*EX¥ê€X¦Áfb+µ-÷ãüQ¥ 
 
1) Decryption of third iteration of Myszkowski transposition: 

 K4 = [7, 7, 7, 2, 6, 4] 
 C1 = ¦Áf¢¥'b+µØê*-÷ãp€EüQ¥ 

 
2) Hill Cipher Decryption: 

K1-1 = 3x3 Matrix inverse 
MP2 = YCYCRXURPNXXEXROTXCXX 

 
3) Decryption of second iteration of Myszkowski transposition: 

K3 = [1, 5, 9, 8, 1, 3, 3] 
MP1 = YECOCURYXXTCPNRR 

 
4) Decryption of first iteration of Myszkowski transposition: 
  K2 = [1, 8, 0, 7, 5, 1, 1, 1] 

 P = CRYPTOCURRENCY 
Final Decryption Result: CRYPTOCURRENCY 
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IV. PERFORMANCE AND SECURITY ANALYSIS 
A. Known-Plaintext Attack 
In this study, the cipher is modified by implementing a Transposition technique to mitigate the chances of having the scheme 
subjected to the cryptographic attack. Modified partitions of the hill cipher key are utilized in the transposition technique and 
applied to the encryption and decryption process of the classic cipher to improve its confusion properties.  

 
Fig. 4. Known-Plaintext Attack 

The figure shows the flow of the cryptographic attack. In the proposed cipher, known-plaintext attack using previous pairs would be 
difficult, as compared to the classic cipher, because the plaintext and ciphertext are put through multiple rounds of the incorporated 
transposition technique, thus making the analysis of previous pairs more complex. The discussed vulnerability, which initially 
occurred due to the linear relationship of the plaintext input and the ciphertext output and its dependence to matrix multiplication is 
resolved using the presented modified encryption and decryption process in this paper. 
 
B. Randomness Test 
Randomness of a cipher is an important aspect that helps an algorithm become more random, secure from attacks and be 
unpredictable. It is a trait that must be considered when developing a cryptographically secure algorithm. National Institute of 
Standards and Technology Statistical Test Suite or NIST-STS is a set of tests used to verify such randomness, as well as evaluate the 
security provided by Cryptographic algorithms [14]. To be considered as truly random, and therefore a successful test, the computed 
P-value of a specific byte sequence must be greater than or equal to 0.01[16]. The first test, the Monobit Test which checks the 
proportion of “0” and “1” is used. This test must be carried out in priority as other test cannot be carried out if it does not pass the 
set P-value [15]. The Runs Test was then implemented to check the oscillation of values between sub blocks are either too fast or too 
slow and finally the Longest Run of Ones in a Block was applied to verify the longest consecutive sub sequence in the input data. 

The table below shows the result of the randomness test. 
 

TABLE I.  RANDOMNESS TEST 
 N Total P-Value Conclusion 

Monobit Test 288 0.249 PASSED 

Runs Test 288 0.167 PASSED 
Longest Run of 
Ones in a Block 

288 0.368 PASSED 

P-value is not less than 0.01. the sequence is random. 

 
The results shows that the computed P-value for the 288-byte sequence of the given Ciphertext is approximately 0.249 which is 
greater than 0.01. Similarly, the result for Runs Test yielded a 0.167 P-value which is also greater. Finally, the Longest Run of Ones 
in a Block also passed as it yielded 0.368 thus, we can say that the produced ciphers are truly random. 
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C. Runtime Test 
A runtime testing in milliseconds is performed to measure how faster is a program, encryption in this case, compared to its other 
alternatives. A lower runtime speed means a faster execution for the said program, thus yielding to a much efficient usage [18,21].  

 
Fig. 5. Encryption time Test (Column based) 

 
Multiple blocks were tested using the encryption process of three Hill Cipher methods. Table II and Figure I shows that the Classic 
Hill Cipher yielded the fastest result with an average of 106.27 millisecond runtime as it does not have any modifications to its 
algorithm. A previous study that tackled the same problem with known-plaintext attack showed a runtime of 343.09 millisecond 
runtime while the proposed scheme showed 254.90 millisecond runtime. The proposed algorithm provides a 25.70% faster 
execution as compared to a previously modified Hill Cipher algorithm. 
 

TABLE II.  AVERAGE RUNTIME ENCRYPTION TEST 
 Classic Hill 

Cipher 
Paragas J., 
2020 [20] 

Proposed 
Algorithm 

Average 
Runtime in 

Milliseconds 

 
106.27 ms 

 
343.09 ms 

 
254.90 ms 

 
D. Avalanche Effect  
Performing a Cryptanalysis is critically necessary to test the encryption strength of a Cryptographic algorithm. A desirable property 
of any Cryptographic algorithm is that a small change in either the plaintext or the key should produce a significant change in the 
ciphertext [11, 12]. This property is known as the Avalanche effect (AE), and this can be calculated using the equation below: 

= ܧܣ      .ܰ)   (4)                100ݔ(ݏݐܾ݅ ݈ܽݐܶ /ݏݐܾ݅ ݈݂݀݁݅ ݂
Original Plaintext: cryptocurrency is the future 
Original Ciphertext: nÇÌi\<±YËÚU¬Xëau~±ÙÛI+P*w2´9úÓØþ`¸)ð 
Original Ciphertext in Binary form: 
01101110 11000111 11001100 01101001 01011100 00111100 10110001 01011001 11001011 11011010 01010101 10101100 
01011000 11101011 01100001 01110101 01111110 10110001 11011001 11011011 01001001 00101011 01010000 00101010 
01110111 00110010 10110100 00111001 11111010 11010011 11011000 11111110 01100000 10111000 00101001 11110000 
 
Altered Plaintext: kryptocurrency is the future 
Altered Ciphertext: [tÓ%üð¹÷Wè ×½tãI!;ÖªEA:}£=m")§&C¯À0d 
Altered Ciphertext in Binary form: 
01011011 01110100 11010011 00100101 11111100 11110000 10111001 11110111 01010111 11101000 10100000 11010111 
10111101 01110100 11100011 01001001 00100001 00111011 11010110 10101010 01000101 01000001 00111010 01111101 
10100011 00111101 01101101 00100010 00101001 10100111 00100110 01000011 10101111 11000000 00110000 01100100  
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Avalanche effect = (152/288)100 = 52.78% 
 

TABLE III.  AVALANCHE EFFECT SCORE COMPARISON 
Classic Hill 

Cipher 
Mani, K. et. al, 

2017 [13] 
Paragas J., 
2020 [20] 

Proposed 
Algorithm 

 
18.72% 

 
32.41% 

 
52.45% 

 
52.78% 

 
The proposed algorithm showed a higher percentage on Avalanche effect compared to the classical and previously modified Hill 
Cipher algorithms. 
 

V. CONCLUSION AND RECOMMENDATION 
The efficiency and performance of the proposed algorithmic method is evaluated using the Randomness Test which yielded a p-
value greater 0.01 for the multiple tests conducted, thus displaying an improvement to the security it offers. Runtime Test in 
Milliseconds demonstrates a 25.70% faster encryption time based on previous studies. Finally, the cipher provides a 52.78% 
Avalanche Effect proving that a small change in the input results in a significant change in the output. The results show a significant 
improvement in the different tests conducted proving that the new scheme is cryptographically secure. Future works could enhance 
the security of the cipher by using high order matrix keys, introduction of different transposition or substitution techniques and a 
larger key space to accommodate a wider array of characters. Cryptanalysis of the proposed scheme can also be done by carrying 
out different tests to analyze the performance of the cipher against other cryptographic attacks. 
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