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10T, Fog Computing with Al Possibility
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Abstract: During the development of technology, we are facing many challenges and responsibility of better solution driven
architecture for internet of things. Fog Computing vs edge computing try to solve many issues in internet of things but artificial
intelligence making more advanced solution of that, which will help to generate robust emerging option. To applying Al will
require strong solution-based architecture with highly trained system, it's now possible by large collection of data and computing
power. Now we are generalizing and filter best solution available in 10T fog scenario using Al.
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I. INTRODUCTION
Fog and edge which is the same functionalities in terms of publishing both data and intelligence to analytic platforms in cloud that
are situated either on near place or close to where the data originated from. “Fog computing && edge computing are work as the
same thing. Both are trying to accomplish to leveraging the computing capabilities within near a local network to carry out
computation workflow that would generally have been carried out in the different cloud station. These technologies can help
organizations reduce their overall reliance on cloud-based architecture to analyze data, which generally leads to major latency
issues, and instead be able to make data-driven decisions faster. The main difference between both technologies comes down to
where the processing or computing of that data takes place. So, with Fog computing, the information is processed within a fog edge
node or loT gateway which is situated within the local LAN. As for edge computing, the data is processed on the device or machine
itself without being sending anywhere.
Cloud computing is a technique for businesses to use the internet to connect to off-premise storage unit and processing computing
infrastructure. In the era of the Internet of Things, the cloud provides a very large scalable way for businesses enterprises to manage
all aspects of an 10T deployment including device place and management, billing, protocols, security protocols, data mining etc.
Cloud services also make developers friendly breakthrough for leveraging powerful tools to create 10T applications and deliver
different aspect of services quickly. On-demand scalability is main feature here given the grand vision of l10T; a world saturated
with smart, interconnected things.
Many big enterprise players have brought cloud-as-a-service offerings to market for 10T. Microsoft has its Azure suite, amazon have
Amazon Web Services, a giant in cloud services, has an loT-specific play, google offer cloud service GCP, IBM offers access to the
Watson platform via its Bluemix cloud, and the list of that type are more.
However, for services and applications that require very low network latency or have a very limited resource “pipe” through which
to pump the data, there are some downsides to the cloud that are better to we have addressed at the edge device.
Fog is the main extension of cloud processing that have multiple of multiple edge nodes which are directly connected to physical
end devices.
Such nodes are generally much closer to devices if we compared to centralized architecture data centers, which is why they are
make possible to provide instant connections. The considerable some part of processing power of edge nodes allows them to
perform many processing computations of a great amount of data on their own near place, without sending or pushing it to cloud
Servers.
Fog can also have cloudlets — small-scale and but powerful data centers located at the edge of the network in near device. Their
purpose is to support resource and intensive 10T apps that require very low latency. The main difference between fog computing or
edge computing and cloud computing is that cloud is a mainly centralized system, while fog is a distributed decentralized network
of infrastructure.
Fog computing is a working between hardware and remote servers. It regulates which information or data should be sent to the
cloud server and which can be processed locally in edge. In this way, fog is a make intelligent gateway of system that offloads
clouds enabling more efficient data, storage, processing and analysis the information. One should note that fog computing is not a
separate architecture and it doesn’t replace any cloud computing infrastructure but rather complements it, getting as close to the
source of information as possible to push through the cloud. The Internet of Things (10T), as an option which can potentially have a
double meaning. Naturally, while the term came to pass and be accepted widely to define the overall process of connecting things in
physical devices to wireless or local networks, the company trying continues to get to best grips with the coming together of
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information technology and cloud technology. An engaging panel debate at 10T Tech conferences today explored the future of
company in an loT-enabled world, the data challenges of market, and examples of innovation.

One of the key discussion topics at the all event, across all the conference talks, has been around the use of data to generate
knowledge from it. company who have spent the past many years making out data breach now realize, to continue the nautical
analogy, that they have missed the starting journey. the vast majority of enterprise are using data to inform their options, rather than
power them. Yet data mining and analysis in itself is not the goal. "You can have all the related solution-oriented algorithms from
machine learning or deep learning, but for an industry like not interested in processing large data sets. They're interested in
searching solutions,

"Most companies have tried into the concept of Al will solve their problems. They store their data into a big cloud or storage
structure and try it will solve everything for you, “The reality is very different. Data needs to go through many layers and layers of
processing and computing; all those mini layers have to be work done before it can bring value to you and your enterprises; and
also, it could be of no business value at the end of it.
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Fig. 1 Example of Fog edge computing using AWS

Al, on the other hand, is the analytical engine or “processing brain” that will allow the knowledge discovery and decision-making
based on the data collected by the 10T devices. In other words, the 10T collects and store the data in cloud infrastructure and the Al
processes the data to give them meaningful value. You can observe the many operation of these systems on a personal level in many
tracking devices and in Google Home, Amazon ‘s Alexa or Apple ‘s Siri, Samsung Bixby etc. More connected devices come to
generate more data that has the potential to provide many incredible knowledges for business, although this presents a new aspect of
challenge: how to analyses them all. The collection of these large data does not make benefit anyone unless there is a system of
interpretation to understand the data. That’s where the Al comes into picture. Making huge amounts of data relevant and important
for the knowledge discovery role of Artificial Intelligence.

When the different data collected from the Internet of Things is analyzed using Artificial Intelligence, software developers and
organization can make useful informed decisions by the identification and understanding of patterns in the big analyzed data. This
will create many benefits, both for end consumers and software developers. It allows software developers to search solutions to their
loT products and innovations in the IT industry

IoT machine will generate large set of data, then artificial intelligence will be main work necessary to deal with these large volumes
if we’re to have any option of making usedness of the data. Data is only work full if it makes any kind of action. To make data
workable, it needs to be join with context and creativity. IoT and Al work together is this context, i.e. “‘connected and think’ and not
just connected working devices. Traditional option of analyzing structured or unstructured data and making action are not designed
to flow process the vast amounts of real-time data that stream from loT devices. This is where Al-based system analysis and
response becomes must require for extracting optimal value from that data.

Al is beneficial for both real-time and post event scenario
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Post Event Search and identifying patterns in data and running in predictive analytics, e.g. the correlation showcases between
traffic congestion, air pollution and chronic respiratory illnesses within a city center

Real-time— actioning fast to conditions and making up knowledge of decisions about those actions, e.g. remote video camera read
license plates for parking payments to be more accurate when | say Al,really mean machine learning. It is machine learning that
gives the power to detect patterns in data presented. It learns from these patterns in that manner which will make actionable event
for more sensible events.

Il. CHALLENGES

1) Cost: Connecting devices and operations takes much time, lots of it, and it’s a very common problem to overcome. sometimes
it taking two times longer? That’s based on that in 2018 data, 75 per cent of 10T projects will take up to thrice as long as
initially planned. The pure upcoming of 10T sensors takes two to five years. Especially in the beginning, when only a less
amount of resources is equipped with 10T sensors, there are very low benefits. Projects with a two-to-five-year horizon aren’t
great in terms of business.” the cost. of 10T deployments can involve costs of between 600 Rs and 3000 Rs a sensor, with
mounting prices and many researchers estimates that most large-scale infrastructure project require budgets of 10lakh or above
for 10T projects. that type of budgets require major approval and this involves an entirely different type of 10T challenges, but
the lack of expertise and confidence among business executives and board members when it comes to complex deployments of
machine or 10T technologies.

2) Business Transformation Potential: Its common thought while thinking about iot projects, because 10T is still a new to many
enterprises, teams. often see uncertainty among many leaders when implementing new tech architecture, especially when
supporting big-scale business transformation.

3) Security and Privacy: It’s a top priority While 10T challenges for enterprise are largely separate to consumer smart-home-tech.
major area drawing customer, concerns are data integrity. Data is the main blood of 10T events operations and it’s critical its
integrity is robust. All enterprise involved must ensure their data or information has not been changed or tampered with while
at-rest, in-transfer or in-use cases.
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Fig. 2 security And Privacy in terms of Data

Personal information, as well as any generated by an 10T sensor device must be protected & secure whether it is in-transfer state or
at-rest. Organizations should encrypt their data to protect when it arrives unaltered, where it’s needed.

Enterprises user and other users must be able to trust their network. This means not only making a system that is as secure and
protected as possible, but one that’s also robust enough a security. Reliability is must. They must find ways to offer uninterrupted
user experience and functionality, even if a part of the network infrastructure is under attack.

No person is capable of managing large set of iot sensors device. The continuous addition of devices sensor and network
infrastructure means there will constant introduction of new type of vulnerabilities and points where attach chances are high. This
means that processes and sensor management become automated and the same time the new threat security have be to added for
secure the system.

loT will always continue to progress stage. resources, sensors, applications and other technologies will come and go over the cycle
of an ecosystem. Tools that provide end-to-end proven security and privacy protection management of all entities are imperative.
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4) Latency: Its only matter if occurred otherwise it not effect some type of operation. Internet of things (loT) applications,
example its going to always to check someone when some fraction of temperature changes in thermostat in 1 milliseconds vs 50
milliseconds’ really effect in automated car engine managements. Real-time image processing for manufacturing errors on an
assembly line may affect some latency where checking is done as fast as possible? Robotic arms performing surgery on a live
patient in network? In these use cases and others latency is everywhere. So 40 times benefits in latency. However, that's just the
recommendation at this time -- it's unclear as of yet where 5g really provide that or not this in the real word, especially at the

launch of 5G.
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Fig 3. Latency between sending and receiving

But if it does end up being this significant, report like this. it will help to reach new milestone in iot field in next few years.

111.SOLUTION APPROACH USING Al
Al is specially adopting at finding and established solution patterns. Especially when there is huge amount of data. now in terms of
data availability iot never lacking in ever. there are already many proofed strategy cases where machine learning which are ai part
help to improve iot.

A. Network-Based

Instead of looking for single device security, network-based architecture solution can help secure iot machine by making shield of
home network. This will have registered new devices in network and allowed access to device .ai will order to prevent intruders
from iot networks by using algorithms of intrusion detection system but every device must have access to and be accessed from
outside third parties like cloud and other devices. machine learning engine can help to monitor every device incoming and outgoing
traffic to create individual device-based profile. That will help to determine the normal behavior of iot devices in infrastructure.
Detecting threat will easy by monitoring and send to warn message to owners of device about that device potential risk and their
suspicious behavior.

Machine learning already used in many fields of corporate and enterprise network to help detect threats. But the main problem is
attack are happening in generally in the form of legitimate request and normal process. fortunately, in iot functionality and action
are very limited, its hard to detect malicious request in that rule and much easy to follow finite rule and an make them normal

profile in the system.
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Fig 4. Artificial intelligence in lot

B.  Device-Based Solutions

One of the problems with a many number of 10T sensors is that they don’t have the processing power and storage capacity to run
security solutions and store huge databases of threat and malware signatures to protect them against threats. Again, machine
learning can help bring lightweight endpoint protection to 10T devices. Instead of signature-based protection (which can easily be
circumvented with trivial techniques), behavior-based solutions can be developed as thin solutions that are less resource-demanding
and can run without bogging down small processors. 1’ve already discussed such solutions in an article I wrote for TechCrunch that
was focused on Al-based endpoint solutions that can outsmart malware. The common denominator of all of the mentioned products
is that they were very lightweight and they use pattern-based approaches to deal with threats. Though they’re made for workstations
and not 10T devices, but the concept can easily be ported to the 10T space.

There’s also a good post on Network World that presents some nice Al-based solutions to 10T security. Although | favor network-
based solutions, | wouldn’t say that any of the two are complete per se and | would recommend to opt for both as layers upon layers
of protection for your 10T devices.

C.  Security Based

One of the biggest challenges in the IoT network security is classifying the type of data to look for anomalies, which are significant
deviations in the way data usually behaves over the network. For enterprises and businesses, this poses a huge threat because it
means their data on an 10T device—that might be running on any of the several non-standardized wireless protocols—is not secure.
Bob walks us through how this problem is currently tackled, and how loT security could be improved in the future using deep
learning and machine learning applications, such as TensorFlow. Below are some of the important points Bob covers in this
particular section Machine-learning tools are already getting more accurate at classifying image categories with only a 3% error-rate
as opposed to human error-rate of 5-10%. This is because they get trained on copious amounts of data and become better at
identifying categories over time. In the near future, this capability could be extended to the cyberspace for classifying data threats.
Currently, there is a significant lack of labeled data in the cyberspace from which the machine learning applications can learn.
Therefore, identifying anomalies and monitoring cybersecurity involve hours of manual work and effort. Bob explains how the
learnings from image classification can be applied to cybersecurity and how machine learning tools can better identify anomalies in

10T network traffic that could constitute as threats.
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IV.FUTURE SCOPE

In other scenario what will happen when iot using artificial intelligence. in near future we try to established some statistics which
will provide better understanding of more outcome related result. Many fields already try to use in iot edge computing, accessing
their data also help to provide better decision support.
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