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Abstract: The emergence of electronic health or eHealth has revolutionized the healthcare industry to offer better healthcare 
services at a low and affordable cost. However, it still suffers from security and privacy issues in handling health information. 
The privacy and security issues in eHealth domain are mainly centered around user authentication, data integrity, data 
confidentiality, and patient privacy protection. Biometrics technology has considerable opportunities to cope with the above 
security problems by providing reliable and secure user authentication. However, due to the sensitive nature of health data, the 
most important challenge lies toward the development of an efficient security model that can guarantee data privacy and 
reliability, verifying that only authorized personnel can access their corresponding health data. In this paper, we present a 
comprehensive overview of biometrics applications in eHealth and propose a robust and efficient scheme for user verification 
using fingerprint biometrics in order to enhance privacy and security in eHealth information systems. Moreover, additional 
issues like system complexity and processing time related to the use of biometrics should be taken into consideration. We 
therefore, emphasize to reduce the computation cost in biometric matching. In this work, we use local minutie features for user 
authentication and employ a fast stereo matching algorithm to compare the minutiae features of the test (probe) fingerprint with 
the minutiae features extracted from the gallery fingerprints (fingerprint database) in order to verify a person. Experimental 
results show that the proposed scheme leads to a compromise between the computation efficiency and the accuracy of the 
verification process. We believe that, our proposed scheme could be employed in real-time applications. 
Keywords: Biometrics; fingerprint verification; user authentication; access control; security and privacy; eHealth 

I.  INTRODUCTION 
In recent years, eHealth has proved to be considered as one of the impulsive developments in the healthcare industry. Health 
information technology, especially electronic health records (eHR), has the potential to improve the quality and effectiveness of 
healthcare services [1–3]. eHR is the digitally stored health care information about an individual’s lifetime with the purpose of 
supporting continuity of care, education, and research, and ensuring confidentiality always [4]. eHealth can be defined as the 
transfer of health resources and health care through electronic media [5]. The World Health Organization (WHO) defines eHealth as 
the combined use of electronic communication and information technology in the health sector [6]. eHealth has proved to be very 
compelling for the health industry to improve the quality of healthcare by making health information easily accessible, improving 
efficiency, and reducing the cost of health service delivery.  
Despite the benefits of eHealth, it still faces a number of security challenges. eHealth security issues include the preservation of 
eHealth data confidentiality, data integrity, data availability, user authentication, and patient privacy protection [7]. Among the 
eHealth issues, data security and patient privacy stand out as the prime concerns that need to be addressed during implementation. 
Preservation of the privacy and security in the eHealth systems involves securing eHealth applications and their communication 
components. The underlying issue that is particularly important in relation to the security requirements of eHealth is the user 
authentication and authorization. Authentication considers a significant element of security in the healthcare domain, aiming to 
verify a user’s identity when a user wishes to request services from the cloud. Traditional authentication approaches such as user 
name, password, and access cards are not appropriate in the eHealth context due to the possibility of being lost, stolen, forgotten, or 
misplaced. In general, traditional authentication methods are not based on inherent individual attributes [8]. 
On the other hand, biometric technologies, such as fingerprint, iris recognition, and hand geometry, have gained traction in health 
care applications. Biometrics is a fundamental security mechanism that assigns a unique identity to an individual according to some 
physiological (fingerprint or face) or behavioral characteristics (voice or signature) [9]. Therefore, biometrics is more reliable and 
capable than traditional authentication approaches of distinguishing between an authorized person and an imposter. Biometric traits 
cannot be lost or forgotten; they are difficult to duplicate, share, or distribute. Moreover, it requires the presence of the person being 
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authenticated; it is difficult to forge, and unlikely for a user to repudiate [10]. Biometrics offers a sense of security and convenience 
both to patients and physicians alike. In order to stay ahead of the emerging security threats posed by eHealth, healthcare 
organizations are moving from traditional approaches to the utilization of biometrics technology. 
To mitigate the aforesaid eHealth issues, this paper seeks to embark on a review to highlight the applications of biometrics in 
addressing the eHealth security and privacy challenges. Our research focus is on biometrics applications in user authentication and 
access control over electronic health data. In this paper, we present a robust biometrics framework based on fingerprint with the 
potential to extend current data privacy protection and identity verification systems in the context of electronic healthcare systems. 
The main contributions of this article include the following: 
1) We propose a robust and efficient biometric scheme for user verification and access control in electronic healthcare system to 

ensure the security and privacy. 
2) We use fingerprint biometric modality for user verification, since the fingerprint biometric occupies an important and a very 

special place in the field of health security due to its uniqueness and availability. User verification is performed by analyzing 
the minutie features of the fingerprint biometrics. 

3) A fast stereo matching algorithm is used for match-ing the features of the test fingerprint with the features of the fingerprint 
database to verify the user, which is efficient in achieving a substantial accuracy with less computation time. We believe that, 
our proposed algorithm is suitable for real-time applications. 

 
Figure 1. a patient-centric electronic healthcare model. 

The remainder part of this paper is structured as follows: Section 2 presents an overview on biometrics technology for eHealth 
security. The related works on biometrics methods for eHealth security are described in Section 3. The detail architecture of the 
proposed biometric authentication scheme to control access to the eHealth records is demonstrated in Section 4. The stereo 
matching algorithm for fingerprint verification is described in Section 5. Experimental results are reported in Section 6, and finally, 
conclusions are documented in Section 7. 

II. BIOMETRICS TECHNOLOGY IN EHEALTH 
Biometrics technology serves to identify and authenticate individuals in eHealth systems. Biometrics technology can protect the 
privacy and confidentiality of medical records by means of authentication of both patients and healthcare providers [11]. Using 
biometrics, the patient is able to control access to their electronic medical data. The privacy and security of medical data is assured 
via biometric-based verification of authorized individuals, and care is improved through the real-time sharing of centralized medical 
data that facilitates medical decisions by doctors. To meet the guidelines of the HIPAA [12], both health professionals and patients 
must be given access to medical records. Considering the requirements of both patients and health professionals, biometric 
authentication is able to meet the privacy requirements. In the healthcare domain, biometric verification can be used at the 
following principal access control points of a patient-centric solution (shown in Figure 1) by the following ways: 

A.  Patient Verification on Login 
The developer of a patient-centric health data repository must bear the responsibility to protect that data and assure its privacy, 
while providing necessary access to ensure that patients receive proper care. For patient processing, this can be achieved with 
biometric solutions that meet the following requirements: 
1) Patients can specify the providers with whom their health data should be shared, including the revocation of access. 
2) To protect the ability to grant and revoke access to healthcare data, patients must be able to verify themselves biometrically 

upon login to the centralized data repository. Therefore, a hacker could not gain access to a patient’s healthcare data. 

Clinical Data  
( Encrypted)  

Patient 

          Authorized Providers 
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B.  Patient Verification upon Appointment Arrival 
In addition to data access, patient identity verification upon arrival for a doctor appointment has numerous benefits. The most 
notable benefits include: 
1) Patients privacy is protected and improved, eliminating sign-in sheets that list the patient name, doctor’s name, and insurance 

information. 
2) With biometric check-in, receptionists are proactively informed of a patient’s arrival, actions can be automatically triggered 

based on the patient’s arrival, and ‘waiting room time’ can be minimized. 
 

C.  Provider Verification on Login 
A patient-centric solution must meet the following requirements for providers: 
1) Providers can only access records for patients who have granted the provider explicit access. 
2) Like patients, providers can use biometrics to pro-tect their account (and associated data access privileges) against hacking. 

III. RELATED WORKS 
Biometrics technology has been employed by many health professionals for securing electronic health records (eHRs) [13–15]. 
Researchers have recently studied to employ new types of biometric traits for identification such as, heart rate variability (HRV) 
[16], interpulse interval (IPI) [17], features of electrocardiogram (ECG) [18], and photoplethysmogram (PPG) [19]. They have 
proposed approaches using HRV or IPIs as biometric characteristics to generate identity for authentication and encryption 
[15,16,20,21]. Several data encryption schemes have been proposed based on ECG [18,22,23], PPG [19] and multiple physiological 
signals [24]. Clancy et al. [25] suggested that fingerprint can be used to generate keys for cryptosystems in eHealth platforms. 
Iris recognition technology is employed in the Australian Methadone program in support of the treatment of citizens addicted to 
heroin. The Methadone program registers patients in an iris recognition system to detect duplicate enrolees and to enable 
authentication for clients unable coherently or consistently to claim an identity. Personal information including biometric data, 
name, permitted dosage, last dosage, and next scheduled dosage are included in the database. One can envision similar uses of 
biometrics to automate and control distribution of vaccines during epidemics [26]. 
In the USA, a biometric and smart card-based program to address recipient and provider fraud in the Medicaid system has been in 
operation since 2004. The Medicaid Integrity Pilot, or MIP, was initially designed to evaluate the performance and acceptance of 
fingerprint and smart card technologies for recipient authentication at the point of service [27]. 
In Africa, the use of biometrics in the health area is still scarce. Presently most applications are restricted to access control and 
limited to fingerprints and iris scans, but several pilot projects have been initiated to widen the scope where a nationwide eHealth 
infrastructure is being introduced, doctors will be able to digitally sign prescriptions using fingerprints [28]. 

IV. PROPOSED AUTHENTICATION SCHEME USING FINGERPRINT BIOMETRIC 
This section demonstrates the proposed user authentication scheme using fingerprint biometric to control access to an electronic 
healthcare system. The motivation behind using fingerprint biometrics in this paper is that, it occupies an important and a very 
special place in the field of health security among all other biometric traits (e.g. palm, face, ear etc.) due to its several key features 
such as: unique to individuals availability invariant to age smaller in size reduced spatial resolution and uniform distribution of 
color. There are two tasks underlying in a fingerprint biometric scheme: (i) verification and (ii) identification of an individual based 
on his or her fingerprint features. In verification approach, it verifies the authenticity of one person by his or her fingerprint. In 
identification approach, it establishes the person’s identity among those enrolled in a database. Without knowledge of the person’s 
identity, the fingerprint identification system tries to match his fingerprint(s) with those in the whole fingerprint database. Figure 2 
shows the architecture of the proposed user authentication scheme. 

 
Figure 2. proposed user verification scheme eHealth system using fingerprint biometric. 
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A.  Fingerprint Acquisition 
The first stage of the fingerprint authentication process is to capture a digital image of the fingerprint pattern using a sensor. The 
captured image is called a live scan. This live scan is digitally processed to create a biometric template (a collection of extracted 
features) which is stored and used for matching. Many technologies have been used for capturing fingerprint images including 
optical, capacitive, RF, thermal, piezo resistive, ultrasonic, piezoelectric [29]. The captured fingerprint image is then normalized 
with a size of 140 × 160. 

B.  Pre-processing 
Pre-processing is required to enhance the quality of an image by filtering and removing unnecessary noises because the captured 
images may be of poor quality. This process removes the noises in the images and enhance them for better features extraction. For 
image filtering we employ a fuzzy filtering technique [30]. The filtered image was then binarized and thinned to make it more 
appropriate for feature extraction. Thinning is a morphological operation that is used to remove selected foreground pixels from 
binary images. It is used to eliminate the redundant pixels of ridges till the ridges are just one-pixel wide. Thinning is normally only 
applied to binary images, and produces another binary image as output. It is the final step prior to feature extraction. 

C.  Features Extraction 
Based on the features used, fingerprint verification methods can be classified into two categories: minutiae or texture based. The 
minutiae-based fingerprint verification systems have shown high accuracy [31]. The texture-based methods use the entire 
fingerprint image or local texture around minutiae points [32]. In this paper, we employ the minutie features for fingerprint 
identification. 
Minutiae are some specific points in a fingerprint, these are the small details in a fingerprint that are most important for fingerprint 
recognition. There are three major types of minutiae features: the ridge ending, the bifurcation, and the dot (also called short ridge). 
Figure 3 shows the minutiae features of a fingerprint image. The ridge ending is the spot where a ridge end. A bifurcation is the spot 
where a ridge splits into two ridges. Spots are those fingerprint ridges that are significantly shorter than other ridges [33]. Minutia 
keypoints are searched over an enhanced, binarized, and thinned version of the input fingerprint image. The local orientation for 
each minutia keypoint is obtained from the estimated orientation field. The feature points are normalized to [0, 255]. To extract the 
minutiae set, the open FVS library is used [34]. 

D.  Matching and Verification 
A fingerprint matching module computes a match score between two fingerprints, which should be high for fingerprints from the 
same finger and low for those from different fingers. Most fingerprint-matching algorithms adopt one of four approaches: image 
correlation, phase matching, skeleton matching, and minutiae matching. Minutiae-based representation is commonly used, 
primarily because minutiae-based fingerprint matching is more reliable and acceptable by the forensic experts and other security 
professional and its representation is storage efficient. 
In this paper, we employ a stereo matching algorithm [35] to compare the minutiae features extracted from the test fingerprints with 
features of database fingerprints to verify a person. The main idea of the algorithm is that the similarity (called the matching score) 
between any pair of the fingerprint templates is calculated, and then the order of the comparison with the input image is decided 
according to the matching scores. 

Termination  Bifurcation 

 

Figure 3. a fingerprint image and its minutia features [33]. 

Ridge  Valley  
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Table 1. description of fVC 2002 databases. 
Database Sensor type Image size Set A (fingers × images) Set B (fingers × images) Resolution (dpi) 

dB1 optical 388 × 374 100 × 8 10 × 8 500 

dB2 optical 296 × 560 100 × 8 10 × 8 569 

dB3 Capacitive 300 × 300 100 × 8 10 × 8 500 

dB4 synthetic 288 × 384 100 × 8 10 × 8 500 

V. STEREO ALGORITHM FOR FINGERPRINT MATCHING 
The stereo algorithm compares two fingerprint images (test and gallery database) and computes the degree of similarity between the 
test image and the gallery image and identifies the user’s fingerprint that produces the best matching score. Prior to stereo 
matching, we need to rectify the fingerprint images for their alignment. The test and gallery images are rectified and the similarity 
score is computed by computing the stereo matching cost (similarity score) of every row of the rectified images. The rectification 
allows the use of epipolar geometry environment where the epipolar lines are horizontal i.e. parallel to the lines of the image 
sequences. In epipolar geometry, any point lying on an epipolar line in the reference image (i.e. test image) corresponds to a point 
lying on the same epipolar line in the target image (i.e. gallery image). After rectification of the two fingerprint images, the matched 
points have necessarily the same coordinate in the both images. Therefore, in case of searching for corresponding points in two 
fingerprint images, it is only necessary to search in the same epipolar line, reducing a 2D search space to 1D. In order to achieve 
rectification, we adopt the algorithm proposed by Fusiello et al. [36]. 
To determine the correspondences between two images, we match the windows of pixels on the same epipolar lines in the reference 
(test) and target (gallery) image. In our method, we assume that the pixels surrounded by a window possess approximately equal 
disparity. Thus, the matching cost C for a key point (x, y) in the test image is estimated by taking a window of pixels centered at (x, 
y) in the test image, and placing a similar window of pixels centered at (x + d, y) in the gallery image and computing the difference 
between these two windows using a fuzzy correlation measure given by the following Equation (1).  

 

(e) Thinned image     (f) Extracted Minutiae 
Figure 4. experimental results for pre-processing steps in the proposed scheme. Here, d is a searching range over the same epipolar 

line in the gallery image. 
 

 

( a) Fingerprint image  (b) Normalized image  

( c) Filtered image  ( d) Binarized image  
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where IP(x, y) and IG(x, y) are the intensities of the minutia points at position (x, y) in the probe (test) and gallery images, 
respectively; and W is a square window. F(x, y) is the fuzzy measure corresponding to the pixel at position (x, y), has Gaussian 
distribution which is proportional to fuzzy membership function: 

 
where, σ is the standard deviation of all pixels within the window. 
The matching cost C(x, y) for every minutia points (x, y) can be computed by the winner-take all strategy such that, 

 
In order to authenticate a user, the matching is performed between the fingerprint probe image and the enrolled gallery pattern. A 
number of iterations is accomplished for matching the probe image with the stored gallery images and thus we obtain different 
window costs. We pick the best matching scores and estimate a normalized matching cost for every pair of the probe and the gallery 
fingerprint images, using the following equation: 

 
where C is the normalized matching cost for the image pair: the probe and a gallery fingerprint image. Thus, we compute 
normalized costs for all pair of images by comparing the probe with all gallery images. We then identify the gallery fingerprint 
image that provides best similarity score given by, 

 
where, Cn refers to the normalized cost of nth image pair (the probe and the gallery image), n = 1 … N; and N denotes the total 
number of images considered in the gallery. The best match is considered for identification when, S > T. Here, T is a predetermined 
threshold and is set to 0.7 by empirical evaluation. 

VI. RESULTS AND DISCUSSION 
In this section, we evaluate the performance of our proposed approach and compare with other similar techniques reported in this 
work. To demonstrate the effectiveness of our algorithm, we perform experiment using several standard fingerprint datasets. 
Experiments are carried out on a computer with 2.8 GHz Intel Core i7 processor. The algorithms have been implemented using 
MATLAB and Visual C++. 
The performance of the proposed fingerprint biometric verification scheme has been evaluated on FVC2002 fingerprint data-set 
[37]. The data-set has four databases:  

 

Figure 5. performance comparison of fingerprint matching techniques using dB1 data-set. 
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Figure 6. performance comparison of fingerprint matching techniques using dB2 data-set. 

DB1, DB2, DB3, and DB4. Each database has 110 fingers with 8 impressions per finger (110 × 8 = 880 fingerprints in all). The 
fingers are split into set A (100 fingers − evaluation set) and set B (10 fingers − training set). During a session, fingers were 
alternatively dried and moistened. The features of these databases are summarized in Table 1. 
Figure 4 shows the pre-processing results in our proposed scheme. To verify the performance of the proposed algorithm, we 
compare the accuracy of our method with other similar and recent fingerprint matching algorithms including: MSM [38], FISiA 
[39], Gabor [40], and Fusion [41]. To justify the performance of the approaches, we evaluate three statistical measures: False Match 
Rate (FMR), False Non-Match Rate (F NMR), and Equal Error Rate (EER). EER is the rate at which both FMR and F NMR are 
equal. EER determines the threshold values for FMR and F NMR of the biometric system. The value indicates that the proportion 
of false acceptances is equal to the proportion of false rejections. The lower the EER value, the higher the accuracy of the biometric 
system. The accuracy results for FMR, F NMR, and EER with different fingerprint databases are reported in Figures 5–8. 
From the experimental results, we can find that the error rate for identification is reduced by the proposed method. Experimental 
results reveal that the proposed method is superior to other similar techniques in case of all fingerprint databases. It is found that the 
performances for FVC 2002 DB1, DB3, and DB4 databases are lower than those for FVC 2002 DB2 database. A comparison for 
average processing time of different matching techniques is reported in Table 2. Results show that in case of all datasets our 
proposed algorithm requires less computation cost in fingerprint matching. 

 

Figure 7. performance comparison of fingerprint matching techniques using dB3 data-set. 
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Figure 8. performance comparison of fingerprint matching techniques using dB4 data-set. 

Table 2. average matching time comparisons for different methods on fVC 2002 databases. 

Data-set 
MSM 
(s) 

FISiA 
(s) 

Gabor 
(s) 

Fusion 
(s) 

Propos
ed (s)  

dB1 3.6 1.8 2.3 5.2 0.42 

dB2 4.8 2.5 3.1 4.8 0.61 

dB3 6.4 3.2 5.4 6.4 1.27 

dB4 7.3 4.1 5.9 7.1 1.31 

VII. CONCLUSION 
Biometrics can be incorporated in a wide-range of health care applications. Driven by the desires of healthcare authorities to offer 
better healthcare services at a low cost, electronic healthcare has revolutionized the healthcare industry. However, while electronic 
healthcare system comes with numerous advantages that improve health services, it still suffers from security and privacy issues in 
handling health information. eHealth security issues are mainly centered around user authentication, data integrity, data 
confidentiality, and patient privacy protection. Biometrics technology addresses the above security problems by providing reliable 
and secure user authentication compared to the traditional approaches. This research offers a comprehensive biometrics 
authentication scheme in order to protect unauthorized access to the healthcare information system and preserve its privacy and 
security. In this paper, we propose a robust and efficient scheme for user verification using fingerprint biometrics. We emphasize to 
reduce the computation cost in biometric matching. In this work, we use local minutiae features for user authentication and a fats 
stereo matching algorithm to compare the minutiae features of the test (probe) fingerprint with the minutiae features of the gallery 
fingerprints (enrolled fingerprint database) to verify a person. This leads to a trade-off between the computation efficiency and the 
accuracy of the verification process. We believe that our proposed scheme is suitable to employ in real-time applications. In future 
work, we wish to integrate multiple traits for authentication with a view to improve the recognition accuracy and security. 
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