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Abstract: Malicious Uniform Resource Locator/malicious websites are a high threat to cyber security. Malicious URLs host
uninvited content like malware, spam, drive by downloads phishing, etc. Users become victims of scams like financial loss,
thieving of personal data, malware installation, and causes losses of millions of dollars every year. There is a need to detect those
threats in a very efficient and timely manner. Several studies have examined different techniques to handle the problem; the
foremost used approach remains blacklisting. The most obstacle to using blacklist is that the difficulties in maintaining an up-to-
date list of URLSs. So here we proposed the Machine learning approach to detect the malicious URLs. We also discussed various
methods for malicious URL detection, feature representations, and finally discussed various algorithms for the classification and
feature extraction.
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I. INTRODUCTION
The Internet has been growing at new rates. There are a variety of attacks on the web. Most of the time, through the web malicious
software also referred to as malware, or attacks is propagated. These malicious softwares delivers malicious content on the web.
Currently, there are a number of approaches to the detection of dangerous websites on the web. One of the most common methods
used by several antivirus systems and online services is the blacklisting approach. But, due to some limitations, the blacklisting
approach is not sufficient to detect various attacks that are not blacklisted. The users surf the internet by typing a URL or an address.
This may led to a variety of attacks like drive-by-download [1], which is the transfer of malicious software system (malware) onto
your laptop or computer or mobile device. Watering hole, that may be a computer attack strategy, within which the victim is part of
a group or a cluster. During this attack, the attacker usually observes the website the victim uses and they may launch attacks on it.
The URLSs used to implement the attacks are supposed malicious URLs. URL is the abbreviation of Uniform Resource Locator, also
termed an internet address. A URL has two main components.
Protocol Identifier - It defines the protocol that can be used to search the resource. For example, consider the URL or Uniform
Resource Locator for Google, “http://www.google.com”. Here "http" is referred to as the Protocol identifier.
Resource Name — It is the complete address of the resource. For example, the address or Uniform Resource Locator for Google,
"http://www.google.com”. Here "google.com” is the Resource name. The protocol symbol and the resource name are separated by a
colon (:) and two forward slashes (//). The associate example is shown in Figure 1.
To detect malicious URLs several antivirus teams proposed blacklist technique. Blacklist approach [2] includes a database which
consists of a number of URLs that are already malicious. This information is compiled in a timely manner. This technique is fast
due to a simple query since only a database lookup needs to be performed. We know millions of new URLS are generated every day
so it is very difficult to keep an updated list of URLs.
The next method is Heuristic approach [4]-[6]. These are same as that of blacklist. Here instead of using a database of URLS, attacks
are identified. To each of the recognized attacks, a signature is allotted. The issue with this approach is that only some common
attacks are considered and signature is allotted. This technique will not consider all the attack possibilities. The next technique to
notice malicious URLs is Machine Learning [7], [8]. This technique can give better results as compared to blacklist and heuristic
approaches.
This method analyses the URL i.e. each and every character, numerals, Special characters, etc....From that it will extract some
features regarding the URLs. That features can be further used to train a model. So whenever a new URL is encountered it is fed to
the model and it will classify by extracting the features. So here we proposed different machine learning techniques and algorithms
for Malicious URL Detection. It extracts the features of the URLs, learns a prediction model to classify a URL as malicious or

benign.
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Il. METHODS FOR DETECTING MALICIOUS URL
The malicious URL detection [3], [9-13] is an emerging issue. Now several services have used machine learning to resolve this
problem. Here we discusses various methods that can be used to detect malicious URLs. They are (i) Blacklisting Approach (ii)
Heuristics Approach and (iii) Machine Learning Approach.
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Fig. 1 Illustration of a URL

A. Blacklisting Approach

Blacklisting approaches [2] are the most commonly used technique for the detection of malicious URLs. Here it maintains a
database which consists of a large number of URLs that are malicious. This approach will check the database periodically when a
user enters a URL. If a match is performed then a warning message is generated in order to notify that the URL that is entered by
user is malicious and it may launch attacks in the systems. If no match exists then it is considered as benign one. The database is
compiled regularly whenever a new malicious URL is encountered. Blacklisting is very fast since we just need to check a database.
The issue with this approach is that we know a millions of URLSs are generated every day. So it is very difficult to keep a list of the
entire URLs. Thus this approach will fail in noticing new attacks. Several attackers may use a number of techniques that can fool the
legitimate users. They usually modifies [14]-[16] the URL by using larger hostnames instead of short names or ip addresses, also
they modifies the URL by using wrong spellings that seems same as original ones. Using these methodologies attackers hide the
maliciousness of the URLs. Another limitation is that it is not suitable for new URLs. This approach only searches for the URL in
the database. When a new URL is encountered making it impossible for them to notice new threats.

B. Heuristic Approach

Heuristic approaches [4]-[6] are an improvement to the blacklisting approach. Here a blacklist of signatures is formed. Some of the
common attacks are identified. For each of them a signature is allotted. In this approach when a user visits or types a URL then a
signature is allotted to it. Then it is analysed with the available set of signatures. If any match exists between the two then that URL
is said to be malicious otherwise not. One of the disadvantage of this approach is that it is designed for a limited number of attacks
i.e. only some most occurring attacks are identified and the signature [17] is allotted. So it is not possible to consider all the attack
types. Also this technique cannot predict in case of new URLSs.

C. Machine Learning Approach

Machine learning approaches [7], [8] analyses different information regarding the URLs and its WebPages. It analyses several
informations from the name, ip address, domain name, host name etc.. These informations together are known as features. These
features are used to train a model. The model will predict whether a URL is malicious or not. We train the model for both malicious
and benign URLs. Whenever a user visits a new URL then the features regarding the URL are collected and then it is fed to the

classification model and it will predict whether the URL is malicious or not.
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There are two forms of features that may be used: static features and dynamic features. In static analysis, the URLs are analysed
without executing the contents. Features are extracted that include the host information, contents of HTML and JavaScript. The
features that are extracted for malicious and benign ones are different. This help in the classification to obtain a better result. Most
of the machine learning technique use static analysis. Dynamic analysis techniques monitor the behaviour of the systems that are
potential victims. Dynamic analysis techniques have inherent risks and are tough to implement and generalize. A framework for
malicious URL detection is shown in figure 2.

Live URL —— Predictor Feedback?
Feed Feature Extraction e v
—_— Features ‘ # Malicious
> < @&
@ ) = ey .‘r =3 — Benign
crawling © WHOIS ' — pBjacklist <
- tedcal ML
URLDB | ) = .

j’ Batch i Online

Training Update

Collection of Model Training Q
Labeled URL Data (batch/online)

Fig. 2 A framework for Malicious URL Detection

1. FEATURE REPRESENTATION
To detect malicious URLSs, a variety of features have proposed that can be used to provide useful information. The features include:

A. Lexical Features

Lexical features are features obtained from the URL name itself. i.e., Based on how the URL looks it should be possible to identify
whether a URL is malicious or not. Attackers made modifications in the URL name to make it look like benign URLs. So lexical
feature only cannot determine the maliciousness of a URL. It can be used along with some other features of the URL such as its host
name features or content features and so on. It can improve the performance of the model. Also the URL name is not used directly
as they appear in machine learning instead they are processed and then the features are extracted and then it is fed to the model.
Lexical features can be divided into two categories namely Traditional lexical features and Advanced lexical features.

Traditional Lexical Features: Traditional lexical features include the common properties of the URL i.e. obtained from the URL
name. This include the length of URL, number of dots in it, number of special characters, length of its domain name, protocol used,
TLD used etc...The URL consists of a number of strings such that they are separated by using some special characters which can be
=704, 7, 7, 1?7 ete.. The strings along with these special characters comprise a word. By using these words, a dictionary was
constructed. Each word in that dictionary is considered as a feature. During the feature extraction , if any of the words in the
dictionary is present in the URL, then the value of feature would be 1 and if not present the value would be 0.This method is known
as the bag of words model.

Advanced Lexical Features: Researchers have proposed several advanced lexical features to collect more informative features about
a URL. The motivation of collecting new or advanced lexical features is that to become free from obfuscation [18] of the attackers.

B. Host Based Features

Host-based features can describe “where” websites are hosted i.e. the country, location, time of hosting etc.., “who” own them i.e.

the person or organization that created it and “how” they're managed i.e. who can access these resources. These are some of the

properties of the hosts [19], [20] that are identified by the hostname part of the URL.

1) 1P Address Properties: This explains the features of the IP address of the URL. IP addresses are a set of 0s and 1s. It is made of
32 bit. Each four sets comprising 8 bits. IP address properties indicate whether the IP address [37] is used in the URL, whether
it is present in any black list etc..

2) WHOIS Properties: The word WHOIS indicates “Who is responsible for the Domain name?” It indicates who created the
domain name, which country it was created, time of creation etc... This can be used to get the information regarding the domain
name. WHOIS is a database that stores the information of registered users of an internet resource such as Domain name, IP etc.
It is a query and response protocol. It stores all the contents in readable format. When the user requests it is delivered.
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3) Domain Name Properties: Domain names are used to identify IP addresses. For example, the domain name google.com
contains a dozen IP addresses. Domain names are used in URL to identify a particular webpage. Users can use either IP address
or the domain name to access web pages or resources.

4) Geographic Properties: This indicates the location of the IP address i.e. in which continent/country/ city does the IP address
belong? What is the speed of the connection?

C. Content-Based Features

Content-based features are obtained by downloading the webpage of the URL. Content-based features are very large since the entire

web page need to be extracted. The prediction model would be good and accurate since it provides more information about a URL.

In case of the URL based features or lexical features fail to detect the maliciousness [21] of the URL, then this content based

features can be used since it gives a lot of information as compared to URL-based and host-based features The content-based

features can be categorized into three segments: HTML Features, JavaScript features, Visual Features.

1) HTML Features: Researchers extracted [22], [23] the webpage of several URLs in order to determine whether a URL is
malicious or not. They extracted the HTML web pages of the URL. They analysed it and features are extracted from it. This
features can be further used for training the prediction model. Some of the features include length of the entire webpage or
document, the number of Null characters, presence of string concatenation [36] ,length of each word in the document, number
of lines in the document, presence of link to other pages or not etc....They arrived into a conclusion that the malicious codes
hide behind the string concatenation or large words in document.

2) JavaScript Features: In order to hide the malicious codes a number of JavaScript functions are used by attackers. The clients
are not aware of this installation of malicious codes. Some of the examples of JavaScript functions they used are escape (),
unescape (), exec (), and search () functions. Sometimes including long strings, large number of string assignments, number of
string tags also hides some malicious contents in the URLS.

3) Visual Features: Visual features use the visual similarity of the web pages. They compare the web pages with that of the
protected pages that are already present. This will help to identify whether that web page host any malicious content or not.
Some examples are CCH [25], OCR [26].

IV.ALGORITHMS USED FOR MALICIOUS URL DETECTION
Several machine learning algorithms can be used to solve malicious URL detection. The URLs are analysed and feature vector is
constructed. Then it is fed to the model for training. The learning algorithm can be classified into two namely Batch Learning
Algorithm and Online Learning Algorithm.

A. Batch Learning Algorithm

Consider a set of T URLs i.e. URL from the training data. Let Yt = (1, -1). Yt represents the class label which can be malicious or
not, spam or not, phishing or not etc....Here the class label y = 1 indicates a malicious URL and y = -1 indicates a benign URL. The
URLSs are analysed and it is mapped to feature vector. Then any of the learning algorithms can be used to train a prediction model.
We train both malicious URLs as well as benign URLSs. An illustration is given in figure 3. The most common batch learning
algorithms that have been applied for Malicious URL Detection are: Support Vector Machines, Logistic Regression, and Decision
Tree.

D features
X 1% (% Xy y
2 X, Xy Xy Xy | Y Batch trainin
o
%’ X 1% | % Xg | Y
w
< X, X X
1 1% 1% a | Y Trained model
g X 1% (% Xy y

Fig. 3 lllustration of Batch Learning
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Support Vector Machines: Support Vector Machine (SVM) [27] is one of the most popular supervised machine learning [30]
algorithms. It is mostly used in classification problems. Here, we have a number of data items i.e. here, a set of URLs. We plot
each of the URLs data items in an n-dimensional space; n represents the number of features. Here the goal is to find a
hyperplane [29] that can classify the data items or the URL accurately. In our case we want to classify the malicious URLS in
one coordinate and the benign ones in other coordinate. In case of labelled data this approach is best and in case of unlabelled
data we have to use unsupervised learning [28]. In case of unsupervised learning, the similar data’s are grouped to form a
cluster. Whenever a new data item comes then it is checked against different clusters. It is added to the cluster having greater
similarity. The support vector clustering algorithm can be used to categorize unlabeled data. The main goal of the SVM is to
train a model that classifies a newly generated data item into correct coordinate. It creates a partition of features into two
categories. Based on the features or similarities of the object it places an on object just above or below the hyperplane. Let us
consider some scenarios:

Scenario-1: Consider we have three hyperplane namely hyperplane A, hyperplane B, hyperplane C. The data items are star and
circle. Now the goal is to identify the correct hyperplane that divides the data items. From fig 4, we can notice hyper-plane B
correctly divides [24] the two classes.

Fig. 4 Support vector machine hyperplane scenario - 1

Scenario-2: Consider three hyper-planes A, B and C. In figure 5 we can notice the three hyperplane equally segregates all the
data items. So our goal is to find which is the best hyperplane that divides all these data items. For that find the distance
between the hyperplane and the data item just near to it. The distance can be termed as the Margin. Always choose the hyper
plane with higher margin. The reason of choosing the hyper plane with higher margin is that if we choose the lower margin it
will led to miss classification of the data points. So in figure 6 we can notice the hyperplane C has higher margin as that of
hyper plane A and hyperplane B. So C is considered as the right hyperplane. Scenario 2 is illustrated in figure 5 and figure 6.

Fig. 5 Support vector machine hyperplane scenario - 2
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Logistic Regression: Logistic Regression [31] is a regression model. It deals with problems with two classes i.e., the binary
classification problems. For e.g.: malicious or not malicious, spam or not spam etc. Logistic Regression is a supervised
classification algorithm. In regression scenarios, we set a threshold value and based on that threshold decisions or outputs are
made. It uses a function called sigmoid function for classifications. Consider a scenario where we need to decide whether a
website is spam or not. Two types of regressions can be used for this prediction i.e. either linear regression or logistic regression.
If we use liner regression for prediction, a threshold is set and based on it output can be predicted. As an example consider if the
actual output is spam, the predicted value is 0.2 and the threshold value is set to be 0.7. From these results we can say that the
predicted value is less than the threshold and hence the data is classified or predicted as not spam. Thus linear regression is not
suitable for this type of prediction or classification problems. So we go for logical regression. Here instead of a threshold the
value ranges from 0 to 1. There are different types [31] of Logistic Regression namely:

Binary Logistic Regression: The target can have two possible solutions 0 or 1. Example: Spam or not, malignant or not, win or
loss, pass or fail, etc...

Multinomial Logistic Regression: The target can have three or more outcomes that are not ordered. Example: Predicting which
disease is spread most (Disease A, Disease B, Disease C).

Ordinal Logistic Regression: It deals with target having three or more outputs. Example: Movie rating from 1 to 5 or a test
score can be categorized as very poor, poor, good, very good, and so on.

Fig. 6 Hyperplane with higher margin

Decision Tree: Decision Tree [32] is a supervised learning algorithm. It uses a tree like structure to represent data. By using
that structure classifications can be done easier. There are leaf nodes and internal nodes. The leaf node represents the class
labels or the final outputs. The internal nodes represent the attributes [21]. There are a number of nodes in the tree. Each node
represents some test cases. It will have two answers i.e. either yes or no. The answers of the test case are represented in the
edges. If yes it will move to next level nodes and this step continues until the leaf nodes. If ‘no’ the same step continues till the
leaf nodes. It will provide the output by moving down the tree till the leaf node.. This process is repeated for every level of sub
trees. The algorithm used in decision trees is known as the ID3 algorithm [33]. An example of a decision tree is illustrated in
figure 7. It explains whether to play Badminton on a particular day or not. From that figure if the weather is sunny and humidity
is normal then badminton can be played on that particular day. Similarly if the weather is sunny and humidity is high then
badminton cannot be played. A decision tree will represent all the possible outputs.

Weather

Sunny Cloudy Rainy

Humidity Yes Wind

High Normal Strong Weak

No Yes No Yes

Fig. 7 Decision Tree illustrating whether to play badminton on a particular day or not
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B. Online Learning Algorithm

Online Learning [34], [35] uses a stream of data for classification i.e. it trains in successive rounds. The data are fed in a sequential
and timely manner. At time‘t’ a stream of data are fed to the model and it will perform some prediction. The online learning
algorithm will check whether the predicted value is correct or not. If the result is correct then it is fed back into the model. This
process is repeated in further rounds. Figure 8 gives an illustration of Online Learning. When the datas are very large and the entire
data cannot be fed into the model. In such cases online learning is used. It will split the data into various segments and fed into
model in a sequential manner.

Input data at time ¢ Online update -
— Y
X 1% % X | Y —

model at time t

)]
% Input data at time t+1 Online qu\?te 1’
g X; | X | X Xq | Y ~ / TA'.
GEJ model at time t+1
= Input data at time t+2 Online updjete o
Xo [ Xy Xy e XY ) T
| model at time t+2

Fig. 8 lllustration of Online Learning

V. CONCLUSIONS
Malicious URL detection plays an important role in many cyber security applications. We perform a survey on different machine
learning techniques and algorithms for Malicious URL Detection. It extracts the features of the URLs, learn a prediction model to
classify a URL as malicious or benign. We also discussed various methods that can be used for the detection of malicious URLS,
Various feature representations, and finally discusses various learning algorithms for resolving the malicious URL detection tasks.
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