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Abstract: Many users of social Network are not aware about the number of security risks in networks such as identity theft, 
privacy violations, sexual harassment etc. Recent studies says that most of the social network users expose their personal 
information like their date of birth,  email address,  phone number, relationship status. If this type of data reached to the wrong 
person, then person used that information to harm the users. If the children are users of social network, then these risks become 
serious. In this paper we present an approach and interpretation of threats. 
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I. INTRODUCTION 
Social networks such as Twitter [5], LinkedIn [3], Facebook [1], Google+ [2], Sina Weibo [4], Tumblr [6], and VKontakte (VK) [7] 
have daily millions of active users. Facebook for example, has monthly active Facebook users numbered 2.45 billion as of oct. 
2020.  350 million photos per day have been uploaded to the facebook by users. Unfortunately many users are not aware about the 
security risks that live in these kind of communication involving identity theft [14], malware [15], privacy risks [12], [13], and 
sexual harassment [20], [21], among others. A study of Dwyer et al. [22] detected that Facebook and MySpace [23] users belief 
these social networks and they have faith on other users within these networks. This fait leads to developing the new relationships 
and to sharing the information. According to studies [12], [24], many users reveal their personal information, their relationships, 
friends whether by providing information such as phone number, address, date of  birth or by posting photos. Moreover according to 
Boshmaf et al. [12] and Elyashar et al. [19], [25], users of Facebook have been discover to accept friend request from people whom 
they do not know but with whom they have common friends. By accepting the requests, users unknowingly expose their private 
information to strangers. This information could be harming the users both in the virtual and in the real world. These risks shoot up 
when the users are young children or teenagers. 
As the social networking use becomes increasingly more immersed in users’ daily lives, personal details becomes disclose and 
mishandle. Information gather by both network operator and by third party, has recently been recognize as a notable security 
concern for social network users. Third party companies can use the gathered information for various intentions, all of which can 
threaten a network user’s privacy. Consider the example, companies can use gathered data to customize online ads according to the 
profile of user [26] to achieve beneficial comprehension about their customers, or even to share user’s private data [27]. This data 
include general information like gender, income, age; however in some cases more elegant and harmful data can be disclosed [28]. 

II. SOCIAL-NETWORK MANIPULATION 
Social networks have millions of registered users. For example, Facebook is the largest social network in the world and has more 
than billion active users [30]. A survey by the Pew Research Center’s[31] disclose that 72% of adults in America use social 
networking sites while in 2005, only 8% adults use social networking sites. Moreover survey disclose that the 89% adults between 
the age  18 to 29 use social networking site while in 2005 9% adults use social networking sites. 
Mobile devices are the platform for internet usage. According to report [8] in December 2013, an active mobile user of Facebook 
was 556 million per day. Use of online social network on mobile devices such as smart phones promotes closer relationship to social 
network as well as it can pose additional privacy concerns, especially identity of user. 

III. THREATS 
Today, with the increasing use of social network, many users have exposed to threats to their privacy as well as their security. 
Threats can be categorize into four types. First type consists of classic threats which are privacy and security threats. Second types 
are modern threats who are unique to social network environment. Third type consists of combination threats, where we describe 
how attackers combine various types of attacks to create more sophisticated attacks. The fourth types of threats are targeting 
children. 
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Figure1: Threats to Social Network Users 

A. Classic Threats  
With the widespread usage of internet classic threats have been a problem. Classic threats are malware, spam, cross-site scripting 
attacks, or phishing. These threats continue to be an ongoing issue. Due to the nature and structure of social network, these threats 
become increasingly viral. Classic threats take an advantage of personal details of user that are uploaded on social network to attack 
on both the user as well as user’s friends by adjusting the threats. 
For example, inside a spam message an attacker can fix a malicious code that appoints user’s details from his or her facebook 
profile. Because of nature of message there are the chances that innocent user will open the message and get infected. These types of 
threats can use the user’s stolen information to post messages on the behalf of user. 

Different classic threats are described below: 
1) Malware: Malware is intrusive software that is designed to damage and destroy computers and computer systems. Malware is a 

contraction for “malicious software.” Examples of common malware include viruses, worms, Trojan viruses, spyware, adware, 
and ransomware. In some cases, the malware can use the obtained credentials to impersonate the user and send contagious 
messages to the user’s online friends. Koobface was the first malware to successfully propagate through OSNs such as 
Facebook, MySpace, and Twitter. Upon infection, Koobface attempts to collect login information and join the infected 
computer in order to be part of a botnet [15], a so-called “zombie army” of computers which often is then used for criminal 
activities, such as sending spam messages and attacking other computers and servers over the Internet. 

2) Phishing Attack: Every day, email inboxes fill up with annoying, unwanted messages. However, some of these junk messages 
are malicious/ phishing attacks. By using phishing emails, texts, or social media posts that lead to phishing sites, fraudsters 
attempt to deceive user into revealing his/her personal and sensitive information – bank account numbers, credit card info, 
Social Security number, or login IDs, usernames, and passwords. Once obtained, they use credentials to steal user's money, 
his/her identity, or both. 

3) Spammers: Anyone who uses email encounters spam, also known as junk mail. At the very least, it fills in boxes and takes up 
valuable time; at its worst, it tricks unsuspecting recipients into divulging private information or sending money to an unknown 
party. Spam is so pervasive that most email providers supply spam-reporting and blocking tools. 

4) Cross-Site Scripting (XSS): Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious scripts are injected 
into otherwise benign and trusted websites. XSS attacks occur when an attacker uses a web application to send malicious code, 
generally in the form of a browser side script, to a different end user. Flaws that allow these attacks to succeed are quite 
widespread and occur anywhere a web application uses input from a user within the output it generates without validating or 
encoding it. 

5) Internet Fraud: Internet Fraud: Is a type of cybercrime fraud or deception which makes use of the Internet and could involve 
hiding of information or providing incorrect information for the purpose of tricking victims out of money, property, and 
inheritance. 
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B. Modern Threats 
To the social networks a typical unique threats are modern threats. These threats target not only the personal information of user but 
personal information of their friends also. For example, an attacker can try to access user’s personal information which is viewable 
only to the user’s friends. To access user’s information attacker can create a fake profile and initiate a friend request to targeted user. 
If user accepts the friend request his or her details will be shown to the attacker. Alternatively user can collects data from user’s 
friend. 

Various modern threats are illustrated as follows: 
1) Clickjacking: Clickjacking is an attack that tricks a user into clicking a webpage element which is invisible or disguised as 

another element. This can cause users to unwittingly download malware, visit malicious web pages, provide credentials or 
sensitive information, transfer money, or purchase products online. 

2) De-Anonymization Attacks: particular form of inference attack called the de-anonymization attack, by which an adversary tries 
to infer the identity of a particular individual behind a set of mobility traces. For ex. Sharing sequencing data short tandem 
repeats on the Y chromosome and querying recreational genetic genealogy databases. It is shown that a combination of a 
surname with other types of metadata, such as age and state, can be used to identity of the person... 

3) Face Recognition: Many people upload their pictures on social networking sites. And their pictures are publically available to 
view and download. An attacker can use these photos to create biometric databases which can then be used to identify social 
network user without their consent. 

4) Fake Profiles: Fake profiles are used to gather users’ personal information from social networks. By sending a friend request to 
other users, who often accepts the requests, an attacker can collect a users’ personal information that should be exposed to only 
users’ friends. Furthermore, fake profiles can be used to create Sybil attacks. 
 

C. Combination Threats 
To create more sophisticated attacks, hackers can combine classic and modern threats. For example, to collect Facebook password 
of user, an attacker can use phishing attack. And to post the message on user’s timeline, he or she uses clickjacking attack. Thus 
luring the user’s friends install hidden virus onto their computers by click on the post. 

D. Threats Targeting Children 
Children, either young or teenagers, experience the classic and modern threats, but there are also some threats that intentionally 
target the young users of social networks. 

IV. CONCLUSION 
Social networks have become part of our life and on average most internet users spend more time on social networks. In this paper 
we have presented a scenario which scares social network users and can imperil their identities and privacy. Furthermore we have 
provided examples of presented threats that are real and endanger every user. We have also emphasized certain threats which 
challenge the safety of young children across social network cyberspace. 
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