) iJRASET

& International Journal For Research in
Applied Science and Engineering Technology

INTERNATIONAL JOURNAL
FOR RESEARCH

IN APPLIED SCIENCE & ENGINEERING TECHNOLOGQGY

Volume: 4 Issue: Vi Month of publication: July 2016

DOI:

www.ijraset.com
Call: (£)08813907089 | E-mail ID: ijraset@gmail.com




Www.ijraset.com Volume 4 Issue VII, July 2016
IC Value: 13.98 ISSN: 2321-9653

International Journal for Research in Applied Science & Engineering
Technology (IJRASET)

Design and Implement Dynamic Key Generation
to Enhance DES Algorithm.

Priyanka K. Babar', Vishal P. Bhope®
Electronics and Telecommunication Department, Pune University

Abstract— Cryptography is the process of transforming message to avoid an unauthorized access of data. Key is an important
part in cryptography. For higher level of secure communication key plays an important role. For increasing the level of security
in any communication this project proposed a Dynamic key generation unit. Dynamic key generation enhances the DES
algorithm securities. As per the research done DES algorithm is weak due to its weak key generation, so that key generation can
be reconfigured. Therefore to make key generation more effective and strong dynamic key generation unit is proposed here
which is totally independent on DES algorithm. The system proposed here three ways to make key generation more stronger are
user generated key, second one by using LFSR which is good key stream generator, third is by using chaotic encryption and
fourth is 2’s complement. This system also has good resistance against brute-force attack which makes system more effective.
Another part is DES algorithm and control unit is also designed for controlling the round of DES for encryption and decryption.
Keywords— Cryptography, Dynamic Key Generator, LFSR, Chaotic encryption, 2’s complement

I. INTRODUCTION

Cryptography is the process of secret writing means scrambling the data which is not in readable format. The need of cryptography
is arises to protect the private information from unauthorized person. There are different goals of cryptography like confidentiality,
authentication, integrity, non repudiation, access control etc. Data is encrypted by using various cryptographic algorithms [10].
Security of the data or system is depends on both cryptographic algorithm and key used for encryption/decryption. Cryptography is
needed in various sectors like banks, military, railways, telecommunication etc. In electronic fund transfer like ATM cards,
computer passwords, electronic passwords also require the security. Cryptography has wide area of scope because this technique has
ability to provide security against various attacks. Cryptography mainly includes two parts i.e. encryption and decryption,
encryption is the process of converting of plain text (readable) to cipher text (unreadable) and decryption is the process of
converting cipher text (unreadable) to plain text(readable) as shown in figure 1.

Cipher
Plain Secret Text Secret Plain
Text > Key » Key P Text
Encryption Decryption
Algorithm Algorithm

Fig.1 Block diagram of cryptography
There are two types of encryption algorithms based on the type of key used are:
A. Symmetric-use the same key for encryption and decryption.
B. Asymmetric- use the different keys for encryption and decryption.
There are different types of cryptographic algorithms based on the type of key used: AES, DES, TDES, RC2, RC6 are symmetric
key algorithms and Diffie-Hellman, RSA, DSA are asymmetric key algorithms. The DES (Data Encryption Standard) algorithm is a
block cipher operates on the 64-bit plain text which uses the same key for both encrypt and decrypt data blocks [12]. 64-bit key
produces the 64-bit encrypted cipher text from 64-bit plain text and for decryption same process is done in reverse. The DES
algorithm is weak due to its key generation therefore to enhance the DES algorithm we proposed a dynamic key generation due to
that security level of DES algorithm is get increased at higher level and implementing it using FPGA. This proposed work is done
mainly in two parts first one is DES algorithm and second one is dynamic key generation.
The rest of the paper is organized as follows. Section 11 includes literature survey. Section I11 includes system development. Section
IV explains proposed system. Section V includes simulation results and Section VI includes conclusion.

465

©IJRASET: All Rights are Reserved



Www.ijraset.com Volume 4 Issue VII, July 2016
IC Value: 13.98 ISSN: 2321-9653

International Journal for Research in Applied Science & Engineering
Technology (IJRASET)

Il. LITERATURE SURVEY

Literature survey includes the various researches done by the various researchers for enhancing the cryptographic algorithm
securities for secure data communication.
In paper” A Novel approach for data encryption standard algorithm” by the author prashanti.g, deepthi.s, sandhya rani.k[4].
Proposed a new method to enhance the DES algorithm by replacing the 8/32 S-Box by 6/4 S-Box and then followed by the AND
and XOR operations before going to permutation. It also includes the new operation of modulo-2 operation during the 16 round
instead of regular XOR operation. It also proposes the modified s-box operation to improve the security level in banking sector by
replacing the XOR operation which improves the implementation. This improves the performance of the DES algorithm and
security level also gets improved.
In paper “A reconfigurable block cryptographic processor based on VLIW architecture” by LI Wei, ZENG Xiaoyang , NAN
Longmei , CHEN Tao , DAI Zibin [6] proposed a reconfigurable VLIW processor for block-cipher processing and for block-cipher
proposes multi-cluster register file structure. For element operation of block ciphers it uses the reconfigurable units for multiple
cryptographic processing units. Proposed system is not only able to do cryptographic operations but also used to do dynamic
configurations for cryptographic processing unit. The comparison of various encryption algorithms and the analysis is the proposed
design has highest throughput compared to other which enhances the performance and security level get increased.
In paper “Hardware Implementation of DES Using Pipelining concept with Time-Variable Key” of 22" international conference on
microelectronics [9] includes two implementations of high performance reconfigurable hardware of the DES algorithm by using
pipelining concept and time variable key. Counter is used in first concept to change key with every clock cycle and in second
pseudo random generator is used. Due to time variable key the security of the DES algorithms is enhanced due to which it is very
difficult to hack the data by the hackers.
In paper “Area efficient universal cryptography processor for smart cards” of IEEE transactions on VLSI system [4] proposed a
cryptography circuits for smart cards and portable electronic devices for secure data communication. This circuit is small in size,
requires low power and provide high performance for several cryptographic algorithms. This paper presents a hardware
implementation of three standard cryptography algorithms on a universal architecture.
In paper “Performance analysis of multiple keys used for data security” by Hitesh Mittal and Ajay Kakkar [11] includes the
importance of dynamic key generation for secure data transmission and performance analysis of keys used in various cryptographic
algorithms for data security as it is an essential component of an organization in order to keep the information safe from hackers, it
helps to keep the privacy of the data.

I1l. SYSTEM DEVELOPMENT
A. DES algorithm description
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Fig. 2 DES algorithm description.
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DES (Data Encryption Standard) algorithm is a block cipher algorithm which uses symmetric key cryptography. It uses 64-bit key
for both encrypt and decrypt 64-bit plain text and cipher text respectively. DES algorithm description is as shown in figure 2 [3].It
works on 64-bit plain text to produce 64-bit cipher text therefore 64-bit plain text is given as data input to perform initial
permutation (IP) first then key dependent permutation and at last final permutation which is inverse initial permutation i.e.IP* DES
algorithm performs 16-rounds of operation to produce 64-bit output data. The implementation of DES requires four basic operations
mainly XOR, shift, LUT (Look up table) and permutation which are simple to implement in hardware. As shown in figure 3, 64-bit
data input is initially get permuted by IP and then get splits into two equal parts right half (R0O) and left half (LO), each is 32-bit in
length. Right half in first round will be the left half of the next round and right half of next round is obtained by firstly expanding
32-bits to 48-bits by using expansion function in that we expand it by repeating some bits then this expanded 48-bit are XORed with
48-bit key and then results fed into eight 6-bit substitution boxes (S-boxes) which converts 48-bit input to 32-bit output i.e. 6-bit s-
box gives 4-bit output to form 8 4-bit boxes and finally permutation is done on these 32-bits. In next stage this 32-bit permuted
output is get XORed with first right half 32-bits to get next right half 32-bits [1].
Function F in the key dependent permutation is the most important function of the DES algorithm and its operation is as shown in
figure 3.Different operations like expansion, substitution, permutation and also XOR operation with the 48-bit key are takes place.
l32-bit
R.‘i—i

'

Expansion

48-bit

S-box

32-bit

h 4
Permutation

132-bit

Fig. 3 DES function F details
B. Linear feedback shift register
LFSR is a good stream generator. A LFSR consist of shift register and a linear feedback function as shown in figure. In that shift
register is a sequence of M flip flops By to By.; and each flip flop holds single bit. Flip flops are initialized to an M-bit word. By is
a linear function of By,By,B,,.....,.Bya. LFSR is divided based on the type of inputs and outputs. Here LFSR is used to generate
sequence of keys.

Bum
LINEAR FEEDBACK FUNCTION
BM=f (BO Bl Y neeaen BM—l)
A
OUTPUT
» Bm - —p B, » Bi » Bo —
A A A N
Clock

Fig. 4 Block diagram of linear feddback shift register
C. Chaatic encryption
In chaotic encryption ‘chaos’ means ‘a state of disorder’. Here system uses one dimensional chaotic signal which is used to mask
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useful information and make it unrecognizable by attackers. To obtain high level of security chaotic encryption is used to encrypt
digital data. Here specifically system uses piecewise linear one dimensional chaotic map (PWLCM) [13]. This system has more and
more complex dynamics there fore it has wide applications in the field of communication. So the piecewise linear one dimensional
chaotic map is used for dynamic key generation unit. It’s equation is as follows:
Xpe1= 1+ 2x, forx,<0
{ 1+ 2x,, for X,>0
.......................... N
Sequence is produced by logistic map. It is non-periodic and convergence under initial condition. Chaotic sequence is not pseudo-
random, but truly stochastic, so strong key is get generated using these characteristics.

D. 2’s complement
This can be also the another option used to generate more combinations of keys. It’s equation is as follows:
2’s complement=1’s complement + 1

. )

1’s complement =(2*n) - N

IV. PROPOSED DESIGN
A. Dynamic key generation unit
According to kerckhoff’s principle, the resistance of the cipher to attack is based on the secrecy of the key. According to this the
guessing the key should be so difficult that there is no need to hide the encryption and decryption algorithms, but in DES algorithm,
56 bit key is the main weakness because there are now 2°¢ possible keys are available which are easily get crack by “brute force
attacks”. It involves trying all 2% keys out of that 4 are weak, 12 are semi weak and 48 are possible weak keys. So to improve the
performance of the DES algorithm and enhance security we have to increase number of possible ways of key generation. We
proposed a dynamic key generation unit in DES to increase number of possible ways of key generation. In this dynamic key
generation unit it includes two blocks i.e. key generated by user and LFSR. By using key generated by user there are 2°° possible
keys are available but after shifting through LFSR there are more 2*° keys are get generated means finally there are total 22 ways
are available. For making more confusion in key generation it can be generated by any of the above method.
To increase number of ways of key generation more than 2°°, we proposed a dynamic key generation in DES. As shown in figure
dynamic key generation unit consist of four blocks named direct key, LFSR, chaotic encryption and 2’s complement. Here we are not
going to give the original key input to the chaotic encryption block; chaotic encryption block generates the different combinations of
keys automatically at each clock cycle.

(@ N

KEY

— LFSR —

ORIGINAL 4:1 TO
KEY MULTIPLEXER DES
(64 BITS) CHAOTIC =
ENCRYPTION
— 2'S —
COMPLEMENT

(I

\ SELECT LINE

Fig. 5 Block diagram of Dynamic Key Generation Unit.
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V. SIMULATION RESULTS
DES algorithm is implemented with VHDL and simulated in RTL level with Xilinx ISE 12.3 simulator and simulation results are as
shown in figure. In simulation results both encryption and decryption results are shown when decipher is 0 then encryption takes
place and when decipher is 1 decryption takes place. Encryption results are get after 16 clock cycles and this encryption result is
decrypted using same key to get original data.
Simulation results contains encryption and decryption and it will be done by giving decipher signal when decipher 0 then encryption
takes place and when decipher 1 then decryption takes place. As we are using multiplexer, mode selection is based on the select
input given when select input S is “00” then direct key is get selected, for S “01” LFSR is get selected, for S “10” chaotic encryption
is selected and for S “11” 2’s complement is get selected and we get the different simulation results for different modes as shown in
figures below.
For encryption we used input value of 64-bit input value indata 8787878787878787 and 64-bit key inkey 0E329232EA6DOD73. For
decryption we used input value as its encryption output value and same key. Simulation results for encryption and decryption are
shown in figures below. In chaotic encryption we only get the encryption there is no decryption results are shown because we are
not giving key to the chaotic encryption block. In each simulation result figure (a) indicates encryption and figure (b) indicates
decryption.
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Fig. 6.1 Simulation results for direct key.
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Fig. 6.2 Simulation results for key generated by LFSR.
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Fig. 6.3 Simulation results for key generated by chaotic encryption
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Fig. 6.4 Simulation results for key generated by 2’s complement.
VI. CONCLUSIONS

The security of any type of algorithm is dependent on the secrecy of the key. To enhance the algorithm this paper proposed the
dynamic key generation unit which is independent on DES algorithm. Due to the dynamic key generation unit secrecy of the key get
increased. Simulation results are shown for both encryption and decryption.Using proposed design we can achieve high speed and
reduced logic complexity which gives enhanced DES algorithm. According to this enhanced DES algorithm has broad application
area in secure data communication and transmission.
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